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We know that C is not a memory-safe language
– Direct memory access with pointers  
– Lack of bounds checking  
– Manual memory management 
– Uninitialized memory 
– Undefined behavior

Can we write memory-safe C programs?
– Of course, if we are disciplined programmers!

But what is memory safety, anyway? 
3

Should we care about memory safety?
– Yes.  Microsoft/Google report that 70% of 
security vulnerabilities are due to memory safety

https://www.microsoft.com/en-us/msrc/blog/2019/07/we-need-a-safer-systems-programming-language
https://security.googleblog.com/2021/09/an-update-on-memory-safety-in-chrome.html



– Buffer overflows 
– Use after free 
– Double/illegal free 
– Use of uninitialized memory 
– Null pointer dereference 
– … 

The standard definitions of memory safety have the form of a list of bad things 
that are not supposed to happen

Michael Hicks [2014] 

Defining memory safety as a list of what is not-supposed-to-happen is not very 
satisfying. “Ideally, the fact that these errors are ruled out by memory safety 
is a consequence of its definition, rather than the substance of it. What is the 
idea that unifies these errors?”

http://www.pl-enthusiast.net/2014/07/21/memory-safety/

“A good definition matters for scientific progress”4



Today’s focus

Is not about memory-safe languages 
Is not about tools or analysis for finding bugs in C 
It is about a semantic definition that unifies many classes of memory errors 

concretely: heap-related memory errors 
in a flat memory model; pointers are just integers 

It is also about discovering a connection between two research areas: 
downgrading in information flow control 
memory safety
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It is about a semantic definition that unifies many classes of memory errors 

concretely: heap-related memory errors 
in a flat memory model; pointers are just integers 
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The rest of the talk has 4 parts 1. The high level intuition 

2. The technical development 

3. Examples 

4. Discussion



The Meaning of Memory Safety

Arthur Azevedo de Amorim1, Cătălin Hrit,cu2, and Benjamin C. Pierce3
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Abstract We give a rigorous characterization of what it means for a program-
ming language to be memory safe, capturing the intuition that memory safety sup-
ports local reasoning about state. We formalize this principle in two ways. First,
we show how a small memory-safe language validates a noninterference prop-
erty: a program can neither affect nor be affected by unreachable parts of the state.
Second, we extend separation logic, a proof system for heap-manipulating pro-
grams, with a “memory-safe variant” of its frame rule. The new rule is stronger
because it applies even when parts of the program are buggy or malicious, but
also weaker because it demands a stricter form of separation between parts of the
program state. We also consider a number of pragmatically motivated variations
on memory safety and the reasoning principles they support. As an application of
our characterization, we evaluate the security of a previously proposed dynamic
monitor for memory safety of heap-allocated data.

1 Introduction

Memory safety, and the vulnerabilities that follow from its absence [43], are common
concerns. So what is it, exactly? Intuitions abound, but translating them into satisfying
formal definitions is surprisingly difficult [20].

In large part, this difficulty stems from the prominent role that informal, everyday
intuition assigns, in discussions of memory safety, to a range of errors related to memory
misuse—buffer overruns, double frees, etc. Characterizing memory safety in terms of
the absence of these errors is tempting, but this falls short for two reasons. First, there is
often disagreement on which behaviors qualify as errors. For example, many real-world
C programs intentionally rely on unrestricted pointer arithmetic [28], though it may
yield undefined behavior according to the language standard [21, §6.5.6]. Second, from
the perspective of security, the critical issue is not the errors themselves, but rather the
fact that, when they occur in unsafe languages like C, the program’s ensuing behavior
is determined by obscure, low-level factors such as the compiler’s choice of run-time
memory layout, often leading to exploitable vulnerabilities. By contrast, in memory-
safe languages like Java, programs can attempt to access arrays out of bounds, but such
mistakes lead to sensible, predictable outcomes.

Rather than attempting a definition in terms of bad things that cannot happen, we
aim to formalize memory safety in terms of reasoning principles that programmers
can soundly apply in its presence (or conversely, principles that programmers should
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Memory safe languages must support a few reasoning principles, one of which is 
noninterference: programs cannot affect or be affected by unreachable memory.

Noninterference – classical security concept 
from the 1980s; captures semantic 
independence 

– typically for confidentiality 
– but also for integrity 

Our approach, for unsafe languages: 
– We use the noninterference intuition  
– We cannot use the memory model of POST’18 
    – there pointers are symbolic pairs (b,o) 
    – allocated memory is zero’ed 
    – memory is infinite



New definition: Gradual Allocator Independence
for allocator-specific aspects of memory safety

program should not depend on how the allocator is implemented

int *p = malloc (128); 

printf ("%d\n", p[0]); // bad-1: reads uninitialized memory 

                       // bad-2: segfault if malloc fails

Intuition: 

Insight #1: think of allocators as secrets

9



Noninterference
(as we teach it)

output (secret) if (secret) { 

 output(1) 

} else { 

  output(0) 

}

if (secret) { 

 output(1) 

} else { 

  output(1) 

}

Confidentiality: the program behavior must not depend on secrets 

The secrets are just initial values of program variables

[bad] [bad] [ok]



Strategies

input (Alice, secret) (* Invokes Alice’s strategy *) 

output (Bob, secret)

In complex interactive models, we use noninterference on strategies* 

* [K. R. O’Neill, M. R. Clarkson, and S. Chong. “Information-flow security for interactive programs”, CSFW’06]

Confidentiality noninterference : strategies should remain confidential

Strategy of a user is a function from prior the user-visible I/O to the next input

program’s public behavior should not depend on the user’s secret strategy



Information Flow Control

input (Alice, secret) 

output (Bob, secret)

Allocators as secrets

p = malloc (8) 

print (p)

[bad: Bob learns Alice’s secret] [bad: program behavior depends on the 
allocator implementation]

(simplified syntax)



Information Flow Control Allocators as secrets

p = malloc (8) 

q = malloc (8) 

if (p < q) { 

   print (1) 

} else { 

   print (2) 

}

[bad: Bob learns Alice’s secret] [bad: program behavior depends on the 
allocator implementation]

input (Alice, secret1) 

input (Alice, secret2) 

if (secret1 < secret2){ 

 output(1) 

} else { 

  output(0) 

}



Information Flow Control Allocators as secrets

p = malloc (8) 

q = malloc (8) 

if (p < q) { 

   print (1) 

} else { 

   print (1) 

}

[ok]

input (Alice, secret1) 

input (Alice, secret2) 

if (secret1 < secret2){ 

 output(1) 

} else { 

  output(1) 

}

[ok]



p = malloc (8) 

q = malloc (8) 

if (p < q) { 

   print (1) 

} else { 

   print (1) 

}

[ok]

According to the C standard, this pointer 
comparison is undefined behavior

Semantically, this is the same as print(1)
This program satisfies our definition

Our goals are not to decree what C standard 
should say. Let’s focus on finding a good 
semantic definition



p = malloc (LARGE) 

if (p == NULL) { 

   print ("Out-of-mem”) 

} else { 

   print (“OK”) 

}

p = malloc (LARGE) 

int i = cast (p) 

print (i)

Some allocator-dependencies are OK

Program should not depend on how the 
allocator is implemented, except

– Allocators running out of memory 

– Casts of allocated pointers 



p = malloc (LARGE) 

if (p == NULL) { 

   print ("Out-of-mem”) 

} else { 

   print (“OK”) 

}

p = malloc (LARGE) 

int i = cast (p) 

print (i)

Allowed allocator-dependenceDowngrading

Controlled weakening of noninterference
– declassification (C), endorsement (I)



Allowed allocator-dependenceDowngrading

Operationally, a NO-OP

In IFC literature, downgrading is a no-op, 
but it is accepted to be important for 
security definitions.

Thinking of casts as “downgrades” 
unveils a clean semantic device for 
understanding casts

See [A Two-Phase Infinite/Finite Low-Level Memory Model, 
by Beck et al., ICFP’24] for the state of the art symbolic 
memory model where casts are not NO-OPs

input (Alice, secret) 

int x = declassify (secret) 

output (Bob, secret)

p = malloc (LARGE) 

int i = cast (p) 

print (i)

Controlled weakening of noninterference
– declassification (C), endorsement (I)



Allowed allocator-dependenceDowngrading

Dimensions and principles of declassification 
[Sabelfeld & Sands’ 2006]

Weakening should not be wrecking 

We adapt our 2020 downgrading definition 
from the work on Troupe information-flow 
language 

[Bay, Askarov, CSF’2020]

Controlled weakening of noninterference
– declassification (C), endorsement (I)

p = malloc (LARGE) 

if (p == NULL) { 

   print ("Out-of-mem”) 

} else { 

   print (“OK”) 

}

p = malloc (LARGE) 

int i = cast (p) 

print (i)



Allowed allocator-dependenceDowngrading

Dimensions and principles of declassification 
[Sabelfeld & Sands’ 2006]

Weakening should not be wrecking 

We adapt our 2020 downgrading definition 
from the work on Troupe information-flow 
language 

[Bay, Askarov, CSF’2020]

Controlled weakening of noninterference
– declassification (C), endorsement (I)

p = malloc (LARGE) 

if (p == NULL) { 

   print ("Out-of-mem”) 

} else { 

   print (“OK”) 

}

p = malloc (LARGE) 

int i = cast (p) 

print (i)



p = malloc (LARGE) 

if (p == NULL) { 

   print ("Out-of-mem”) 

} else { 

   print (“OK”) 

}

p = malloc (LARGE) 

int i = cast (p) 

print (i)

Gradual Allocator Independence (informally)

Program should not depend on how the 
allocator is implemented, except

– Allocators running out of memory 

– Casts of allocated pointers 



The technical development



Notac – a memory unsafe language

Externally observable

No-op

1.Abstract domain of allocator states  
2.NULL:  
3.INIT:  
4.MALLOC:  
5.FREE: 

𝖲𝗍𝖺𝗍𝖾
𝖬𝖾𝗆

𝖬𝖾𝗆 → 𝖬𝖾𝗆 × 𝖲𝗍𝖺𝗍𝖾
𝖲𝗍𝖺𝗍𝖾 × 𝖬𝖾𝗆 × N → 𝖲𝗍𝖺𝗍𝖾 × 𝖬𝖾𝗆 × 𝖠𝖽𝖽𝗋

𝖲𝗍𝖺𝗍𝖾 × 𝖬𝖾𝗆 × 𝖠𝖽𝖽𝗋 → 𝖲𝗍𝖺𝗍𝖾 × 𝖬𝖾𝗆

Defined by allocation strategy α

∣ 𝗈𝖻𝗌𝖾𝗋𝗏𝖾(e)

e ::= n ∣ x e op e ∣ ∗ e ∣ &x ∣ 𝖭𝖴𝖫𝖫

lval ::= x ∣ ∗ e

c ::= lval = e
∣ lval = 𝗆𝖺𝗅𝗅𝗈𝖼(e)

∣ 𝗌𝗄𝗂𝗉 ∣ c; c ∣ 𝗂𝖿 (e) c 𝖾𝗅𝗌𝖾 c
∣ lval = 𝖿𝗋𝖾𝖾 (e)

∣ 𝗐𝗁𝗂𝗅𝖾 (e) c
∣ lval = 𝖼𝖺𝗌𝗍 (e)

Step relation α ⊢ ⟨c; H, A⟩ →η ⟨c′￼; H′￼, A′￼⟩

H – heap, A – allocator state
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8

𝐿 ::= 𝑀 | 𝑁 | 𝐿 bop 𝐿 | →𝐿 | &𝑁 | NULL
lval ::= 𝑁 | →(𝐿)

𝑂 ::= lval = 𝐿 | lval = cast(𝐿) | lval = malloc(𝐿) | free(𝐿)
| skip | 𝑂;𝑂 | if(𝐿) 𝑂 else 𝑂 | while(𝐿) 𝑂 | observe(𝐿)

Fig. 5. Notac syntax

𝑃 ↑ Env = Vars ↓ Addr

𝑄 ::= obs(𝑅) | malloc(𝑅,𝑆) | mfail(𝑅) | free(𝑆) | cast(𝑆)

Fig. 6. Notac semantics: environments and events

!"#$%&’

𝑃,𝑇 ,𝑈 ↔ 𝑀 ↗ 𝑀

!"()*
𝑅 = 𝑇 (𝑃 (𝑁))
𝑃,𝑇 ,𝑈 ↔ 𝑁 ↗ 𝑅

!"%+,,
𝑈 = (null,𝑉)

𝑃,𝑇 ,𝑈 ↔ NULL ↗ null

!")--*!&&$.

𝑃,𝑇 ,𝑈 ↔ &𝑁 ↗ 𝑃 (𝑁)

!"-!*!.
𝑃,𝑇 ,𝑈 ↔ 𝐿 ↗ 𝑆 𝑅 = 𝑇 (𝑆)

𝑃,𝑇 ,𝑈 ↔ →𝐿 ↗ 𝑅

!"/0%$1
𝑃,𝑇 ,𝑈 ↔ 𝐿1 ↗ 𝑀1 𝑃,𝑇 ,𝑈 ↔ 𝐿2 ↗ 𝑀2

𝑃,𝑇 ,𝑈 ↔ 𝐿1 bop𝐿 𝐿2 ↗ 𝑀1 bop𝐿 𝑀2

Fig. 7. Notac semantics of expressions

L(),"V)*
𝑃 (𝑁) = 𝑆

𝑃,𝑇 ,𝑈 ↔ 𝑁 ↘ 𝑆

L(),"D!*!.
𝑃,𝑇 ,𝑈 ↔ 𝐿 ↗ 𝑆

𝑃,𝑇 ,𝑈 ↔ →(𝐿) ↘ 𝑆

Fig. 8. Notac semantics of lvals

D!.0%0’0$% 8 (C$21)’0/,! #$%.03+*)’0$%). Given a variable environment 𝑃 and heap 𝑇 , say
that 𝑃 and 𝑇 are compatible, if img(𝑃) ≃ 𝑇 .

D!.0%0’0$% 9 (T*)#! #$**!&1$%-!%#!). Given a trace 𝑊 , say that it corresponds to symbolic
allocation sequence 𝜴 , written 𝑊 :: 𝜴 , if the relation ⇐, 𝑊 ↔ 𝑋/𝜴 , as de!ned per Figure 11 holds.

4 GRADUAL ALLOCATOR INDEPENDENCE
4.1 Trace similarity
D!.0%0’0$% 10 (O/&!*()/,! )%- #)&’ 1*$4!#’0$%). Given a trace 𝑊 , de!ne the observable and

cast projection, written ⇒𝑊⇑ to be the subtrace of 𝑊 consisting of only cast and obs events.

D!.0%0’0$% 11 (T*)#! &020,)*0’5). Say that two traces 𝑊1 and 𝑊2 are similar, written 𝑊1 ⇓ 𝑊2, if
there is a 𝜴 such that 𝑊𝑀 :: 𝜴 , 𝑌 = 1, 2 and, ⇒𝑊1⇑ = ⇒𝑊2⇑.

4.2 Allocator impact
In the following we restrict the set of allocators to fair allocators only.

, Vol. 1, No. 1, Article . Publication date: March 2025.

Events



Transition rules examples
(see the paper for details)

The Downgrading Semantics of Memory Safety 182:13

E!"#N$%%

𝐿,𝑀 ,𝑁 → NULL ↑ 𝑁 .null

C#C&’(
𝐿,𝑀 ,𝑁 → lval ↓ 𝑂 𝐿,𝑀 ,𝑁 → 𝑃 ↑ 𝑄 𝑂 ↔ dom(𝑀 )
𝐿,𝑁 → ↗lval = cast(𝑃);𝑀 ,𝑅↘ ≃cast(𝐿) ↗𝑀 [𝑂 ⇐≃ 𝑄],𝑅↘

C#M&%%)*
𝐿,𝑀 ,𝑁 → 𝑃 ↑ 𝑆 𝑆 ↔ Size (𝑀 ⇒,𝑅⇒,𝑂) = 𝑁 .malloc(𝑀 ,𝑅,𝑆)

𝐿,𝑀 ,𝑁 → lval ↓ 𝑂lval 𝑂lval ↔ dom(𝑀 ⇒) 𝑇 =
{
malloc(𝑆,𝑂) 𝑂 ω 𝑁 .null
mfail(𝑆) 𝑂 = 𝑁 .null

𝐿,𝑁 → ↗lval = malloc(𝑃);𝑀 ,𝑅↘ ≃𝑀 ↗𝑀 ⇒ [𝑂lval ⇐≃ 𝑂],𝑅⇒↘

Fig. 6. Example Notac semantic rules

4.3 Memory and Heap Compatibility
To ensure that the program evaluation takes place in well-formed con!gurations, we de!ne the
notion of heap and variable environment compatibility. For local variables this means that memory
is accessible, that is img(𝐿) ⇑ 𝑀 . Given a variable environment 𝐿 : Var ≃ Addr and heap 𝑀 , say
that 𝐿 and𝑀 are compatible, if img(𝐿) ⇑ 𝑀 . To express that strategies are well-formed w.r.t. img(𝐿),
we de!ne Strat𝑁 as the set of allocator strategies that are well-formed with respect to the memory
reserved by 𝐿: Strat𝑁 ⊋ WF(img(𝐿)).

4.4 A Note on Casts
Note that by the rule C#C&’( the casts in Notac are no-ops, because of the underlying memory
model. Casting pointers to integers is sometimes necessary if the program’s observable behavior
can depend on the allocator, which is the the focus of the next section. Casting integers back to
pointers is generally unnecessary. For example, the following is a valid Notac program.

p = malloc (1024);

if (p != NULL && p == 10000000000) {

*(10000000001) = 42 // no int to pointer cast required

}

XOR Linked List. The extended version of this paper includes a case study of how di"erent
fragments of XOR-doubly linked list can be implemented in Notac. A notable feature of this study
is that no casts are required in the implementation.

5 Gradual Allocator Independence
This section formalizes gradual allocator independence. We start o" by introducing the auxiliary
notions of symbolic !ltering, trace similarity, and allocator impact.

5.1 Symbolic Filter and Concrete Residue
First, we de!ne symbolic !lters that given a trace, extract the events that do not correspond to
“well-behaved” memory operations. This includes casts, observes, and nonsensical frees. Symbolic
!ltering is the primary vehicle in the de!nition of trace similarity below, where a common symbolic
allocation sequence acts as a kind of connecting tissue between traces. The inference rules for
symbolic !ltering can be found in the extended version of this paper.

D+,-.-(-). 8 (C/&0&*(+0-’(-* ,-%(+0 &.1 0+’-1$+). Given a trace 𝑈 , let the characteristic !lter,
denoted 𝑉 (𝑈), be the unique symbolic allocation sequence such that there exists a residue 𝑈𝑂 satisfying

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 182. Publication date: June 2026.



Epistemic approach

is the set of allocators  that produce similar events as in trace tα′￼

Given  thenα ⊢ ⟨c, H, A⟩ →∗
t …

The key ingredient is the concept of allocator impact and its variations

Def: Allocator impact

 A(c, t) ≜ {α′￼ ∣ α′￼ ⊢ ⟨c, H, A⟩ →∗
t′￼

… ∧ t ∼ t′￼}

Based on [Askarov, Sabelfeld, SP 2007]



is the set of allocators  that produce similar events as in trace tα′￼

Given  thenα ⊢ ⟨c, H, A⟩ →∗
t …

Def: Allocator impact

 A(c, t) ≜ {α′￼ ∣ α′￼ ⊢ ⟨c, H, A⟩ →∗
t′￼

… ∧ t ∼ t′￼}

is the set of allocators  that produce similar events as in trace t 
followed by an attempt to allocate  bytes

α′￼

n

Given α ⊢ ⟨c, H, A⟩ →∗
t …

Def: Progess impact for malloc

 A+n
→ (c, t) ≜ {α′￼ ∣ α′￼ ⊢ ⟨c, H, A⟩ →∗

t′￼
⟨…⟩ →η ∧ t ∼ t′￼

∧ (η = 𝗆𝖺𝗅𝗅𝗈𝖼(n, a) ∨ η = 𝗆𝖿𝖺𝗂𝗅(n))}



is the set of allocators  that produce similar events as in trace tα′￼

Given  thenα ⊢ ⟨c, H, A⟩ →∗
t …

Def: Allocator impact

 A(c, t) ≜ {α′￼ ∣ α′￼ ⊢ ⟨c, H, A⟩ →∗
t′￼

… ∧ t ∼ t′￼}

is the set of allocators  that produce similar events as in trace t 
followed by a cast

α′￼

Given α ⊢ ⟨c, H, A⟩ →∗
t …

Def: Progess impact for cast

 A𝖼𝖺𝗌𝗍
→ (c, t) ≜ {α′￼ ∣ α′￼ ⊢ ⟨c, H, A⟩ →∗

t′￼
⟨…⟩ →η ∧ t ∼ t′￼

∧ η = 𝖼𝖺𝗌𝗍(a)}



if  then η = 𝗆𝖺𝗅𝗅𝗈𝖼(n, a) ∨ η = 𝗆𝖿𝖺𝗂𝗅(n) A+n
→ (c, t) ⊇ A(c, t)

Suppose  thenα ⊢ ⟨c, H, A⟩ →∗
t ⟨…⟩ →∗

η

otherwise: A(c, t ⋅ η) ⊇ A(c, t)
if  then η = 𝖼𝖺𝗌𝗍(v) A𝖼𝖺𝗌𝗍

→ (c, t) ⊇ A(c, t)

Def: Gradual Allocator Independence

Program should not depend on how the 
allocator is implemented, except

– Allocators running out of memory 

– Casts of allocated pointers 



Examples

https://zenodo.org/records/19076610



Demo

https://askarov.net/notac/



Discussion



Translation from a memory safe language to Notac

• We define a Memsafe (the language of [POST’18]) to Notac translation [[c]] 

• Tracks OOM-status of each malloc in a special variable 

• Initializes all allocations to zero 

• Transparency Theorem 

• The translated programs satisfy GAI 

• If the Memsafe program c is not stuck, the translated Notac program [[c]] is either 
OOM or succeeds with the same memory
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DieHard’s replicated allocator [PLDI’06]

minus 3). As long as the corresponding region is not already full, it
then looks for space.
Allocation then proceeds much like probing into a hash table.

The allocator picks a random number and checks to see if the slot in
the appropriate partition is available. The fact that the heap can only
become 1/M full bounds the expected time to search for an unused
slot to 1

1�(1/M) . For example, for M = 2, the expected number of
probes is two.
After finding an available slot, the allocator marks the object

as allocated, increments the allocated count, and, for the replicated
version, fills the object with randomized values. DieHard relies on
this randomization to detect uninitialized reads, as we describe in
Section 5.

4.3 Object Deallocation
To defend against erroneous programs, DieHardFree takes sev-
eral steps to ensure that any object given to it is in fact valid.
First, it checks to see if the address to be freed is inside the
heap area, indicating it may be a large object. Because all large
objects are mmaped on demand, they lie outside of the main
heap. The function freeLargeObject checks the table to en-
sure that this object was indeed returned by a previous call to
allocateLargeObject. If so, it munmaps the object; oth-
erwise, it ignores the request.
If the address is inside the small-object heap, DieHard checks

it for validity to prevent double and invalid frees. First, the offset
of the address from the start of its region (for the given size class)
must be a multiple of the object size. Second, the object must be
currently marked as allocated. If both of these conditions hold,
DieHard finally resets the bit corresponding to the object location
in the bitmap and decrements the count of allocated objects for this
region.

4.4 Limiting Heap Buffer Overflows
While randomizing the heap provides probabilistic protection
against heap buffer overflows (see Section 6.1), DieHard’s heap
layout makes it efficient to prevent overflows caused by unsafe
library functions like strcpy. DieHard replaces these unsafe li-
brary functions with variants that do not write beyond the allocated
area of heap objects. Each function first checks if the destination
pointer lies within the heap (two comparisons). If so, it finds the
start of the object by bitmasking the pointer with its size (com-
puted with a bitshift) minus one. DieHard then computes the avail-
able space from the pointer to the end of the object (two subtrac-
tions). With this value limiting the maximum number of bytes to
be copied, DieHard prevents strcpy from causing heap buffer
overflows.
In addition to replacing strcpy, DieHard also replaces its

“safe” counterpart, strncpy. This function requires a length ar-
gument that limits the number of bytes copied into the destina-
tion buffer. The standard C library contains a number of these
checked library functions in an attempt to reduce the risk of
buffer overflows. However, checked functions are little safer than
their unchecked counterparts, since programmers can inadvertently
specify an incorrect length. As with strcpy, the DieHard version
of strncpy checks the actual available space in the destination
object and uses that value as the upper bound.

4.5 Discussion
The design of DieHard’s allocation algorithm departs significantly
from previous memory allocators. In particular, it makes no effort
to improve locality and can increase space consumption.

Locality
Many allocators attempt to increase spatial locality by placing ob-
jects that are allocated at the same time near each other in mem-
ory [11, 14, 25, 40]. DieHard’s random allocation algorithm instead
makes it likely that such objects will be distant. This spreading out
of objects has little impact on L1 locality because typical heap ob-
jects are near or larger than the L1 cache line size (32 bytes on
the x86). However, randomized allocation leads to a large number
of TLB misses in one application (see Section 7.2.1), and leads to
higher resident set sizes because it can induce poor page-level lo-
cality. To maintain performance, the in-use portions of the DieHard
heap should fit into physical RAM.

Space Consumption
DieHard’s memory management policies tend to consume more
memory than conventional memory allocators. This increase in
memory is caused by two factors: rounding up objects to the next
power of two, and requiring that the heap be M times larger than
necessary.
The rounding up of objects to the next power of two can, in the

worst-case, increase memory consumption by up to a factor of two.
Wilson et al. present empirical results suggesting that this policy
can lead to significant fragmentation [40]. Nonetheless, such an
allocator is used in real systems, FreeBSD’s PHKmalloc [24], and
is both time and space-efficient in practice [14].
Any increase in memory consumption caused by rounding is

balanced by two DieHard features that reduce memory consump-
tion. First, unlike most conventional allocators including the GNU
libc allocator, DieHard’s allocator has no per-object headers. These
headers typically consume eight bytes, but DieHard’s per-object
overhead is just one bit in the allocation bitmap. Second, while
coarse size classes can increase internal fragmentation, DieHard’s
use of segregated regions completely eliminates external frag-
mentation. The Lea allocator’s external fragmentation plus per-
object overhead increases memory consumption by approximately
20% [14].
A more serious concern is the requirement of a factor of M ad-

ditional space for each of the twelve size classes, and the use of
replicas. In the worst case, a program using DieHard could request
objects of just one size and so require up to 12M more memory
than needed. We could reduce this overhead using profile informa-
tion to reserve only M times the maximum needed for each size
class. However, Robson showed that this factor (a logarithm of the
ratio of the largest size to the smallest) is the worst case for all
memory allocators [34]. Approaches like conservative garbage col-
lection can impose an additional space overhead of 3X-5X over
malloc/free [20, 44]. Finally, memory that is reserved by Die-
Hard but not used does not consume any virtual memory; the ac-
tual implementation of DieHard lazily initializes heap partitions.
Nonetheless, DieHard’s approach reduces the available address
space, which may make it unsuitable for applications with large
heap footprints running on 32-bit systems. We expect the problem
of reduced address space will become less of an issue as 64-bit
processors become commonplace. We also believe that DieHard’s
space-reliability tradeoff will be acceptable for many purposes, es-
pecially long-running applications with modest-sized heaps.

5. Replication
While replacing an application’s allocator with DieHard reduces
the likelihood of memory errors, this stand-alone approach cannot
detect uninitialized reads. To catch these errors, and to further in-
crease the likelihood of correct execution, we have built a version of
DieHard (currently for UNIX platforms only) that executes several
replicas simultaneously. Figure 3 depicts the architecture, instanti-
ated with three replicas.
The diehard command takes three arguments: the path to the

replicated variant of the DieHard memory allocator (a dynamically-
loadable library), the number of replicas to create, and the applica-
tion name.

5.1 Replicas and Input
DieHard spawns each replica in a separate process, each with
the LD PRELOAD environment variable pointing to the DieHard
memory management library libdiehard.so. This library in-
terposition redirects all calls to malloc and free in the applica-
tion to DieHard’s memory manager. Because the memory manager
picks a different random number generation seed on every invoca-
tion, all replicas execute with different sequences of random num-
bers.
DieHard uses both pipes and shared memory to communicate

with the replicas. Each replica receives its standard input from Die-
Hard via a pipe. Each replica then writes its standard output into a
memory-mapped region shared between DieHard and the replica.
After all I/O redirection is established, each replica begins exe-
cution, receiving copies of standard input from the main DieHard
process.
While the stand-alone version of DieHard works for any pro-

gram, the replicated DieHard architecture is intended for programs
whose output is inherently non-deterministic. The current imple-
mentation is targeted at standard UNIX-style commands that read
from standard input and write to standard output. Also, while we
intend to support programs that modify the filesystem or perform
network I/O, these are not supported by the current version of the
replicated system. We leave the use of DieHard replication with
interactive applications as future work.

5.2 Voting
DieHard manages output from the replicas by periodically synchro-
nizing at barriers. Whenever all currently-live replicas terminate or
fill their output buffers (currently 4K each, the unit of transfer of
a pipe), the voter compares the contents of each replica’s output
buffer. If all agree, then the contents of one of the buffers are sent
to standard output, and execution proceeds as normal.
However, if not all of the buffers agree, it means that at least one

of the replicas has an error. The voter then chooses an output buffer
agreed upon by at least two replicas and sends that to standard out.
Two replicas suffice, because the odds are slim that two randomized
replicas with memory errors would return the same result.

replica3seedbroadcast vote

input output

replica1seed

replica2seed

execute 
randomized

replicas

Figure 3. The replicated DieHard architecture. Input is broad-
cast to multiple replicas, each equipped with a different, fully-
randomized memory manager. Output is only committed when at
least two replicas agree on the result.

Any non-agreeing replicas have either exited abnormally before
filling their output buffers, or produced different output. Whenever
a replica crashes, DieHard receives a signal and decrements the
number of currently-live replicas. A replica that has generated
anomalous output is no longer useful since it has entered into
an undefined state. Our current implementation kills such failed
replicas and decreases the currently-live replica count. To further
improve availability, we could replace failed replicas with a copy
of one of the “good” replicas with its random number generation
seed set to a different value.

5.3 Discussion
Executing applications simultaneously on the same system while
both providing reasonable performance and preserving application
semantics is a challenge. We address these issues here.
In order to make correct replicas output-equivalent to the ex-

tent possible, we intercept certain system calls that could produce
different results. In particular, we redirect functions that access the
date and system clock so that all replicas return the same value.
While it may appear that voting on all output might be expen-

sive, it is amortized because this processing occurs in 4K chunks.
More importantly, voting is only triggered by I/O, which is already
expensive, and does not interfere with computation.
A disadvantage of the barrier synchronization employed here is

that an erroneous replica could theoretically enter an infinite loop,
which would cause the entire program to hang because barrier syn-
chronization would never occur. There are two approaches that one
can take: use a timer to kill replicas that take too long to arrive at
the barrier, or ignore the problem, as we currently do. Establishing
an appropriate waiting time would solve the problem of consensus
in the presence of Byzantine failures, which is undecidable [15].

6. Analysis
While DieHard is immune to heap corruption caused by double
frees, invalid frees, and heap metadata overwrites caused by over-
flow, its immunity to other memory errors is probabilistic. In this
section, we quantify the probabilistic memory safety provided by
both the stand-alone and replicated versions of DieHard. We derive
equations that provide lower bounds on the likelihood of avoiding
buffer overflow and dangling pointer errors, and detecting unini-
tialized reads. We assume that the heap metadata, which is placed
randomly in memory and protected on either side by guard pages,
is not corrupted.
We use the following notation throughout the analyses. Recall

thatM denotes the heap expansion factor that determines how large
the heap is relative to the maximum application live object size.
We use k for the number of replicas, H the maximum heap size,
L the maximum live size (L  H/M), and F the remaining free
space (H�L). Figure 1 depicts these variables graphically. When
analyzing buffer overflows, we use O to stand for the number of
objects’ worth of bytes overflowed (e.g., a 9-byte overflow could
overwrite O = 2 8-byte objects). For dangling pointer errors, we
use A to denote the number of allocations that have taken place
after a premature call to free.
We make a simplifying and conservative assumption in these

analyses that all object requests are for a specific size class. This
approach is conservative because the separation of different size
classes improves the odds of avoiding memory errors. We also
assume that there is either one replica or at least three, since the
voter cannot decide which of two disagreeing replicas is the correct
one.
Note that the analyses below quantify the probability of avoid-

ing a single error of a given type. One can calculate the probabil-
ity of avoiding multiple errors by multiplying the probabilities of
avoiding each error, although this computation depends on an as-
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the LD PRELOAD environment variable pointing to the DieHard
memory management library libdiehard.so. This library in-
terposition redirects all calls to malloc and free in the applica-
tion to DieHard’s memory manager. Because the memory manager
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Hard via a pipe. Each replica then writes its standard output into a
memory-mapped region shared between DieHard and the replica.
After all I/O redirection is established, each replica begins exe-
cution, receiving copies of standard input from the main DieHard
process.
While the stand-alone version of DieHard works for any pro-

gram, the replicated DieHard architecture is intended for programs
whose output is inherently non-deterministic. The current imple-
mentation is targeted at standard UNIX-style commands that read
from standard input and write to standard output. Also, while we
intend to support programs that modify the filesystem or perform
network I/O, these are not supported by the current version of the
replicated system. We leave the use of DieHard replication with
interactive applications as future work.
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DieHard manages output from the replicas by periodically synchro-
nizing at barriers. Whenever all currently-live replicas terminate or
fill their output buffers (currently 4K each, the unit of transfer of
a pipe), the voter compares the contents of each replica’s output
buffer. If all agree, then the contents of one of the buffers are sent
to standard output, and execution proceeds as normal.
However, if not all of the buffers agree, it means that at least one

of the replicas has an error. The voter then chooses an output buffer
agreed upon by at least two replicas and sends that to standard out.
Two replicas suffice, because the odds are slim that two randomized
replicas with memory errors would return the same result.
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Figure 3. The replicated DieHard architecture. Input is broad-
cast to multiple replicas, each equipped with a different, fully-
randomized memory manager. Output is only committed when at
least two replicas agree on the result.

Any non-agreeing replicas have either exited abnormally before
filling their output buffers, or produced different output. Whenever
a replica crashes, DieHard receives a signal and decrements the
number of currently-live replicas. A replica that has generated
anomalous output is no longer useful since it has entered into
an undefined state. Our current implementation kills such failed
replicas and decreases the currently-live replica count. To further
improve availability, we could replace failed replicas with a copy
of one of the “good” replicas with its random number generation
seed set to a different value.

5.3 Discussion
Executing applications simultaneously on the same system while
both providing reasonable performance and preserving application
semantics is a challenge. We address these issues here.
In order to make correct replicas output-equivalent to the ex-

tent possible, we intercept certain system calls that could produce
different results. In particular, we redirect functions that access the
date and system clock so that all replicas return the same value.
While it may appear that voting on all output might be expen-

sive, it is amortized because this processing occurs in 4K chunks.
More importantly, voting is only triggered by I/O, which is already
expensive, and does not interfere with computation.
A disadvantage of the barrier synchronization employed here is

that an erroneous replica could theoretically enter an infinite loop,
which would cause the entire program to hang because barrier syn-
chronization would never occur. There are two approaches that one
can take: use a timer to kill replicas that take too long to arrive at
the barrier, or ignore the problem, as we currently do. Establishing
an appropriate waiting time would solve the problem of consensus
in the presence of Byzantine failures, which is undecidable [15].

6. Analysis
While DieHard is immune to heap corruption caused by double
frees, invalid frees, and heap metadata overwrites caused by over-
flow, its immunity to other memory errors is probabilistic. In this
section, we quantify the probabilistic memory safety provided by
both the stand-alone and replicated versions of DieHard. We derive
equations that provide lower bounds on the likelihood of avoiding
buffer overflow and dangling pointer errors, and detecting unini-
tialized reads. We assume that the heap metadata, which is placed
randomly in memory and protected on either side by guard pages,
is not corrupted.
We use the following notation throughout the analyses. Recall

thatM denotes the heap expansion factor that determines how large
the heap is relative to the maximum application live object size.
We use k for the number of replicas, H the maximum heap size,
L the maximum live size (L  H/M), and F the remaining free
space (H�L). Figure 1 depicts these variables graphically. When
analyzing buffer overflows, we use O to stand for the number of
objects’ worth of bytes overflowed (e.g., a 9-byte overflow could
overwrite O = 2 8-byte objects). For dangling pointer errors, we
use A to denote the number of allocations that have taken place
after a premature call to free.
We make a simplifying and conservative assumption in these

analyses that all object requests are for a specific size class. This
approach is conservative because the separation of different size
classes improves the odds of avoiding memory errors. We also
assume that there is either one replica or at least three, since the
voter cannot decide which of two disagreeing replicas is the correct
one.
Note that the analyses below quantify the probability of avoid-

ing a single error of a given type. One can calculate the probabil-
ity of avoiding multiple errors by multiplying the probabilities of
avoiding each error, although this computation depends on an as-

cf. the idea of self-composition in IFC and later secure-multi-execution
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Future work
• Information disclosure vulnerabilities 

• Adversarial allocators that retain copy of information on memset_s 
• Sub-object access for supporting structs and stack safety 
• Reasoning about optimizations via GAI  

• (as opposed to via defined/undefined behavior as it is done today) 
• Can we show soundness of intra-procedural optimizations, assuming external 

functions satisfy GAI? 
• Can we connect Memory safety <-> Downgrading <-> Quantitative IFC to ask 

questions such as “How much memory safety is broken by optimization X”?   
• Deduplication safety based on the allocator model (not in the talk) 
• What does it all mean for existing languages: C, Rust, etc 
• Enforcing GAI 



I think this could apply in other settings, where you have "module 

“All non-trivial abstractions, to some degree, are leaky”

Is there a general theory of the downgrading semantics 
of leaky abstractions?
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Memory safety is traditionally characterized in terms of bad things that cannot happen. This approach is
currently embraced in the literature on formal methods for memory safety. However, a general semantic
principle for memory safety, that implies the negative items, remains elusive.

This paper focuses on the allocator-speci!c aspects of memory safety, such as null-pointer dereference, use
after free, double free, and heap over"ow. To that extent, we propose a notion of gradual allocator independence
that accurately captures the allocator-dependent aspects of memory safety. Our approach is inspired by the
previously suggested connection between memory safety and noninterference, but extends that connection in
a fundamentally important direction towards downgrading.

We consider a low-level language with access to an allocator that provides malloc and free primitives in a
"at memory model. Pointers are just integers, and as such it is trivial to write memory-unsafe programs. The
basic intuition of gradual allocator independence is that of noninterference, namely that allocators must not
in"uence program execution. This intuition is re!ned in two important ways that account for the allocators
running out-of-memory and for programs to have pointer-to-integer casts. The key insight of the de!nition is
to treat these extensions as forms of downgrading and give them satisfactory technical treatment using the
state-of-the-art information "ow machinery.
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1 Introduction
Memory safety is traditionally characterized in terms of bad things that cannot happen [37, 12].
This characterization is used in the literature on memory safety, typically for reasoning about
optimizations in C compilers [45, 17, 42], or basic security properties such as access control [69].
The approach to de!ning memory safety in terms of negative behavior has recognized limita-

tions [52, 53]. For example, when programs exhibit complex behavior, such as casting pointers to
integers and back, the associated reasoning principles become semantically fragile [17]. It is unclear
how to build upon approaches based on negative lists for applications where semantic consistency
is necessary, such as end-to-end security. These limitations align with the 2014 observation by
Hicks [37] that a satisfactory semantic de!nition of memory safety – the one that would imply the
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