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Zero-knowledge protocols (ZKP) [GMR85] are one of the cornerstones of modern cryptography. In a
nutshell, a ZKP allows a prover P (with a secret input x) to persuade a verifier V that f(x) = 1 for some
public function f , without the V learning any other information about x.

A large body of literature has investigated the efficiency of ZKP for statements with a rich algebraic
structure, starting from Schnorr’s classic ZKP for discrete logarithm [Sch89]. However, the lack of efficient
ZKP for interesting, non-algebraic statements (such as “I know x such that SHA-256(x) = y” for a public
y), has arguably prevented the application of ZKPs to real-world applications.

In this talk I will describe two recent ZKPs for arbitrary circuits, ZKGC [JKO13] and ZKBoo [GMO16],
together with their applications.

The first protocol (ZKGC), leveraging on the impressive advances in the field of practically efficient
secure two-party computation (2PC), proposes to perform zero-knowledge from garbled Boolean circuits.
As opposed to general 2PC (where many copies of the circuit must be garbled to achieve active security),
when constructing ZKP it is enough to garble and evaluate a single circuit. Moreover, due to the nature of
the application (since the verifier has no secret input), more efficient special purpose privacy-free garbling
schemes [FNO15] can be used instead.

The second protocol instead (ZKBoo) follows a more classic “commit-challenge-response” structure (i.e.,
is a Σ-protocol). In ZKBoo the prover decomposes the computation of the function f in such a way that
subsets of the computation can be checked by the verifier without revealing any information about the input
to the computation, following the approach proposed by [IKOS07].

ZKGC and ZKBoo both have interesting properties: ZKGC leads to smaller proof sizes and, since it
is based on garbled circuits, it can be combined very naturally with pre-existing secure computation tools
towards building interesting applications such as: enforcing input validity in secure two-party computa-
tion [Bau16, KMW16], attributed-based key exchange with general policies [KKL+16], privacy-preserving
credentials [CGM16], ZKPs for RAM programs [HMR15], etc.

ZKBoo on the other hand is faster and can be used for both Boolean and arithmetic circuits. Perhaps most
importantly, ZKBoo can be made non-interactive using the Fiat-Shamir [FS86] heuristic. This qualitative
advantage allows to use ZKBoo in applications such as (post-quantum) signature schemes from symmetric-
key primitives [DOR+16], blind certificate authorities [WPaR16], etc.

It is exciting to see the growing number of applications which are enabled (or benefit) by the advances
in the realm of ZKPs, and it seems likely that future research will make use of these tools in designing
cryptographic solutions to interesting problems.

From a technical point of view, the main bottleneck in ZKGC and ZKBoo is their communication complex-
ity, which in both cases is proportional to the number of non-linear gates in f times the security parameter
(resulting in proof sizes in the order of hundreds of kylobytes for functions like SHA-1/256). Whether and
how we can overcome this is a major and very exciting research question.
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