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Abstract

The overall topic of this thesis is modular reasoning for higher-order languages
with state. The thesis consists of four mostly independent chapters that each deal
with a different aspect of reasoning about higher-order languages with state. The
unifying theme throughout all four chapters is higher-order separation logic.

The first chapter presents a higher-order separation logic for a higher-order
subset of C*. One of the interesting issues that arises when reasoning about higher-
order code in an imperative language, is the combination of mutable variables and
variable capture. In C*, anonymous methods can have externally observable state
effects on both the heap and the stack, through captured variables. However,
despite state effects on the stack it is still not possible to alias stack variables in
this subset of C*. We exploit this to define a logic that allows us to treat captured
variables as resources, without breaking Hoare’s assignment rule.

The second chapter is concerned with the problem of reasoning about shar-
ing in a higher-order concurrent language. When specifying shared mutable data
structures, the appropriate specification depends on how clients intend to share
instances of the data structures. To ensure modular reasoning, we need a generic
specification that clients can refine with their desired sharing discipline. In the
second chapter we present a new higher-order separation logic and a new style of
specification that clients can refine with a sharing discipline of their choice.

The third chapter of the thesis is a case study of the C! joins library. What
makes this library interesting as a case study is that it combines a lot of advanced
features (higher-order code with effects, concurrency, recursion through the store,
shared mutable state, and fine-grained synchronization) to implement a high-level
interface for defining synchronization primitives in C*. Due to the declarative
nature of this interface, synchronization primitives implemented using the joins
library admit fairly simple informal correctness arguments. We present an abstract
specification of the joins library that extends these informal correctness arguments
to fully formal partial correctness proofs. Using the logic developed in the second
chapter, we verify a lock-based implementation of the joins library against this
abstract joins specification.

The last chapter is concerned with the problem of extending a pure depen-
dent type theory with effects. The motivation is to take advantage of an existing
implementation of a pure dependent type theory to obtain an implementation of
a formal proof system based on higher-order separation logic. In particular, we
extend the Calculus of Inductive Constructions with monadically encapsulated
stateful and potentially non-terminating computations. The monadic computa-
tion types are indexed with pre- and postconditions and act as partial correctness
specifications. The type theory supports local reasoning about state through a
notion of disjointness strongly inspired by separation logic.
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Introduction

Almost all software contains errors that cause incorrect results or unexpected be-
havior with varying consequences. It has been a long-standing vision of computer
science to eliminate such errors by proving the absence of errors through math-
ematical techniques. However, despite over 40 years of research the cost-benefit
ratio of formal verification is still too high for widespread adoption. One barrier
to cost-effective verification is the lack of techniques for modular specification and
verification for realistic programming languages.

Programming languages typically provide various ways of decomposing code
into libraries that interact through well-defined interfaces. Provided these inter-
faces do not expose internal implementation details, this decomposition allows
libraries to be developed, tested, and maintained independently. Modular reason-
ing techniques should support a similar decomposition, allowing libraries to be
verified independently, through formal interface specifications that abstract the
intended behavior of each library.

Higher-order separation logic is one attempt at achieving modular reasoning
about partial correctness properties for higher-order languages with state. In the
following section we give a brief introduction to higher-order separation logic,
followed by a discussion of open problems.

Background

The languages that we consider in this thesis all feature global state and allow
libraries to interact through shared mutable data structures. Shared mutable data
structures are difficult to reason about due to the possibility of aliases — i.e.,
syntactically distinct references pointing to the same location in memory.

Local reasoning about state. Separation logic [21] is an extension of Hoare
logic [12], developed to support local reasoning about shared mutable data struc-
tures. It achieves this by internalizing a concept of a resource and a concept of
disjointness in the logic. Disjointness is internalized through a new connective, x*,



CONTENTS 5

called separating conjunction. P x Q asserts ownership of a resource that can be
split into two disjoint parts, such that one satisfies P and the other satisfies Q.

Intuitively, a resource represents some information about the current state and
some rights to change this state [8]. Standard separation logic takes heap cells as
its primitive resources. In particular, x.f — v is a resource representing the fact
that the current value of heap cell x.f is v and the exclusive right to change the
value of this heap cell. Since this resource asserts exclusive right to change heap
cell x.f, the information it represents is invariant under any rights asserted by any
disjoint resources.

To update the state, specifications must assert explicit ownership of resources
with rights justifying the given update. Hence, specifications preserve any asser-
tions about disjoint resources, as expressed by the frame rule:

{P}c{Q}
{P+R}c{Q=*R}

Informally, due to separation, R is invariant under any changes to the state per-
mitted by rights owned by P, and any changes to the state made by c are justified
by rights owned by P. Hence, the assertion R is invariant under any changes to
the state made by c.

This allows separation logic to support local reasoning about shared mutable
data structures. In particular, specifications need only mention the resources used
to justify potential state effects, as any disjoint resources will automatically be
preserved.

Modular reasoning about libraries. Operations on data structures are typ-
ically specified by defining a representation predicate that relates a model of the
data structure with a concrete heap representation. The concrete state effects of
an operation can then be expressed in terms of the model. For instance, we might
specify a push method for a stack as follows:

Vo : seq Val. {stack(x, &) }x.Push(y){stack(x,y :: )}

Here stack(x, «) is a representation predicate, relating the model — a list of ele-
ments in the case of a stack — with a concrete heap representation. If the stack
is implemented in terms of a singly-linked list, the stack representation predicate
might be defined as follows:

stack(x, ) = Jy : Val. x.head — y x Ist(y, @) (1)
in terms of the following list representation predicate:

Ist(x, £) =X =y null

Ist(x,y :: @) = Jz : Val. x.next — z *xvalue — vy x Ist(z, )
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Higher-order separation logic [3] extends separation logic with higher-order quan-
tification. This allows library specifications to hide their internal data representa-
tion from clients, by existentially quantifying over representation predicates used
to specify the library. For instance, we can specify a simple stack library as follows:

dstack : Val x seq Val — Prop.
{emp}new Stack(){ret. stack(ret, )} A
Vo : seq Val. {stack(x, @) }x.Push(y){stack(x,y :: a)} A
Vo : seq Val. Wy : Val. {stack(x,y :: «)}x.Pop(){ret. stack(x, «) * ret =y}

Clients can thus be verified against an abstract library specification and linked
with any library implementation satisfying the abstract library specification. Con-
versely, when reasoning about higher-order library methods, we can use universal
quantification over representation predicates to reason abstractly about function
arguments. To illustrate, consider extending the stack library with a ForEach
method that applies the given function argument to each element of the stack.

VIl : seq Val x seq Val — Prop. Va : seq Val.
{stack(x, @) * I(cv,e) * V3,1 : seq Val. b — (y).{l(y :: 8,n)HI(B,y =n)}}
x.ForEach(b)
{stack(x, @) * (e, rev(a)) }

Here | is a representation predicate chosen by the caller of ForEach, to abstractly
describe the effects of the given function argument. Intuitively, I(«, 5) describes
the state after having called the given function argument on each element of [,
with the elements in « still to go. We thus assert, using a nested Hoare triple [23],
that the given function argument (b) should satisfy the specification:

V3,m :seq Val. b (y).{I(y :: 8,n)H{I(B,y :: m)}
That is, when called with argument y in a state where y is the next stack element
up for processing, the function argument should processy according to the chosen
representation predicate (1).

Higher-order separation logic thus supports local reasoning about disjoint re-
sources and formal interface specifications that abstract internal data representa-
tions across library boundaries. This is a step towards modular reasoning. In the
next section we discuss some open problems.

(2)

Open problems

Separation logic is a rapidly advancing field and some of the problems discussed
in this section have already been addressed by others within the last 4 years, some
we address in this thesis, and some are still open.
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Logical resources. As we sketched in the previous section, separation logic
achieves local reasoning about state through resources and the concept of rights.
Standard separation logic provides primitive resources based on individual heap
cells with a very coarse-grained notion of rights (such as the exclusive right to
update a given heap cell). This induces a very coarse-grained notion of disjointness.
Representation predicates defined in terms of primitive resources simply inherit
this coarse-grained notion of disjointness. For instance, the stack representation
predicate defined in (1) inherits its notion of disjointness from the primitive heap
cell resources used to specify the data representation. Since these primitive heap
cell resources cannot be shared, the stack as a whole cannot be shared:

stack(x, ) * stack(x, ) = L

To support local reasoning at the level of abstract data structures, we need ways
of lifting the notion of rights from the underlying heap cells, to the operations
exposed by the abstract data structure. By lifting the notion of rights, we can
construct logical resources that support sharing disciplines expressed at the level
of the abstract data structure instead of the underlying data representation.

Specifications. In the introduction we defined modular reasoning as allowing
libraries to be verified independently through formal interface specifications that
abstractly describe the intended behavior. This definition implicitly assumes that
for the libraries we are interested in verifying we can define a single abstract
specification that covers all intended uses of the library. This is not an obviously
valid assumption, especially in the presence of higher-order features or sharing.

For instance, it is not at all clear that the specification of ForEach proposed
above, (2), is sufficiently general to capture the state effects of all sensible function
arguments for ForEach.

Furthermore, as sketched above, to support local reasoning about abstract data
structures, we need logical resources with rights corresponding to the operations of
the data structure. Since the appropriate notion of rights depends on the intended
use of the data structure, clients should be able to construct these logical resources.
To support local and modular reasoning about abstract data structures we thus
need a single formal interface specification that hides internal data representations
through abstract representation predicates and allows clients to construct logical
resources from these abstract representation predicates.

Real world. Finally, to verify larger and more realistic examples we need sepa-
ration logics for more realistic programming languages and computer support for
carrying out proofs in these logics.
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Contents

This dissertation consists of four articles and three technical reports organized into
four chapters. The unifying goal throughout all four chapters is modular reasoning
about partial correctness properties using higher-order separation logic, and each
chapter deals with one of the open problems sketched above. With the exception
of Chapters 2 and 3, each chapter can be read independently.

Each chapter starts with an article containing a self-contained introduction.
This section provides a more informal and high-level overview of each chapter.
Since the chapters are mostly independent, related and future work is addressed
in each chapter. We include some references in this introduction; however, we refer
the reader to the articles for more detailed references.

Chapter 1: State in C*

Most of the early work on separation logic focused on low-level imperative lan-
guages without higher-order features. More recently, we have seen separation log-
ics for higher-order functional languages with state [14, 16]. The first chapter of
the thesis concerns the problem of reasoning about state in a higher-order imper-
ative language. In particular, we present a new higher-order separation logic for a
subset of C* that includes delegates (i.e., type-safe function pointers), anonymous
methods, and generics.

Variable capture. The main difficulty introduced in C* is the combination of
mutable variables and variable capture. In particular, in C* anonymous methods
capture the location rather than the value of captured variables and the lifetime of
captured variables is extended to the lifetime of the capturing delegate. Delegates
can thus modify local variables from enclosing scopes. To illustrate the issue,
consider the following snippet of C* code:

public int Sum(Stack(int) s) {
int sum = 0;
s.ForEach((n) => { sum = sum + n; });
return sum;

}

This method computes the sum of the elements of the given stack of integers. It
achieves this by applying the anonymous delegate, (n) => { sum = sum + n; }, to
each element of the stack, thus adding each element, n; to the running total, sum.
As the above example illustrates, delegates can thus have externally observable
state effects on both the heap and the stack.
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This poses a problem for the treatment of variables in separation logic. In
particular, in separation logic, pre- and postconditions are usually assertions about
the heap, expressed in terms of the stack. This suffices for describing state effects
on the heap, but not the stack. Furthermore, since variables cannot be aliased,
it is sound to reason about variable assignments using Hoare’s assignment rule
(i.e., substitution). Variable capture does not introduce aliasing of variables, so
we should still be able to reason about assignments using Hoare’s assignment rule.
In the first chapter, we present a higher-order separation logic with assertions for
reasoning about the stack, without breaking Hoare’s assignment rule. Verification
of code without variable capture is thus unaffected by this extension of the logic.

Variables-as-resources. We present a higher-order separation logic extended
with assertions for reasoning about the location of a stack variable and the contents
and ownership of a given stack location. In particular, x > v is a new primitive
resource representing the fact that the stack location of stack variable x contains
v and the exclusive right to modify this location. Furthermore, &x denotes the
stack location of the stack variable x. With these ingredients we can specify the
anonymous delegate from the Sum method as follows:

W. (n).{&sum > v}{&sum > v +n}

Intuitively, this specification expresses that the delegate, if it terminates, adds its
argument (n) to sum. Note that if we had simply referred directly to sum in the
postcondition, then this would have referred to sum’s current value. Instead, we
use the stack points-to predicate to assert the value of sum at the entry and exit
of a call to the anonymous delegate.

The logic thus features two ways of reasoning about stack variables — through
the context and through variables-as-resources [5, 18]. While a variable is still in
scope, we can switch freely between these two modes of reasoning. For instance,
reading from the bottom up, the following rule switches from reasoning about a
stack variable x through the context (¢,x) to stack assertions (I ¥ x):

g {3x:Val. (15 xxP)}C{3x:Val. (1 xxQ)}  x¢&¢
¢, %1 F {&x =1 APIC{Q}

Pre- and postconditions are thus assertions on pairs of heaps and stacks, expressed
in terms of the stack (i.e., the context). To ensure that these two modes of rea-
soning about the stack do not introduce aliasing (which would break Hoare’s as-
signment rule), the stack context implicitly asserts ownership of the locations of
its stack variables. This ensures that for each variable we only reason about its
current value using one of these modes at any given point in a proof. The above
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proof rule thus requires that x € ¢. This means we can use stack assertions to
specify the state effects of delegates on the stack and switch to context reasoning
when verifying delegate bodies against these specifications.

Abstraction. We usually use existentially quantified representation predicates
to abstract over internal state on the heap. Since our representation predicates
now describe both the stack and the heap, we can also abstract over internal state
on the stack. To illustrate, consider the following Cf snippet:

public Action(int) Counter() {
int count = 0;
return (() => { count++; return count; });

This method returns a delegate that returns the number of times it has been
invoked. We can give this method a concrete specification that reveals the local
state:

{emp}
Counter()

{ret. 30 : Loc. [ ¥> 0 ¥n. ret > {I > n}{ret. ret =n+1*1+>n+1}}

or use existential quantification to abstract over the stack points-to predicate. As
this example illustrates, we can also reason about captured variables after they
have gone out of scope, by existentially quantifying over the stack location of the
out-of-scope captured variable.

The first chapter consists of an article and a technical appendix. The article
gives an overview of the logic and its semantics. The full logic and semantics is
defined in the accompanying technical appendix. The technical appendix is not a
self-contained work and assumes the reader is familiar with the preceding article.
The article has been published at ECOOP 2010.

Chapter 2: State, sharing and concurrency in Cf

One of the open problems we mentioned in the introduction was the need for
specifications of abstract data structures that allow clients to choose a sharing
discipline that matches their intended use. In the second chapter we take a step

towards solving this problem, in the context of a higher-order concurrent subset
of C*,
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Abstract data structure resources. To illustrate the problem, consider a
simple counter with methods to increment and read the current count. Assume
this counter satisfies the following specification, which enforces a single exclusive
owner and allows that owner to track the ezact value of the counter:

{counter.(x,n)}  x.Read()  {ret. counter.(x,n) Aret =n}
{counter.(x,n)} x.Increment() {counter.(x,n+ 1)}

counter,(x,n)  counter,(x,m) = L

The counter.(x,n) resource represents the fact that the current count is exactly
n and the exclusive right to increment the current count. Assume this counter
also satisfies the following specification, which allows unrestricted sharing of the
counter by only providing each owner with a lower-bound on the current count
20]:

{counters(x,n)}  x.Read()  {ret. counters(x, ret) An < ret}
{counters(x,n)} x.Increment() {counters(x,n+ 1)}

counter(x,n) < countery(x,n) * counter(x,n)

The counters(x,n) resource represents the fact that the current count is at least
n and the non-exclusive right to increment the current count. This illustrates
two different ways of constructing a counter resource that results in two different
sharing disciplines. The appropriate sharing discipline depends on the intended
use of the counter. It should thus be up to the client to pick a sharing discipline
that matches the client’s intended use. To support modular reasoning, we thus
want a single abstract counter specification that allows us to define counter, and
counter, and derive both of these specifications.

In a first-order sequential setting without reentrancy, the first counter specifica-
tion suffices. In the absence of reentrancy and interleavings, clients can construct
new counter resources in terms of the abstract counter, predicate. In particular,
clients can define counter, from counter, and derive the counter, specification. Un-
fortunately, this is not sound in a higher-order concurrent setting with reentrancy.
For instance, there exists non thread-safe counter implementations (without inter-
nal synchronization) that satisfy the first counter specification, but not the second.

In the second chapter of the thesis we propose a new higher-order separation
logic and a new style of specification for thread-safe implementations of shared
mutable data structures. This new style of specification allow clients to reason
about the atomic points inside library methods where the abstract state changes.
This gives clients the ability to construct logical resources with a sharing discipline
that matches the intended use of the thread-safe data structure in question.
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Higher-order resources. Resources allow us to share ownership of mutable
data structures through the notion of rights. However, we also use shared mutable
data structures to control access to other mutable data structures. The canonical
example is a lock. In separation logic, we control access to mutable data structures
through ownership transfer. To support reasoning about sharing of mutable data
structures through a shared mutable data structure, our new logic features higher-
order resources. In particular, we extend the concept of rights to allow rights to
specify ownership transfer protocols of resources.

To illustrate, consider a library for scheduling independent tasks for parallel
execution. One might implement such a library using a bag to share all the tasks
scheduled for execution between a set of worker threads. For this particular use-
case the appropriate bag specification might be as follows:

{bag,(x,P) « P(y)} x.Push(y) {bag,(x,P)}
{bag,(x,P)} x.Pop() {ret. bag,(x,P) * (ret = null V P(ret))}

bag,(x, P) < bag,(x, P) * bag(x, P)

This specification allows unrestricted sharing of the bag, but does not allow owners
to track the contents of the bag. Instead, it allows clients of the bag to associate
additional resources with each element of the bag, through the P predicate. Upon
pushing an element y, the client is thus required to transfer P(y) to the bag. Con-
versely, upon popping an element, if the bag returns a non-null element ret, then
P(ret) is transferred from the bag to the client.

The bag, resource thus represents: the fact that there exists a bag with some
multiset of elements X that owns the resources ®,exP(x), the right to add elements
to this bag by transferring the resources associated with the given element from
client to bag, and the right to remove elements from this bag by transferring the
resources associated with the given elements from bag to client. This makes bag,
a higher-order resource.

Once we start reasoning about sharing of a data structure through a shared mu-
table data structure, we immediately encounter the problem of sharing a shared
mutable data structure through itself. This is tricky to reason about. A pre-
vious logic with higher-order resources [10] failed to address this issue and was
consequently unsound. To ensure soundness, we impose certain restrictions on
higher-order resources in our logic, including a stratification of the construction
of resources. In particular, we introduce an ordering on resources and prevent
resources from specifying ownership transfer protocols on resources greater than
or equal to itself in the ordering. !

!Since the submission of this thesis, we have presented a new model and accompanying logic
without these restriction [24].
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The logic. The higher-order separation logic that we propose in Chapter 2 is
a general-purpose logic for reasoning about C* code that combines concurrency,
state, sharing and reentrancy. It features a higher-order extension of concurrent
abstract predicates [9] to reason about shared state in a concurrent setting. Con-
current abstract predicates partitions the state into regions with protocols govern-
ing how the state in each region is allowed to evolve. To allow clients to construct
logical resources from instances of abstract data structures, we extend concur-
rent abstract predicates with a way of synchronizing two regions so they evolve in
lock-step. To support higher-order resources we extend concurrent abstract pred-
icates with state-independent higher-order protocols. The logic features guarded
recursion [4] to reason about reentrancy. We prove soundness of the logic by con-
structing a model. The presentation of the model is strongly inspired by the Views
framework [8].

When reasoning about stability and atomic updates, most previous work on
concurrent abstract predicates have resorted to working directly in the model. To
avoid this, we define an extensive proof system for reasoning about concurrent
abstract predicates in the logic.

Chapter 2 consists of an article and a technical report. The article contains
an overview of the logic and its semantics, but is mainly concerned with our
specification pattern for thread-safe shared mutable data structures. The full logic
and semantics is given in the accompanying technical report. The article has been

published at ESOP 2013.

Chapter 3: The joins library

The third chapter of the thesis is a case study of the C* joins library [2, 22].
This is a C* library for defining synchronization primitives, based on the joins
calculus [11]. What makes it interesting as a verification and specification challenge
is that it combines a lot of advanced features, including higher-order code, state,
concurrency, sharing, and reentrancy. We specify and verify the library using the
higher-order separation logic from Chapter 2. In addition to being an interesting
specification and verification challenge the case study is thus also intended to
demonstrate that the logic from Chapter 2 scales to realistic examples.

Joins. To define a synchronization primitive using the joins library one declares
a set of channels and chords. Clients interact by sending messages on channels,
which are received by chords. There are two types of channels, synchronous and
asynchronous channels. Sending a message on a synchronous channel blocks the
sender until the message has been received. Chords consist of a channel pattern
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and a continuation given as a delegate. A chord may fire when the pattern matches
a set of messages by atomically consuming the matched messages before executing
the continuation. Once the continuation terminates, the consumed messages are
received and any blocked senders of the received messages are allowed to continue.

To illustrate how the library works and the challenges involved in reasoning
about clients, consider the following joins implementation of a reader/writer lock.

class RWLock {
public SyncChannel acqR, acqW, relR, relW;
private AsyncChannel unused, shared, writer;
private int readers = 0;

public RWLock() {
Join join = new Join();
// ... initialize channels ...

join.When(acqR).And(unused).Do(() => { readers++; shared.Call(); });
join.When(acqR).And(shared).Do(() => { readers—++; shared.Call(); });
join.When(acqW).And(unused).Do(() => { writer.Call(); });
join.When(relW).And(writer).Do(() => { unused.Call(); });
join.When(relR).And(shared).Do(() => {

if (——readers == 0) unused.Call() else shared.Call(); });

unused.Call();

}
}

This example declares four public synchronous channels for clients of the lock to
acquire and release the lock (acqR, ...), and three private asynchronous channels
(unused, ...). The statement join.When(ch1).And(ch2).Do(b) defines a new chord
with continuation b and a pattern that matches a pending message from each
channel chl and ch2. The statement ch.Call() sends a message on the channel ch.
To see how this implements a reader /writer lock, note that each chord consumes
exactly one asynchronous message (i.e., a message on an asynchronous channel)
and sends exactly one asynchronous message. Furthermore, the unused channel
is initialized with exactly one pending message. The asynchronous channels thus
satisfy the invariant that there is at most one pending asynchronous message at
any given point in time. If this pending asynchronous message is on the unused
channel, there are currently no readers or writers; if it is on the shared channel,
there is at least one reader; and if it is on the writer channel, there is exactly
one writer. The asynchronous channels thus encode the state of the lock, and the
readers field encode the actual number of readers in the shared state. One can thus
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read the first chord as asserting that the lock may grant a read request when there
are no readers or writers, by incrementing the number of readers and transitioning
to a state with at least one reader.

Challenges. Note that several of the continuations in the above example have
state effects (i.e., they modify the readers field). Note further that despite the fact
that multiple continuations may execute in parallel, the continuations in the above
example do not synchronize access to the readers field. Intuitively, this is sound
because of the invariant on the number of pending asynchronous messages, which
ensures that between consuming and sending an asynchronous message only the
continuation of the chord that consumed the message is running. Note further
that all of the continuations make reentrant calls back into the joins library by
sending messages on channels.

To reason about joins clients like the reader/writer lock we thus need a specifi-
cation that supports continuations with state effects that make reentrant calls back
into the joins library. The second chord even matches and sends a message on the
same channel (shared). Since one can encode recursion by matching and sending
on the same channel, the joins specification must also support continuations that
encode recursion through the store through the joins library. This illustrates some
of the challenges of specifying the joins library.

Joins specification. In the third chapter of the thesis we propose an abstract
specification of the joins library that supports stateful reentrant continuations.
The basic idea behind the abstract joins specification is to allow clients of the
joins library to pick an ownership transfer protocol for each channel. An ownership
transfer protocol consists of a channel precondition and a channel postcondition.
The channel precondition describes the resources the sender is required to transfer
to the recipient upon sending a message on the channel. The channel postcondition
describes the resources the recipient is required to transfer back to the sender
upon receiving a message on the channel. The client picks an ownership transfer
protocol for each channel up front. As the client adds chords, the client then has
to prove that each chord satisfies the chosen protocol. To support reentrant calls,
the client is allowed to assume channels obey the chosen protocol when proving
that continuations satisfy the chosen protocol.

To demonstrate that this abstract joins specification is sufficiently strong to rea-
son about interesting clients, we verify a series of classic synchronization primitives
implemented using the joins library. To demonstrate that the joins specification is
not too strong (i.e., that it is actually implementable), we verify a naive lock-based
implementation of the joins library against our abstract joins specification.

The two main challenges in verifying the joins implementation is reentrancy
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and sharing. Since our abstract joins specification explicitly supports reentrant
continuations, some of the abstract joins representation predicates have to refer
to themselves recursively. We thus define these abstract join representation predi-
cates by guarded recursion. Moreover, since the joins library is itself implemented
using shared mutable state, we need to prove that these low-level shared mutable
data structures enforce the high-level ownership transfer protocol chosen by the
client. We use the higher-order extension of concurrent abstract predicates from
Chapter 2 to prove this.

Chapter 3 consists of a paper and a technical report. The paper presents
the abstract joins specification and illustrates how to use it by verifying a series of
classic synchronization primitives. The technical report includes a full proof outline
of the lock-based joins implementation against the abstract joins specification. The
paper has been published at ECOOP 2013. The paper is self-contained and can
be read independently of the rest of the thesis. The technical report assumes the
reader is familiar with the logic introduced in Chapter 2.

Chapter 4: State and non-termination in CIC

The fourth chapter of the thesis addresses the problem of extending the Calculus
of Inductive Constructions [1] with stateful, potentially non-terminating compu-
tations.

Dependent type theories such as the Calculus of Inductive Constructions (CIC)
provide powerful languages for integrated programming, specification, and verifi-
cation. However, to maintain soundness, they typically require all computations
to be pure and terminating, severely limiting their use as general purpose pro-
gramming languages. The goal of the Hoare Type Theory project is to extend a
pure dependent type theory with effects, to obtain a general-purpose programming
language with integrated support for specification and verification [16, 17].

Hoare Type Theory extends pure dependent type theories with effects by en-
capsulating effectful computations with monadic computation types. To extend
the principle of specifications-as-types to effectful computations these computation
types — also called Hoare types — are further indexed with pre- and postconditions.
Hoare types, written {p}z : 7{q}, act as partial correctness specifications. Like
separation logic, Hoare Type Theory internalizes a notion of disjointness to support
local reasoning about state. The Hoare Type Theory approach has previously been
used to extend both the Calculus of Constructions [6] and the Extended Calcu-
lus of Constructions [15] with state and potentially non-terminating computations
[16, 19].

Neither of these prior versions of Hoare Type Theory embed into CIC. In the
fourth chapter of the thesis we present a new version of Hoare Type Theory that



CONTENTS 17

extends CIC with stateful, potentially non-terminating computations. The reason
why CIC is so important and our main reason for targeting CIC is Coq — the
implementation of CIC. By presenting our type theory as an extension of CIC, we
get an tmplementation for free, as an axiomatic extension of Coq.

While our treatment of state is strongly inspired by previous versions of Hoare
Type Theory, our treatment of non-termination is new. For the purposes of this
introduction, we will thus focus on our treatment of non-termination.

Non-termination in dependent type theories. Allowing unrestricted recur-
sion breaks the principle of propositions-as-types, as one can construct a non-
terminating term of false (i.e., the type of proofs of the proposition false). Fol-
lowing Constable and Smith, we add partiality by introducing a type O(7) of po-
tentially non-terminating computations of type 7, along with the following fixed
point principle for typing recursively defined computations:

fix; : (O(1) = O(71)) = O(7)

Unfortunately, in sufficiently expressive dependent type theories, there exist types
for which the above fixed point principle is unsound [7]. For instance, in type
theories with subset-types, the fixed point principle allows reasoning by a form of
fixed point induction, which is only sound for admissible predicates. Previous type
theories based on the idea of partial types that admit fixed points have approached
the admissibility issue in roughly two different ways:

e The notion of admissibility is axiomatized in the type theory and explicit
admissibility conditions are required in order to use fix. This approach has,
e.g., been investigated by Crary in the context of Nuprl [7]. The resulting
type theory is expressive, but admissibility conditions lead to significant
proof obligations, particularly when using > types.

e The underlying dependent type theory is restricted in such a way that one
can only form types that are trivially admissible. This was the approach used
in prior work on Hoare Type Theory to extend the Calculus of Constructions
with effects [19]. That version of Hoare Type Theory excluded strong 3 types
(and, more generally, dependent inductive types) from the Set universe, to
ensure that all types were trivially admissible. Since the Set universe of CIC
does feature dependent inductive types, this approach does not scale to CIC.

In the fourth chapter we explore a third approach, which ensures that all types
are admissible, not by limiting the underlying standard dependent type theory,
but by limiting only the partial types. The limitation on partial types consists
of equating all effectful computations at a given type: if M and N are both of
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type O(7), then they are propositionally equal. Thus, with this approach, the only
way to reason about effectful computations is through their type, rather than via
equality or predicates. With sufficiently expressive types, the type of an effectful
computation can serve as a partial correctness specification of the computation.
This approach allows us to restrict attention to a subset of admissible types that is
closed under the standard dependent type formers, including dependent inductive

types.

Impredicative Hoare Type Theory. Using this new approach to partiality we
present a new impredicative variant of Hoare Type Theory — dubbed iHTT — that
embeds into CIC. To demonstrate the soundness of iHTT we construct a model of
iHTT. The model is based on a standard realizability model of partial equivalence
relations (PERs) and assemblies over a combinatory algebra [13]. These give rise
to a model of the Calculus of Constructions, that models the Set universe using
PERs. Restricting to complete PERs (i.e., PERs closed under limits of w-chains)
over a suitable universal domain yields a model of recursion in a simply-typed
setting and a dependently-typed setting without dependent inductive types. Our
contribution is in identifying a set of complete monotone PERs that models a full
dependent type universe (including dependent inductive types) and recursion.

Our model shows the soundness of Hoare Type Theory with higher-order store
and justifies the first implementation of Hoare Type Theory with higher-order
store as an axiomatic extension of Coq. The implementation is available at:

http://www.itu.dk/people/kasv/ihtt.tgz

Chapter 4 consists of a paper. The paper is an extended version of a paper pub-
lished at TLCA 2011. The paper presents our new approach to non-termination,
a new version of impredicative Hoare Type Theory, and a model of iHTT.
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Summary of contributions

In this thesis we present two new higher-order separation logics for C#. The first
logic is concerned with the problem of reasoning about state effects on the stack,
without introducing explicit reasoning about aliasing on the stack. We achieve
this with a new non-standard variables-as-resources extension of higher-order sep-
aration logic.

The second logic is concerned with the problem of reasoning about shared
mutable data structures in a higher-order concurrent setting. The second logic is
a higher-order variant of concurrent abstract predicates, extended with support for
synchronizing multiple regions and higher-order protocols. We present a new way
of specifying thread-safe shared mutable data structures in this logic that allow
clients to refine specifications with a sharing discipline that matches the intended
use. We also present an extensive proof system for reasoning about concurrent
abstract predicates.

We demonstrate that this second logic scales to realistic examples by verifying
the C* joins library. This library combines state, sharing, concurrency, and reen-
trancy to realize a high-level interface for defining synchronization primitives. We
give an abstract specification of the joins library and illustrates its use by verifying
a series of classic synchronization primitives implemented using the joins library.
To demonstrate that the specification is realizable, we verify a naive lock-based
implementation against this abstract joins specification.

Finally, we present a new approach for extending pure dependent type theo-
ries with monadically encapsulated potentially non-terminating computations. By
collapsing the propositional equality on these potentially non-terminating compu-
tations, we can restrict attention to a subset of admissible types that includes a
full dependent type universe and dependent inductive types. We apply this ap-
proach to extend CIC with stateful, potentially non-terminating computations.
This justifies the first implementation of Hoare Type Theory with higher-order
store.
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List of Publications

During my PhD I've coauthored five articles and three technical reports. This
thesis includes the four articles and three technical reports for which I am the
primary author. Below is a list of the articles and technical reports.

The following articles are joint work with Lars Birkedal and Matthew Parkinson:
e Verifying Generics and Delegates.
e Modular Reasoning about Separation for Concurrent Data Structures.

e Joins: A Case Study in Modular Specification of a Concurrent Reentrant
Higher-order Library.

and so are the following technical reports:
e Verifying Generics and Delegates: Technical Appendix.
e Higher-order Concurrent Abstract Predicates.
e Verification of the Joins Library in Higher-order Separation Logic.

The first article was published at ECOOP 2010, the second at ESOP 2013 and the
third at ECOOP 2013.

The following article is joint work with Lars Birkedal and Aleksandar Nanevski:
e Partiality, State and Dependent Types.

The fourth article was published at TLCA 2011. The article included in the thesis
is an extended version of the published article.

The fifth article is joint work with Neelakantan Krishnaswami, Jonathan Aldrich,
Lars Birkedal and Alexandre Buisse:

e Design Patterns in Separation Logic.

The fifth article was published at TLDI 2009. My contribution to this work was
primarily related to the Coq formalization; hence, this work is not part of the
thesis.
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Verifying Generics and Delegates

Kasper Svendsen'!, Lars Birkedal!, and Matthew Parkinson?
! IT University of Copenhagen, {kasv,birkedal}@itu.dk
2 University of Cambridge, Matthew.Parkinson@cl.cam.ac.uk

Abstract. Recently, object-oriented languages, such as C*, have been
extended with language features prevalent in most functional languages:
parametric polymorphism and higher-order functions. In the OO world
these are called generics and delegates, respectively. These features allow
for greater code reuse and reduce the possibilities for runtime errors.
However, the combination of these features pushes the language beyond
current object-oriented verification techniques.

In this paper, we address this by extending a higher-order separation
logic with new assertions for reasoning about delegates and variables. We
faithfully capture the semantics of C* delegates including their capture
of the l-value of a variable, and that “stack” variables can live beyond
their “scope”. We demonstrate that our logic is sound and illustrate its
use by specifying and verifying a series of interesting and challenging
examples.

1 Introduction

There has been a recent trend for object-oriented languages, like C¥, to adopt
features such as generics (parametric polymorphism) and delegates (first class
functions). These features help the programmer improve code reuseability and
reliability by providing greater abstraction at the level of types. However, C*
type safety falls short of proving that programs do the right thing, it simply
prevents certain classes of errors.

Program verification enables proofs that programs do the right thing, and
there has been a lot of work on verifying object-oriented languages, for exam-
ple [6,8,2,1]. However, the majority of this work falls short of reasoning about
features such as generics or delegates.

Higher-order separation logic (HOSL) [3, 9] and Hoare Type Theory (HTT) [11,
18] have both been developed to reason about higher-order functional languages.
HOSL and HTT uses quantification over propositions to allow reasoning about
parametric polymorphism, and HTT uses nested Hoare triples to allow reasoning
about first class functions.

We borrow ideas from HOSL to extend a separation logic for object-oriented
programs [16, 14, 15] to reason about generics and delegates. Unfortunately, the
combination is not straightforward. Neither, HT'T nor HOSL deal with the com-
bination of mutable variables and first class functions that we have in C!. In
particular, anonymous C! delegates have a surprising behaviour for capturing
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variables. First, they capture the l-value, i.e., the location of the variable, rather
than just its value, and secondly, captured variables can live beyond their static
scope, if they have been captured, and can thus not always be allocated on the
stack. These two aspects complicate the logic.

Just as C* hides these implementation details from the programmer, so should
the program logic and in particular one should be able to reason about captured
and escaped variables as if they were on the stack. Our key aims for reason-
ing about delegates and captured/escaped variables are thus that (1) Hoare’s
assignment rule should remain valid; and (2) reasoning should be standard for
programs that do not use these complicated features.

Simply throwing all variables onto the heap would violate both (1) and (2).
Likewise, treating variables as resource [5,17] would also complicate proofs of
programs that do not take advantage of delegates with captured variables. In-
stead, we will use an operational semantics where local variables do reside on
the stack and extend the assertion logic with new assertions for reasoning about
the location and value of stack variables.

For escaped variables we need to be able to assert the existence of an es-
caped variable on the stack and reason about its value, and for a delegate with
captured variables we need to be able to reason about the captured variables’
current values as well as their value at the call- and exit-site of the delegate. To
accomplish this, we introduce a new assertion, lookup L as x in P. Here L is
a term denoting a location on the stack and lookup simply binds the contents
of this stack location to x in the assertion P. Of course, we need to ensure that
this does not introduce any aliasing in reasoning about the stack, as this would
invalidate Hoare’s assignment rule.

Our resulting system has the following properties:

1. Programs that use generics (but do not use delegates) can be verified using
higher-order separation logic reasoning.

2. Programs that use named delegates can be verified using nested triples [19].

3. Programs that use anonymous delegates with escaping local variables can be
verified using lookup to refer to escaped variables.

In summary, the key contributions of the paper are:

— Application of higher-order separation logic, in particular quantification over
predicates in the assertion logic, to allow reasoning about programs that use
generics.

— The first logic to deal with C* 2.0 style delegates, involving anonymous
methods and variable capture.

— Illustration of the utility of our logic with a series of examples.

— Formal semantics and soundness of our logic.

We stress that the soundness of the logic is non-trivial; indeed, we develop a new
model of separation logic in order to reason about delegates that can capture
mutable variables.
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In this paper, we do not address inheritance. However, we believe this is
an orthogonal issue that can be dealt with in the same way as Parkinson and
Bierman [16, 15].

The rest of the paper is structured as follows. We begin, in §2, by showing
how a higher-order separation logic can be used to reason about object-oriented
programs using generics. Then, in §3, we carefully explain the intricacies of
C¥ delegates and how they can capture variables, and extend the logic to reason
about delegates. In §4, we present a short case study using the logic. We then, §5,
rigorously define the formal semantics of the logic and demonstrate its soundness.
Finally, we close by discussing related work, §6 and conclusions and future work,
87.

See [20] for an extended technical appendix to the present paper with more
details and proofs.

2 Generics

Generics allow for greater code reuse, by allowing the programmer to abstract
over types. In this section we illustrate how to reason about generic methods
using higher-order features of the logic.

Consider a simple example of a Node class, that stores items of a generic
type:
public class Node(X) {

Node(X) next;

X item;

}

Here we see the Node class takes a type parameter X that is the type of the
elements it stores.

Typically, in reasoning about Java or C! programs the representation of
classes in separation logic is done through predicates. Generics extends the no-
tion of a class to enable it to take other classes as arguments, hence we must
similarly extend the logical representation to predicates that can take predicates
as arguments. Thus we leave first-order separation logic and move to higher-order
separation logic.

Our assertion logic is an intuitionistic higher-order logic over a simply typed
term language, derived from [3]. We use w to range over types, which are gener-
ated by the following grammar:

wi=wxXw|w—w|Val|Class | Prop | Int.

The set of types is closed under products and function spaces. Val is the type of
mathematical values; it includes all C* values and strings, and is closed under
formation of pairs, such that mathematical sequences and other mathematical
objects can be conveniently represented.? The type Class represents the set of

3 We use a single universe Val for the universe of mathematical values to avoid also
having to quantify over types in the logic and because such a single universe is also
used in the jStar tool [7].
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all syntactic generic class identifiers as generated by the grammar presented in
Section 5. Assertions are terms of type Prop.
Terms are typed with the typing judgment

oM w,

where ¢ is a program variable context, and i a logical variable context. Through-
out the paper we assume the two contexts to be disjoint and that variables are
not repeated in either context. (In the extended version [20] of this paper, there
is also a context A of type variables; but since we do not need that for the
examples in this paper we have omitted it, to simplify the notation.)

The usual specification style of separation logic for describing data structures
is to define a predicate at the meta-level which describes how a mathematical
structure is represented on the heap. Using higher-order logic allows us to define
these representation predicates inside the logic [3], and to define them abstractly
in terms of representation predicates for abstracted types.

For the generic Node class defined above we can, for instance, define a generic
representation predicate of the following type:

F list : Val x Val x (Val x Val — Prop) — Prop.
The predicate is defined as follows:

list(n,[],P) 4 =ya1 null

list(n,v :: xs,P) = 3In/,x : Val. n.next — n’ * n.item — x

* P(x,v) * list(n', xs, P).

To simplify notation, we use standard notation for mathematical sequences ([]
for the empty sequence, and v :: xs for the sequence with head element v and
tail xs) that are officially represented as elements in the type Val.

Thus list(n, xs, P) expresses that n is a representation of a list of objects,
where each object represents the corresponding value in the sequence xs, as
described by representation predicate P. A reference n represents the sequence
xs if n is null and xs is the empty sequence, or if n is a reference to an object o
such that o’s item field is a representation of the head of s and o’s next field is
a representation of the tail of the sequence.

We can now give the constructor the following specification:

public Node(X item, Node next) { ... }
Vv : Val, ys : Val, P : Val x Val —Prop,
{ P(item, v) x list(next, ys, P) }
{ r. list(r, vziys, P) }

where the r in the post-condition is a binder for the return value. So the con-
structor takes a reference to an X object, which represents the value v and a
reference to a Node(X) object, representing the list of values ys and produces a
Node(X) object which represents the list of values v :: ys.

Here is a simple example of how we can specify a generic append operation:
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class List {
public static Node(X) append(X)(Node(X) front,
Node(X) tail) {
if(front == null)
return tail;
else {
Node(X) tmp = append(X)(front.next, tail);
front.next = tmp;
return front;

} VP : Val x Val —Prop, xs, ys : Val.
{ list(front, xs, P) = list(tail, ys, P) }
{ r. list(r, xs@ys, P) }

The proof is straightforward, and we provide a detailed proof outline in the
extended version [20].
Next we consider a client of this class that appends two lists of numbers.

{ list(xs,[1,2,3],Int) = list(ys,[4,5,6],Int) }
zs = List.append(Integer)(xs,ys);
{ list(zs,[1,2,3,4,5,6],Int) }

Here Int : Val x Val — Prop is a predicate such that Int(i,v) holds if i points
to an Integer object representing the number v.

Thus we see that it is very simple to specify generic programs by being
correspondingly generic in the logic, via quantification over predicates. This is
as one would hope, given the earlier work on HOSL and HTT mentioned in the
introduction. We now turn to the more challenging issue of delegates.

3 Delegates

In this section we recall the semantics of C* delegates (Subsection 3.1); show
how to reason about methods using delegates via the delegate call rule (Subsec-
tion 3.2); and then show how to specify named delegates (Subsection 3.3) and
anonymous delegates (Subsection 3.4).

3.1 Understanding C! delegates

A C! delegate type describes the parameter types and return type of a method,
and is thus very similar to an ML function type. An instance of a C* delegate
type refers to a method with a compatible signature, and is thus very similar to
an ML function (in this paper we ignore that a delegate can refer to multiple
such methods, all of which get invoked when the delegate is invoked).

We will use the following delegate types in our examples in this paper:
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public delegate void Action();

public delegate void Action(X) (X x);
public delegate Y Func(Y) ();

public delegate Y Func(X,Y) (X x);

The first two are used for delegates that do not return a result, and the last two
for delegates that return a result of type Y. The first and third do not take an
argument and the second and fourth take an argument of type X. Overloading
will resolve which Action or Func type is meant.

Methods can then take delegates as arguments; for instance, here is how one
writes an apply method that takes a delegate with no formal parameters as
argument and calls it:

public void apply(Action f) { f(); }

This might look very “functional” and simple, but, of course, the argument
delegate may have lots of effects, using local state on both the stack and the
heap.

As an example of the kind of programs we are interested in verifying, consider
the following imperative fold method:

public static void fold(X)(Node(X) Ist, Action{Node(X}) f) {
if(Ist = null) { Node(X) tmp = Ist.next; f(Ist); fold(tmp, f); }

This method takes a list and a delegate as arguments and applies the delegate
to each element in the list, from left to right. An important feature of this
implementation is that it remembers the value of the next pointer before calling
the delegate f. This allows the delegate to update the next pointer of the current
node while preserving that fold applies the delegate to all the nodes of the list.
No accumulator value is passed explicitly as an argument to the delegate, since
the delegate can maintain an accumulator value itself using local state, as in the
following example:

class Reverse(X) {
Node(X) head;
public void flip(Node(X) x) { x.next = head; head = x; }
public Node(X) reverse(Node(X) Ist)
{ head = null; fold(X)(Ist, flip); return head; }
}

This method uses the fold method to reverse a list in-place. It uses the head
field to point to the head of the part of the list reversed so far and folds the flip
method, which adds a node to the front of head, over the given list, thus ending
up with a reversed list. In Section 3.3, we show how to reason about delegates
referring to named methods.

Anonymous methods introduce new complications in the form of captured
and potentially escaping variables, because they are declared inline and are al-
lowed to refer to local variables from enclosing scopes. To illustrate, consider the
following example:
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public Func(int) counter() {
int x=0;
return delegate () { return ++x; };

}

This method returns a delegate that has captured the l-value (the location) of
the local variable x. Calling the returned delegate will return the number of times
the delegate has been called. The strange aspect to this code is that x is scoped
to the body of the method counter and thus escapes its scope when the delegate
is returned.

One can thus also use captured variables to associate local state with a
delegate; for instance, one can implement reverse using a captured variable in
place of the head field as follows:

public static Node(X) reverse(X)(Node(X) Ist) {
Node(X) head = null;
fold(X)(Ist, delegate (Node(X) x) { x.next = head; head = x; });
return head;

}

C! compilers compile such programs by rewriting them into equivalent C* pro-
grams without the inline delegate or the captured variable, by introducing a new
class with a field corresponding to the captured variable and a method corre-
sponding to the inline delegate. So, while head appears to be a local variable on
the stack to the programmer, in fact it ends up on the heap, after the rewriting
done by the Cf compiler.

One could verify the rewritten program, without local state on the stack,
with a higher-order separation logic with nested Hoare triples. However, this
would mean explicitly reasoning about aliasing of captured local variables in the
logic, even though there is no aliasing of captured local variables in the original
program. Alternatively, one could devise a storage model for the program logic
with no stack at all, but only a heap and an environment, so that all mutation
would happen in the heap (as for ML-like languages). For imperative languages,
such as Java and Cf, such an approach would, however, lead to proof rules
that are more complicated to use than the standard Hoare / Separation logic
rules. Instead, we define a storage model where all local variables do reside on
the stack and a program logic that treats captured variables as normal stack
variables. The operational semantics thus never pops values from the stack, to
allow for references to escaped variables.

3.2 Reasoning about Methods that use Delegates

To reason about delegates we extend our higher-order assertion logic with nested
Hoare triples [19], written

M= ((u){P}{d.Q}),
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for asserting that M denotes a reference to a method satisfying the given spec-
ification. The specification includes a context, U, that specifies the delegate’s
formal parameters. Variable d binds the return value in Q. When d does not
occur in Q we omit d. The typing rule for the new assertion is given below.

¢;¢ M :vVal ¢;¢,u - P : Prop ¢;¢,u,d:Val - Q : Prop
¢; ¢ =M ((U){P} {d.Q}) : Prop

(1)

As the typing rule shows, we allow P and Q to refer to program variables and
logical variables from the context. In the case of program variables, references
to x € ¢ in P and Q refer to x’s current value on the stack.

Using this nested triple assertion, we can specify apply as follows:

public void apply(Action f) { f(); }
VP,Q : Prop.{ P x f— ({P} {Q}) } { Q * f— ({P}{Q}) }

The specification universally quantifies over the delegate’s pre and post-condition,
to allow apply to be called with any delegate. For modularity, it is essential that
this specification is strong enough for verifying calls with delegates with local
state on the heap and/or stack — in the following sections we show that this
is indeed the case by demonstrating how to verify calls to apply with named
delegates (with local state on the heap) and anonymous delegates (with local
state on both the heap and the stack).

The pre and post-condition both contain the delegate assertion f —({P}_{Q}).
This specifies what the delegate parameter will do. The pre-condition addition-
ally contains the delegate’s pre-condition P, which enables the body to call the
delegate. The post-condition of apply contains the post-condition of the delegate.
We can see the verification outline as

{ fP()* fs ({P}{Q}) }
{ Q= f ({P}{Q}) }

To call a delegate we require two things: an assertion about the delegate being
called, here f —({P}_{Q}), and the pre-condition specified in that assertion, here
P. The post-condition of the call is simply the pre-condition with the delegate’s
pre-condition replaced by the delegate’s post-condition, Q.

The apply method did not deal with parameters. We can adapt the apply
method for delegates with a single argument as follows

public void apply(X)(Action(X) f, X x) { f(x); }
VP,Q : Val —=Prop.{ P(x) * f — ((v).{P(v)}-{Q(v)}) }
{ Q) * f= (V) AP(V)}{Q(V)}) }
The logical variables P and Q take a parameter for the argument given to the
delegate. In the pre-condition of apply, we have P(x), which is the pre-condition

of the delegate instantiated with the argument with which it will be called. We
give an outline of the verification of the body below.
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{ P(x) * = {(v) {P(V)IA{QMV)}) }
%{ P(V/V] * f = ((v) {P(V)} {Q(V)}) }

)
{ QUV)B/V] * f = (V) {P(V)}{QMW)}) }
{ Q) * f = (V) AP(V}IH{QM)}) }

Here we see that we must provide the pre-condition of the delegate with the
argument substituted into the parameter, P(v)[x/v], and similarly for the post-
condition.

Now we have presented informally how we can call delegates; next, we present
the formal details. We begin by presenting the overall form of our proof system
and then the general proof rule for calling a delegate. Hoare triples in our spec-
ification logic take the form:

;939 {P}s{Q} <M

where I" is a method context, assigning specifications to methods, and ¢ and v
are as for assertions;* P and Q are assertions, both well-typed in ¢,; and M is
a finite set of variables (an over-approximation of the set of variables in ¢ that
s might modify, explained in Section 3.4.)

The proof rule for calling a delegate is shown below.

r¢ FV(R)  R=y~ ((@).{P}{d.Q})
iy, X9 = {R« Plx/ul}r = y(x){R* Q[x/u, r/d]} < {r}

The rule expresses that if y points to a delegate, then we can call the delegate if
its precondition P holds, with actual arguments X substituted in for the formal
arguments u. To simplify the presentation of the proof system, we do not allow
delegates to modify their formal arguments (this is formalized in the delegate
definition rule below). Furthermore, the rule only applies to delegates that have
not captured r,y or x (we will see why in Section 3.4). Hence, neither the formal
nor the actual parameters will be modified by the call, so we can also substitute
the actual arguments for the formal arguments in the post-condition along with
r for the return-value binder d.

3.3 Reasoning about Named Delegates

A delegate referring to a named method can refer to a static method, an open
instance method or a closed instance method; in this section we will consider
delegates referring to closed instance methods (i.e., a reference to a method and
a target object) as we can associate local state with such delegates through the
target object. Furthermore, we will only consider delegates referring to exactly
one method.

The difficulty in reasoning about delegates is that they can maintain local
state, however, since C lacks global variables, methods and named delegates can

4 Again, in the extended version [20] there is also a context, A, of type variables.
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only maintain local state across calls on the heap. We can reason about methods
with local state on the heap by referring to the fields with the local state in
the pre- and post-condition of the method. For instance, an increment method
implemented with a count field would get the following specification:

public class Counter {
public int count;
int increment() { return this.count++;}
Vn. { this.count — n } { this.count — n + 1}

}

Note, we could abstract the details of the field name using standard techniques
for abstraction in separation logic [16]. For simplicity, we leave it concrete here.

We can specify an increment delegate as follows: (the assertion x : Counter
holds iff x has dynamic type Counter)

x = new Counter();
{ x.count — 0 x x : Counter }
{ x : Counter }
f = x.increment;
{ Vn. f — ({(this.count — n)}_{(this.count — n + 1)})[x/this]}
{ x.count — 0 x Vn. f — ({x.count — n}_{x.count — n + 1}) }

To create a named delegate, we take the original method specification and replace
this with the target object x. Since delegate specifications can refer to logical
variables from the context, universal quantification in the assertion logic can be
used to introduce the logical variables used in the method’s specification, here
n.

We can duplicate delegate assertions, which enables the logical variables in a
delegate specification to be instantiated without losing the general specification.
For example, the following holds in the logic:

Vn. f — ({x.count — n}_{x.count — n+1})
F Vn. f — ({x.count — n}_{x.count — n+1})
% Vn. f — ({x.count — n}_{x.count — n+1})

This is due to the storage model defined in Section 5: the heap is split into a
field heap and a closure heap and since the closure heap is never modified and
only ever extended, it does not have to be separated by separating conjunction.

The proof rule for creating a delegate referring to a closed instance method
is given below:

I'(C,m) = ((u;v) {P}{d.Q})
iy —F{y: Chx=y.m{V¢. x = ((0).{Ply/this|} {d.Qly/this]})} < {x}

where I'(C,m) = ((u;%).{P}-{d.Q}) looks up the specification of the method
to which the delegate is being created, and 1 are the logical variables for the
specification.

To illustrate that the specification given to the previously verified apply
method is strong enough for verifying calls with delegates with local state on
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the heap, consider calling apply with an increment counter. In a state where the
current count is m one can verify a call to apply with delegate f from above by
instantiating P and Q with the terms x.count —m and x.count —m+1.

{ x.count = m x Vn. f — ({x.count — n}_{x.count — n + 1}) }
{ x.count = m % f — ({x.count — m}_{x.count — m+1}) }
{ (P * f— ({P}-{Q}))[x.count — m/P, x.count — m+1/Q] }
apply(f);
{(Q * f = ({P}_{Q}))[x.count — m/P, x.count — m+1/Q] }
{ x.count — m+1 * f — ({x.count — m}_{x.count — m+1}) }
{ x.count — m+1 }

3.4 Reasoning about Anonymous Delegates

In this section we extend our treatment of delegates to cover anonymous methods
with captured variables that can escape their scope. First, we consider reasoning
about delegates with captured variables while the captured variables are still in
scope, followed by delegates with captured variables that have gone out of scope.

Reasoning about captured variables still in scope Anonymous delegates can have
local state, not only on the heap as we saw with named delegates above, but
also on the stack. For example, the following code snippet

int x = 0;

Func(int) f = delegate () { x++; };

apply(f);

assert(x==1);

binds a delegate to f, which captures the local stack variable x. The call to apply
causes a call to the delegate, which increments the x variable from the enclosing
scope. Hence, the assertion will succeed.

Now let us consider the specification of the delegate. Intuitively, the delegate
specification should express that for any stack and heap where x has the value
n, the delegate is safe to execute and if it terminates, x will have the value n+ 1
on the terminal stack. That is, in the pre- and postcondition of the delegate, we
want to refer to the value of x on the stack upon entry to, and exit from, the
delegate, respectively.

To express this we extend the logic with two new terms, written

L3N and  &x

and a new type Loc of stack locations. The & operator can only be applied to
stack variables, and &x denotes the location of x on the stack. The L +> N term
is a points-to predicate for the stack: it asserts that the location denoted by L is
allocated on the stack and that this location contains the value denoted by N.
The typing rules for L > N and & are given below.

¢;Y FL:Loc ¢;9 N :Val X E @
¢ F L N : Prop ;1 = &x : Loc

(2)
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With these extensions, the specification can be expressed as follows:

Func(int) f = delegate () { x++; };
{n. fs ({&x 3 n} {&x > nt1}) }

Note that if we simply referred directly to x in the the specification then this
would refer to x’s current value. Whereas, when used in a pre/post-condition
of a delegate assertion, the stack points-to predicate refers to the stack upon
entry/exit of a call to the delegate. In effect, the stack points-to predicate thus
allows us to delay the evaluation of a variable, and the & term allows us to
specify the variable to evaluate.

In the above specification, we only need to refer to the value of the captured
variable once in the pre- and post-condition and can thus use the stack points-
to predicate directly. However, in general, it is more convenient with a term
lookup L as x in P for asserting that the location denoted by L is allocated and
that P holds with the contents of this stack location bound to x. We can define
such a term in terms of the stack points-to predicate as follows:®

lookup L as x in P = 3x: Val. (L > x % P)
The creation of an anonymous delegate is given by the following rule:

iNM=19 iNFVA(P,Q) =0 yCFV(B)

y’
Iy, us = {P}B{d.Q} aM

Iy, x4 - {emp}
x = delegate(Gu) {B}
{x = {(0).{lookup &y as y in P}_{d.lookup &y as y in Q})} < {x}

where FVA(P) denotes the set of variables x, such that &x occurs in P and B is
a method body,
B ::= GX;s;return x;

Note that, implicitly y and u are disjoint.

To ensure that substituting the actual arguments for the formal arguments in
the delegate call rule correctly captures C¥’s calling convention, we prevent the
delegate from modifying or capturing its arguments, hence the premises u ¢ M
and u € FVA(P, Q). The captured variables used in the body from the context,
y, are bound in the specification using a lookup term to allow their evaluation
to be postponed until the point of call, and return. The premise y ¢ FVA(P, Q),
which prevents nested delegates from capturing variables from any but the inner-
most enclosing scope, is just to simplify the rule slightly. The technical report
[20] contains a generalized rule without this restriction.

It might seem like L ¥> N and & opens up the possibility of aliasing stack
variables in the logic, which would invalidate Hoare’s assignment rule. This is
not the case, as we will explain in Section 5.1 (basically, variables in the program

> Whenever we use this abbreviation we will implicitly assume that x ¢ FV(L).
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variable context are implicitly separated from stack variables mentioned in the
pre- and post-condition of a Hoare triple, outside of a delegate assertion.)

When we come to calling the delegate, we need to be able to evaluate lookup
in the current state. We use a structural rule to enable this evaluation:

I'; ¢3¢ {Llookup ! as x in P}s{lookup [ as x in Q} <M
;o x¢0 F {&x =1 AP}s{Q} <M U {x}

®3)

The rule is hiding two different evaluations of x, one at the beginning and one at
the end. These may evaluate to different values, so we must ensure that we have
not framed any facts about x that could be invalidated, hence this rule includes x
in the modified set. Note that the assertions P and Q cannot refer to the address
of x, since lookup L as x in P binds x as a logical variable in P. Furthermore,
by our implicit assumption about the program variable context, this rule only
applies if x & ¢. The x € ¢ restriction is vital to the soundness of the rule, as
will be explained in Section 5.2.

Using (3) we can verify the call of the anonymous increment delegate given
above:

{x=0*f ({lookup &x as y in y=0}_{lookup &x as y in y=1}) }
{&x=1%x=03x%f— ({lookup | asy in y=0}_{lookup | as y in y=1}) }
{ lookup I as x in (x = 0 * f — ({lookup | as y in y=0}_{lookup | as y in y=1})) }
{ (lookup I'as x in x = 0) * f > ({lookup | as y in y=0}_{lookup | as y in y=1}) }
apply(f);
{ (lookup I as x in x = 1) * f — ({lookup | as y in y=0} {lookup | as y in y=1}) }
{ lookup I as x in (x = 1 * f — ({lookup | as y in y=0}_{lookup | as y in y=1})) }
{x=1xf+ ({lookup | as y in y=0} {lookup | as y in y=1}) }

Here we instantiate P and Q from the apply specification as lookup | as y in y=0,

and lookup | as y in y=1, respectively. This proof outline uses the following key
property of the lookup binder to rearrange the assertions:

(lookup L as xin P)*Q < lookup Ll as x in (P*Q) (x ¢ FV(Q))

Reasoning about captured variables that have escaped their scope Consider the
following counter method from the introduction:

public Func(int) counter() {
intx =0;
return delegate () { return ++x; };

}

The interesting aspect is how to verify the body of counter.

{emp}
int x =0;

{x=0}
Func(int) f = delegate () { return ++x; };
{x=0 * Vn. S(f,&x,n)) }
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return f;
{d. x=0 * ¥n. S(d,&x,n)) }
{777}
where
S = A(fln). f+— { lookup lasxinx=n} { d. lookuplasxinx=d=n+1}

The final step of the proof, marked 777, deals with leaving the scope of the vari-
able x. Typically, this would be dealt with by existential quantification. However,
since the variable x is still accessible through the delegate and its value may
change, existential quantification does not suffice. Instead, we assert that there
exists a stack location:

{d. 3I. lookup | as x in x=0 % Vn. S(d,I,n)) }

The existential is used to quantify over the location of the variable, and lookup
allows us to bind its value. Importantly, lookup asserts that there is a stack
location disjoint from those already in scope. Indeed we have the following im-
plication in the logic:

(Lookup L as o in P) * (lookup L’ as z2in Q) = L#L’ (4)

Thus, if we call counter twice, we will reason correctly about the different stack
locations for their internal state.
The general case is given by the variable declaration rule:

I';9,z;9 - {PAz=null}B{d.Q} <M
I'; ;9 F {P}Gz; B{d.3l : Loc. lookup [/ as z in Q[I/&z]} <M\ z
This degenerates into the standard rule if z ¢ FV(Q).

The frame rule With the introduction of captured variables, it is no longer
possible to determine syntactically from a statement which stack variables it
might modify. Hence, we have extended our Hoare triples with a finite set M of
variables:
Iy ¢3¢ H{P}s{Q} <M

to give an explicit over-approximation of which variables in ¢, s modifies. We
restrict M to variables in scope, since we have no way of referring to variables
not in scope, nor any useful syntactic approximation of which assertions a given
assertion makes about out-of-scope variables.

To ensure that one cannot frame on assertions about potentially modified
out-of-scope variables, we let separating conjunction separate out of scope vari-
ables (as expressed by (4)). Our language satisfies the standard heap frame
property and heap safety monotonicity (used for showing the standard frame
rule sound), and it also satisfies a corresponding stack frame property and stack
safety monotonicity. We can thus prove the soundness of the following frame
rule:

I';¢;9 = R: Prop ;00 H{P}s{Q} <M MNFVV(R) =0
;o0 F{P+xR}s{Q*xR} <M

37



since P has to assert the existence of any out-of-scope variables potentially mod-
ified by s. Here FVV(R) denotes the set of free value variables, which is defined
as follows for variables and &:

FVV(x) = {x} FVV(&x) =10

and like FV(R) for every other case. Hence, one can frame on assertions that refer
to the address of a variable; intuitively, since the address cannot be modified,
only the contents stored at that address.

4 Case study

In this section we return to the fold/reverse example from Section 3. We show
how to specify fold, such that one can verify calls with delegates with local state
and use it to verify the second reverse method, which maintains its local state
on the stack.

We can give fold the following specification:

public void fold(X)(Node(X) Ist, Action{Node(X)) f) {...}
Vxs,ys : Val. VP : Val x Val —Prop.
VQ : Val x Val —Prop.
{ list(Ist,xs,P) * Q(Ist,ys) * Vv,ys : Val, ¥n', x : Val,
f= ((n).{n.next — n’ * n.item — x * P(x, v) * Q(n, ys)}_-{Q(n’, viiys)}) }
{ Q(null, rev(xs) @ ys) }

The code and specification is easiest to understand as an imperative form of
a fold-left function, where the accumulator is not passed around explicitly, but
rather maintained as local state by the delegate. Then Q(n,ys) is an accumulator
predicate, intended to describe the current state, after having folded over ys and
where the next node to be visited is n. In the pre-condition of the folding-delegate
we explicitly mention n.next and n.item, to allow the delegate to modify these
fields. The rev in the post-condition is a function for reversing a list in the logic.
Define Q' as follows:

Q' = Al': Loc. An : Val. Ays : Val. lookup | as head in list(head, ys, P)

Then we can verify the reverse method as follows by instantiating fold’s accumu-
lator predicate Q with Q'(l), where | is a logical variable introduced to refer to
the location of the captured head variable:

public static Node(X) reverse(X)(Node(X) Ist) {
{ list(Ist, xs, P) }
Node(X) head = null;
{ list(lIst, xs, P) % head = null }
Action(Node(X)) f = delegate (Node(X) n) {
{ n.next — n’' % n.item — x * P(x, v) * list(head, ys, P) }
n.next = head; head = n;
{ list(head, v:ys, P) }
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b
{ | = &head A list(Ist, xs, P) * head = null * Vv,ys,x,n" : Val,
f— {(n).{lookup | as h in n.next — n' * n.item — x * P(x, v) * list(h, ys, P)}
{lookup | as h in list(h, v:iys, P)}) }
{ lookup | as head in list(lst, xs, P) % head = null * Yv,ys,x,n" : Val,
f— ((n).{n.next — n’ x n.item — x * P(x, v) * Q'(l, n, ys)}
[Q ', vays)}) b
{ list(Ist, xs, P) = Q'(l, Ist, []) * ¥v,ys,x,n" : Val,
f = ((n).{n.next — n’ % n.item — x * P(x, v) * Q'(I, n, ys)}
Q' viys)}) }
fold (X)(lst, f);
{ Q'(I, null, rev(xs)@[]) }
{ lookup | as head in list(head, rev(xs)@Q[], P) }
{ list(head, rev(xs), P) }
return head;
{ r. list(r, rev(xs), P) }
}

In this example, we did not use the first parameter of Q, which is a reference
to the next node in the list. This field is primarily useful for delegates which do
not modify the node’s next field, to express that there is a list segment ending
with next-pointer n. Consider, for instance a map method which takes a delegate
whose action on a list element is described by a function f in the logic. Then we
could take the accumulator predicate to be:

Q(n, ys) = list—segment(lst, n, map(f, ys), P)

where the second argument to list—segment is the value of the next field of the
last node in the list, if the list is non-empty.

Filter As a second example we consider a generic filter method for the List class,
that takes as argument a delegate which is called on each element of the list to
determine whether or not it should be included in the filtered list:

class List {
public static Node(X) filter(X)(Node(X) Ist, Func(X,bool) f) {
if(Ist == null) return null;
else {

Node(X) tmp = filter(Ist.next, f);
if(f(Ist.item)) { Ist.next = tmp; return Ist; } else return tmp;

} Vxs : Val, p : Val =Val, P : Val —Prop,
{ list(Ist, xs, P) * ¥v : Val. f = ((x).{P(x,v)}-{r. P(x,v) x r =p(v) }) }
} { r. list(r, filter(xs, p), P) }

The filter(xs, p) in the post-condition is a mathematical function, which filters
the sequence xs using the predicate p. The precondition asserts that f should be
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a reference to a delegate, which, when called with a reference x representing the
value v, should return p(v).

We can verify a simple client of the filter class that filters the even numbers
in a list of integers.

{ m: Math = list(x,[1,2,3,4],Int) }
d = m.isEven;
{ list(x,[1,2,3,4],Int) = Yv : Val. d — ((i).{Int(i,v)} {r. Int(i,v) * r=even(v)}) }
List(Integer).filter(x,d);
{ list(x filter([1,2,3,4],even),Int) }
{ list(x,[2,4],Int) }

where we assume the Math class has the following isEven method:

public boolean isEven(Integer i) { return i.intValue()%2==0; }
Y Val. { Int(i,v) } { r. Int(i, v) * r = even(v) }

5 Semantics and Soundness of Proof Rules

In this section we formalize the syntax and operational semantics of the fragment
of the Cf programming language that we consider and the semantics of our logic.
For reasons of space, many details and proofs have been omitted, please see [20]
for details.

The language that we consider is a subset of C* with the most basic object-
oriented and imperative features of C* and with a restricted syntax to simplify
the presentation of the proof system. The syntax of the language is given in
Figure 1. In the syntax we use the following metavariables: f ranges over field
names, m over method names, C over class names, x,y and z over program
variables, and T over type variables. We denote the set of field names by F, the
set of method names by M, the set of class names by C, the set of generic class
names by T, and the set of variables by A,. We use an overbar for sequences.

For the operational semantics we assume countable disjoint infinite sets Q,
Ls, and ILj, of object identifiers, stack locations and heap locations, respectively.
We take values to be object identifiers, heap locations, and null. An environment
is a finite function from variables to stack locations and a stack is a finite function

from stack locations to values:
def

V= 0wk {null} E, A, B L, SEL, BV

A heap is a tuple (hy, ht, h.) of finite functions, where h,, is a field heap, mapping
object identifiers and field names to values; h; is a type heap, mapping object
identifiers to class names; and h. is a closure heap, mapping heap locations to
delegates. A delegate is either an object identifier and a method name or an
environment and an anonymous method body.

H=Z(OxF3V)x(03T) x (L, 3 D)
DE(OxM)W(E, x A% x A% x P x Ay)
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G:=CG)|T

L == class C(T): G {Gf; M}

Generic class

Class definition

M= Gm(Gz) {B} Method definition
B ::= GX;s;return x; Method body
s u= Statement
X =y assignment
x = null initialization
x = y.f field access
xf =y field update
X = y.m(z) method invocation
x = (G)y cast
if (x == y) {s1} else {s2} conditional
x = new C(G)() object creation
x = delegate (Gz) {B} anonymous delegate
X = y.m named delegate
x = y(z) delegate application
S1;S2 sequential composition

Fig. 1. Syntax of a simplified C*

The operational semantics is defined as a big-step semantics with step-indices
corresponding to a small-step semantics. It takes configurations, (P, E, S, H,s),
consisting of a program P, mapping class and method names to method bodies,
an environment F, a stack S, a heap H, and a statement s to err or a termi-
nal stack and heap. The operational semantics of the fragment of the language
without generics and delegates is standard and omitted. Instead, we just give the
following two rules for constructing and invoking an anonymous delegate. When
constructing an anonymous delegate we store the relevant part of the current
stack environment along with the delegate; we restore it again when invoking
the delegate:

1 ¢ Dom(H,) S = S[E(x) — ]
E. = Elpv(s,)\(xuz) H' = H[l = (E¢,%,2,5,r)]
(P,E,S,H,x = delegate (Gx) {Gz; s;return r}) |, (S', H")

lo,l. ¢ Dom(S)  H.(S(E(y))) = (Ee,X,7,5,r)
(P,Ec[x = I,z 1], Sl — S(E(0)),l, — null], H,s) |, (S, H)
(P,E,S, H,x=y(@)) $ns1 (S'[EXX) = S (Ec[x > 1,z — 1](r)], H)

We use the notation H, to refer to the closure heap of H and H.[xz — y] for the
heap H where the closure heap has been extended to map = to y. For each rule
we implicitly assume all applications with finite functions to be defined.

A configuration is safe for n steps if it cannot fault in n steps or less:
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Definition 1. (P, E, S, H,s) : safe, iff Vm <n. (P, E,S, H,s) §m, err

In addition to the usual safety monotonicity and frame property the language
satisfies the following stack monotonicity and stack frame properties:

Lemma 1. If (P,E, Sy, H,s) : safe, and S1#S2 then (P, E,S1 U Sy, H,s) :
safe,.

Lemma 2. If (P, E,S1,H,s) : safe,, S1#S52, and (P, E, S1USs, H,s) {,, (S’, H')
then there exists an Sj such that 8" = S1 U Sa, S1#Sa, and (P, E,S1, H,s) |,
(S1, H').

5.1 Assertion logic

The proof system consists of two layers: an assertion logic for reasoning about
program states and a specification logic for reasoning about the effects of pro-
grams. In this subsection we formalize the syntax and semantics of the assertion
logic. The assertion logic is an intuitionistic higher-order logic over a typed term
language. The terms of the language are generated by the following grammar:

P,QLMN:=z| :wM|MN]|(M/N)|£fst M|snd M
| LIT|IPVQ|PAQ|P=Q|Vz:wM|Iz:wM|M=,N
| PxQ|P— Q|emp|M.f—N|M:N|null
| M= ((@).{P} {d.Q}) | L >N | &x

where w ranges over types generated by the following grammar:
wi=w— w|wXw|Prop|Loc|Val| Int |Class

Assertions are terms of type Prop. We will follow the convention of using P and
Q for assertions and predicates, L for terms of type Loc, and M and N for general
terms. The terms are typed with the typing judgment, ¢;1 = M : w, where ¢ is
a program variable context, and 1 a logical variable context. The typing rules
include all the usual rules of higher-order separation logic [3], extended with the
typing rule for delegate assertions, >, and the address-of operator (rules (1) and
(2)).

To ensure the soundness of Hoare’s assignment rule, we need to ensure that
> does not introduce any aliasing of stack variables into the logic. Intuitively, we
achieve this by only allowing ~» to assert the existence and value of out-of-scope
stack locations. More formally, the meaning of an assertion, ¢;¢ + P : Prop, is
given in terms of the meaning of the program variables in ¢, i.e., the part of
the stack in scope. To reason about out-of-scope stack locations, we interpret
assertions as sets of stacks and heaps. Intuitively, this second stack is the “rest of
the stack” in the specification logic; see the definition of the semantics of triples
in Section 5.2. Aliasing is thus avoided, by restricting ¥» to this second stack
(see the semantics of > below), which is disjoint from the part of the stack in
scope.
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We follow [15] in indexing the interpretation of the specification logic with
step-indices, to allow verification of mutually recursive methods. Furthermore,
since we now have specifications in the assertion logic, we also step-index the
interpretation of assertions. This idea comes from current work by the second
author jointly with Thamsborg and Stgvring.

Definition 2. The types are interpreted as follows:

[w— '] =[w] = [«] [w x '] = [w] x [«'] [Class] =T
[Val] = Val [Loc] =Ls [Int] =Z

[Prop] = {U € PN x S x H) | ¥x € Perm(A,). Ya € U. 7(a) € U}
where Val is the least set satisfying,
Val 2 V o Strings & Val x Val,
and where the ordering on N x S x H is defined as follows
(n,S,H) < (m,S" H") iff m<nASCS AHCH

with C© given by the point-wise extension of the following order on finite func-
tions:

f<g iff Dom(f)C Dom(g)AVx e Dom(f). f(x) = g(z).

and the permutation action is given by atom-permutation on A, and P and the
trivial action on N,OQ,F,C,IL,, 1Ly, and V.

Assertions are thus interpreted as step-indexed subsets of stacks and heaps,
downwards-closed in the step-index and upwards closed in extensions of the stack
and heap and equivariant under permutations of the closures and environments
on the closure heap. Permutations are used to ensure that program and logical
variables in the specification logic context are a-convertible (see Rule (o) in [20]).

Lemma 3. Let L = ([Prop],C), then L is a complete Bl-algebra [3], with BI
structure (I,x,—) given by:

I=10
UV ={(n,CUC’, (hy UK, hi,h)) | CHC' A hy#th, A
(n,C, (ho, he,he)) € U A (n, C', (B, he, he)) € V}

U~V = }{W € [Prop] | WU C V}

for U,V € [Prop].
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Definition 3. A term-in-context, ¢;9 F M : w, is interpreted as a set-theoretic
function:

[¢s9 EM:w] = [g] x [¢] = [«]

where

[o] ={(E,S) € E, xS | E injective A $ = Dom(E) A Rng(E) = Dom(S)}
[4] = ITz € Dom(y). [¢(x)]-
The standard part of the assertion logic is interpreted using a BI-hyperdoctrine
over the category Set, induced by the complete BI algebra L (as in Example 6
in [3]). The interpretation is written out in full in [20].
The new assertion forms are interpreted as follows:
[¢39 F &x: Loc]((E, 5), ) = E(x)
[¢;9 F L N Prop]((B,5);9) =
{(n,C,H) e NxSxH|Il€Dom(C)AC()=[¢;+N: Val]((E,S);9)}

where | = [¢;¢ F L : Loc]((E, S),8). For delegate assertions, we just show the
interpretation of anonymous delegate assertions:

[6500+ R ((@)-(P}A4.Q)) s Prop]((F, 5),0) =
{(n, -, (hy, ht,he)) EN XS x H | 3E,,X,Z,s,t.
(he([p; 9 F R: Val]((E,S),9) = (E¢, X, Z,s,1) A
Vm <n.Vk<m.VC €S.VH € H. Vi,,l, €L\ (Dom(C)URng(E,)). Vv, € V.
(m—1,C,H) € [¢;9,ut P: Prop]((E,S), VU 0;]) =
(E',Clly v vy, L, — null], H,s) : safe, A
(E',Clly v 0y, L, = null], H,s) Iy (C',H') =
(m—k,C'\ l; H') € [¢;9,u,d F Q : Prop|((E, S), [ > v,,d — C'(E'(r))])

where E' = E[x + I,z ] and f\ U is shorthand for f|pom(s\u-

Note that in the interpretation of the delegate assertion, we use the current
stack to give meaning to the program variables in ¢ in the pre- and postcondition,
but we do not use this stack when running the body. This allows us to refer to
the value of captured variables upon entry to and exit from a delegate call using
>, even for variables currently in scope.

Theorem 1. The standard part of the higher-order assertion logic is sound.
Proof. As in [3].
Theorem 2. The following rules are sound.

¢;p M : Val qﬁ;w,U\P’I—P ¢;z/1,ﬁ,d|Ql—Q’
6% M ()P} {d.Q}) F M — ((0)- (P} {d.Q})
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¢ L L : Loc o;,xFP,Q: Prop
¢ | Lookup L as x in P x lookup L' as x in QL # L’

¢;FL:Loc ¢;,x = P : Prop o;v F Q: Prop
d;0 | (Lookup L as x in P) x Q 4+ lookup L as x in (P x Q)

The soundness of the second rule follows from the Bl-structure on £, and the
soundness of the third rule follows from the fact that the meaning of a term is
independent of the meaning of logical variables that do not appear free in the
term.

5.2 Specification Logic

The specification logic has Hoare triples as its only propositions (it can straight-
forwardly be extended to a full first-order logic over Hoare triples as atomic
propositions). A triple-in-context is interpreted as a downwards-closed set of
step-indices:

[#: 4 = {P}s{Q} aM] : [¢] x [w] — PH(N)

as follows:

[65 - {P)s{Q} <M : Spec((B, §);9) = {n € N|
Ym <n.Vk<m.VC €S.VH € H.
(m—1,C,H) € [¢;¢ + P :Prop|((E,S);9) A C#S =
(E;CUS; H;s) : safep A
(B;CUS; Hss) by (S5 H') =
(m —k; S"\ E(¢); H') € [¢s9 = Q: Prop](E, §'| m(4)): ¥) A
Vx € ¢\ M. S(E(x)) = S (E(x))}

and entailment is interpreted as:

[0 F{P}s{Q} <M] =Vn e N. V(E, S) € [¢]. V0 € [¢].
ne[l:MCtx] =n+1¢€][o;vE {P}s{Q}<aM]((E,S), )

where n € [I" : MCtx] expresses that all the method specifications in I" hold for
at least n steps.

In the interpretation of Hoare triples above, S corresponds to the part of the
stack in scope and C to the “rest of the stack”. Since we restrict attention to
disjoint S and C, the following specification holds trivially for any ¢, ¥, s, Q, N,
and M,

b, %0 = {&x > N}s{Q} <M

as x’s stack location must be in the domain of S and any stack C' in the inter-
pretation of the precondition.

Theorem 3. The specification logic is sound.
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6 Related and Future Work

Our work has built on Parkinson and Bierman’s separation logic for object-
oriented programs [16, 14, 15]. Their work did not deal with generics or delegates.
In the functional programming world, higher-order separation logic [3,9] and
Hoare type theory [11, 18] have both dealt with parametric polymorphism and
first-class functions. We have used ideas from those approaches to extend the
separation logic for object-oriented programs.

Our logic uses an assertion that contains a delegate specification. Something
similar was used in Hoare Type Theory [11] (using types as specifications), for
reasoning about ML-like functions. Recently, a foundational study of the inter-
action between nested triples and higher-order frame rules have been performed
by Schwinghammer et al. [19], who restricted attention to an idealized language
with immutable variables and storable code (rather than functions / delegates).
Here our focus has instead been on treating delegates as they appear in a real
language like Cf; future work will show whether we can combine our present
logic with more advanced higher-order frame rules.

There have been other approaches to reasoning about delegates in object-
oriented languages. Miiller and Ruskiewicz [10] have a specification for each
delegate type, and then every instance of that type must satisfy the specification.
This makes it difficult to specify a generic filter method, as you would require
a different type for each semantic filter operation. If the delegate passed to the
filter is pure, that is it doesn’t modify the heap, then it can be used directly in
the specification. However, impure methods cannot be used in specifications.

To address this, Nordio et al. [12] add to the assertions the ability to ab-
stractly assert that a delegates’ pre- and post-conditions, (d.pre(z) and d.post(z))
hold for the argument supplied (z). This means they can express the filter specifi-
cation, by saying every element of the list satisfies the delegate’s post-condition,
even if the delegate is not pure. However, more complex examples where the
implementation must impose a structure on the delegates’ specification, such as
the fold method, cannot be handled by [12] as it stands. In the fold example,
we require one step’s post-condition to tie up with the next steps pre-condition,
that is, we accumulate a result. With filter, each delegate call is independent of
the others. It is unclear how Nordio et al.’s work could be extended to the fold
example. Nordio et al.’s work has been implemented on top of Spect. It remains
future work to implement our solution.

Both of these works focus on C#1.0 style delegates, so they do not need to
address the issues of anonymous methods, or the subtleties of variable escape in
C*. This is one of the key contributions of this paper.

Yoshida et al. [21] have studied such a language with higher-order functions
and local state. Their hiding quantifier has some similarity with our lookup as-
sertion. They make a distinction between I-values and r-values of a local variable,
unlike Hoare logic, so to regain Hoare’s assignment axiom, they extend the defi-
nition of substitution. It would be interesting to see if our approach to escaping
local state could be used in their language.
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Variable side-conditions have been a problem for concurrent separation logic [13].
Bornat et al.’s [5,17] variables as resources is another approach to treating vari-
ables by separating them using a separating conjunction. We do not believe our
new +» assertion can be used to reason about shared variable concurrency, be-
cause we cannot split knowledge of a variable using permissions [4]. However, for
the sequential setting our approach does not complicate reasoning about stan-
dard programs. If we had adapted variables as resources [5,17] to our setting,
proofs not involving escaping variables would have to be altered. Now we can
simply treat the majority of variables in the same way as Hoare logic.

In future work we plan to combine the present development with the earlier
work of Parkinson and Bierman [16,15] on inheritance. Since the semantics of
our logic is based on the semantics used earlier in [16, 15] we are confident that
this will be possible. We also plan to extend jStar [7] to allow for semi-automatic
verification of programs with generics.

7 Conclusion

We have shown how to apply higher-order separation logic, in particular quantifi-
cation over predicates, to reason about generics. Earlier work on separation logic
for OO languages [15] used restricted forms of quantification over predicates for
reasoning about abstraction; here we show how pleasingly straightforward quan-
tification over predicates applies to reasoning about generics. This is as should
be expected from the earlier work on HOSL and HTT mentioned above.

Moreover, we have developed the first logic for reasoning about C* 2.0 style
delegates, involving anonymous methods and capture of variables. To reason
about escaping variables, we introduced the assertion

lookup | as x in P

and the term &x denoting the address of local variable x, with associated proof
rules. Soundness was proved by a new model of separation logic in which the
truth value of an assertion, relative to a stack corresponding to the topmost stack
frame, is a subset of pairs of heaps and stacks (these stacks containing values
for escaped variables). We have demonstrated the applicability of the logic via
several small, but non trivial, examples.
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1 Programming Language

1.1 Syntax

We use the notation X for finite sequences.

“mZr o

G| T
class C(T) : G {Gf; M}
G m (Gu) {B)

Gz;s;return r;

x =y
X = null
x = y.f
xf =y

x = y.m(z)
x = (G)y

if (x ==y) {s1} else {s2}

x = new C(G)()

x = delegate (Gz) {B}
x = delegate y.m

x =y(2)

5152

1.2 Operational Semantics

Generic class

Class definition
Method definition
Method body
Statement
assignment
initialization

field access

field update
method invocation
cast

conditional

object creation
inline delegate
named delegate
delegate application
sequential composition

For the operational semantics we assume disjoint countably infinite sets of stack locations, L,
heap locations, Ly, variables, A, type variables A, class identifiers, C, method identifiers, M,
field identifiers, IF, and object identifiers, Q.

< QO =~

a7 b’ c’ r7 U’X7y7Z
C,D

MMMMMMMM

—3 -+

mM M MM

P €

L

©)
V=L,yOW{null}
AP

C

F

M

Ay

B = L(s)

T = {we L(G) | FTV(w) = 0}

def fin
Et = At — T
E dij fin L
p = Hp = L
def fin
S=L, >V

HEOxF3V) x( OB TxE,) x (L, 3 D)
D;i:if (Etf‘x EPXAZXAZXBXFAP)H—J(@XM)
P=(C=Af xF*) x (CxM = Ay x A% x B x Ay)

locations

object identifiers
values

variables

class identifiers
field identifiers
method identifiers
type variables
statements
generic classes
type environment
environment
stack

heap

delegate

program

where FTV is the set of free type variables. We use the notation A* for the set of finite lists of
A elements. We take the permutation action on to be atom-permutation on A,, A;, and B, and
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the trivial action on Ly, O, V, C, F, M.

The operational semantics is given as a big-step semantics, with step-indices corresponding
to a small-step semantics.

S" = S[E(x) — S(E(y))] S" = S[E(x) + null]
(Pa(;,EaSaHaX:y) ‘U’l (S/7H) (P757E7S7H7X = nlﬂ-l) ‘U’l S/aH)
8" = S[E(x) = H(S(E(y)).f)] H' = H[(S(E(x)),f) = S(E(y))]
(P,6,E,S,H,x=y.f) |1 (', H) (P,6,E,S,H,x.f=y) 1 (S,H")

ZI7ZZ7lt gDOHl(S) _ _
H:(E(S(y))) = (C,6m) P(C,m) = (x,z,5,r)  E' =[this— l;,Xx = [,z L]
(P, ,,L,E,S[lt — S(E(y)),l. — S(E(u)),l, — null], H,s) {,, (5", H")
(P,6, E,S, H,x = y.m(t)) bnt1 (S'[S(E(x)) = S"(E'(r))], H')

H3(S(E(y)) < [G](5) 8" = S[E(x) = S(E(y))]
(P,6,E,S, H,x=(G)y) I1 (5, H)

S(E(y)) =null S = S[E(x) — null]
(P,6,E,S,H,x=(G)y) {1 (S, H)

S(E(X)):S(E(y)) (P75’E7S751) Un (S/aH/)
(P,6,E,S,H,if (x ==1y) then s; else s3) {n41 (S, H')

G1(9)). (0.) s nu1]
Q=0 S =S[EX o
,x = new C(G)()) 41 (8", H)

l ¢ Dom(HC) S = S[E(X) — l] E.= E|FV(s,r)\(>?Ui) H = H[l — ((5, FE. X, z,s, r)}
(P,6,E,S,H,x = delegate (Gx) {Gz; s;return r}) |, (', H')

I ¢ Dom(H.) H' = H_.[l — (S(E(y)),m)] S = S[E(X) — ]
(P,6,E,S,H,x = delegate y.m) |1 (S’, H')

Iy, 1., 1; ¢ Dom

(S
Hi(o) = (C,0:.)  P(C,m) = (x,2
(Pv(SmEl S[lt'_)s( ())

Iy —
(P,6. B, S, H.x = y(@)) bns1

) He(S(E(y)) =(o,m) _
s,r) B =[this— ly,x = I,z 1]
(E(a)) I, — null], H,s) |, (', H')
(s'[s

(E(x)) = S"(E'(r))], H')
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[,,l. ¢ Dom(S)  H.(S(E(y))):
(P, 8o, B[R > 1y,2 5 1], S[ly v S(E(@)), L — null], H,s) I, (5", H')

E ¥))) = (Oc, Be, X, 2,5,1)
(P,(S,E,S,H,X:y( )) Ynt1 (S/[ ( )'_> S/(E/( ))] H/)

(P,6,E,S,H,s1) In (S, H") (P,5,E,S" H ;s3) I T
(P7 57 Ea Sa H, 51;52) ‘un-l-m T

(P,6,E,S,H,s1) |, err
(P,d,E,S,H,s1;s2) |, err

We use the notation P(C) for 71 (P)(C) and P(C,m) for m3(P)(C, m). Furthermore, we use
[z — y] as shorthand for [z1 — y1,...,Zn — Yp], With the implicit assumption that the two
sequences have the same length. We omit most of the rules for exceptional termination.

1.3 Metatheory

Lemma 1.
(P,8,E,S,H,s) |, (S’ H") = (P,§,m(E), S, m(H),n(s)) In (S',7(H"))

and
(P,0,E,S,H,s) : safe, = (P,0,n(E),S,n(H),n(s)) : safe,

Lemma 2. If x € FV(s) then
(P,6,E,S,H,5) In (S',H') = (P,0, E\x, S, H,s) ., (S, H')

Lemma 3 (Safety monotonicity). If S1#S2, Hi#H2, and (P,d, E,S1, H1,s) : safe, then

(P,0,E,S1 % So, Hy * Hy,s) : safe,
Lemma 4 (Heap frame property). If

(P,58,E,S, Hy * Hy,s) |, (8", H")
and (P,0,E,S,Hy,s) : safe, then there exists a Hy such that H = H{ *« Hy and

(P,§,E,S, Hy,s) I (S, Hy)

Lemma 5 (Stack frame property). If

(P,6,E, Sy % Sa, H,s) |, (S',H)
and (P,0,E,S1, H,s) : safe, then there exists an S7 such that S’ = S{ % Sz and

(P,0,E, Sy, H,s) |, (S7,H")
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2 Assertion Logic

2.1 Syntax
w,w = w—w | wxw | Prop | Class | Val | Int | Loc Types
M,N,L,P,Q,R PvQ | PAQ | P=Q | T | L | ¥W:w.P | 3x:w.P Propositions

P+xQ | PxQ | emp | Mf—=N | M=, N
LSN | M e ((x).{P}{d.Q}) | M:N
M:wM | MN | x | &x | null Other terms

The judgments of the assertion logic are of the forms:
N EMiw, Ao EM=N:w, A;¢;¢|P,...P,FQ

where A is the type variable context, ¢ is the program variable context and 1 is the logic variable
context, which are defined as follows:

A = AT | e type variable context
¢ = ¢,x:Val | e program variable context
Y = 1,a:w | € logic variable context

Variables cannot be repeated in the program or logic variable context and the same variable
cannot appear in both the program and logic variable context. Since program variables are
always of type Val we will never write the type.

Definition 1 (Value substitution).
(R=> ((0).{P}{d-Q}))[M/x] = RIM/x] = ((0).{P[M/x]} {d.Q[M/x]})
(L3 N)[M/x] = LIM/x] > N[M/x]
&y[M/x] = &x
M/ = {M e

y  otherwise
assuming u, d, and y are fresh for x.
Definition 2 (Location substitution).
(R= ((0).{P}{d.Q}))[M/&x] = RIM/&x] = ((u) {P[M/&x]} {d.Q[M/&x]})
(L N)[M/&x] = L[M/&x] +> N[M/&x]

M  ifx=y
&y[M/&x| =
VIM/&x] {&y otherwise
y[M/&x] =y
assuming U, d, and y are fresh for x.

Definition 3 (Free variables).

V(M = ((0).{P}{d.Q})) = FV(M) U (FV(P) UFV(Q)) \ (aU {d})
FV(L+> N) =FV(L) UFV(N)
FV(&x) = {x}
FV(x) = {x}



Definition 4 (Free value variables).

FVV(M = ((v) {P}{d.Q})) = FVV(M) U (FVV(P)UFVV(Q)) \ (uU{d})
FVV(L+ N) = FV(L) UFVV(N)
FVV(&x) =10
FVV(x) = {x}
Definition 5 (Free location variables).

FVAM = ((u).{P}{d.Q})) = FVA(M) U (FVA(P) UFVA(Q)) \ (uU {d})
FVA(L +> N) = FVA(L) UFVA(N)

FVA(&x) = {x}

FVA(x) =0

Definition 6 (Lookup).

lookup L as x in P = 3x: Val. (L xxP)

2.2 Typing rules
Well-formed terms A;opER:w

AsgspFM:Val  Aj;eh,a:Vall P:Prop  A;¢;e,i:Val,d:ValF Q: Prop
A; ;=M = ((U).{P}_{d.Q}) : Prop

A;;h,x :wk P Prop Qe {3,v} A;é;pFL:Loc A; ;o N :val
A; ;1 Qx:w. P:Prop A;¢;p FLE N : Prop
A;¢;9 T @ Prop A;¢;9 F L Prop A; ¢;1 F emp : Prop

op € {N\,V,*, =, =} A;¢;9 = P : Prop A;¢;p - Q: Prop
A; ;9 EP op Q: Prop

A;p;p M :Val A;p;p F N : Class X € ¢
A;¢p; = M:N : Prop A; ;) &x : Loc

A; ;¢ F G: Class
A T;¢;9 FT:Class A; ¢;1p - C(G) : Class A;¢;9¢ Fnull : Val

A;p,x; 1 Fx: Val Aspip,a:whka:w
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A, x:whkM:w Ay FM:w— W A;o;pEM i w
A FAxiw. M:w— W A;dp;pEMN W
A; ;- N:val Asps;pEM:w Ao EN:w

A;p;p M :Val

A;¢;9 F M.f — N : Prop

2.3 Proof rules

A; ;9 M=, N : Prop

Standard HO intuitionistic separation logic, extended with the following rules:

AsgspEM:val  Asgsp,u |[PPEP Ajgiep,u,d | QFQ

Asit | Mo (0)-(P}{d-Q)) F M ((0).(PY{d.Q})

A;gp;p L L : Loc A;¢;1p,x = P,Q : Prop

A;¢;1p | Lookup L as x in P * lookup L’ as x in Q- L # L’

A;¢;¢p HL:Var A; ¢p;,x = P Prop A; ¢ Q : Prop

A;¢;1 | (Lookup L as x in P) * Q 4F Lookup L as x in (P * Q)

2.4 Semantics

Types

[w— ']
Jw x ']
[Prop]
[Val]
[Loc]
[Class]
[Int]

[w] — [w]

[w] x [w']

{U € PI(N x S x H) | V& € Perm(A,). Va € U. n(a) € U}
Val

L

T

Z

where Val is the least set satisfying:

Val =2 V W Strings W Val x Val

The order on N x S x H is given as follows:

(n, S, (ho,y by he)) < (my S, (R, by, b)) ifE

v

m<nAS<S Ah, <hl ANhy <hyAh.<h.

C

where all the finite functions are ordered as follows:

f<yg

iff Dom(f) C Dom(g) A Vx € Dom(f). f(x) = g(z)
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Contexts [[6], [¥1], [A] € Set|

S e[¢] ={(E,S) € E, x S| E injective A Dom(E) = ¢ A Rng(E) = Dom(S)}
Ve [¢] =1(x: w) € ¢. [w]
0 € [A] = {6 € E; | Dom(d) = A}

Propositions and Terms ’ [As; ;0 M :w] : [A] x [¢] x [¥] = [w] ‘
[A; ;¢ F T : Prop](d; (E,S);9¥) =N xS x H
[A; ¢34 = L < Prop](d; (E, S);9) = 0
[A; ¢;9 = emp : Prop](d; (E, S);9) = N x S x H
[A;0;9 F PAQ:Prop](d; (E,S);9) = {BENxSxH|

B e [A;¢;9 F P : Prop](d; (E,S);9) A
B € [A;¢;9 F Q: Prop|(d; (E, S); 9)}
[A;¢;9 F PV Q:Prop](d; (E,S);9) = {BeNxSxH|
B e [A;¢;9 F P : Prop](d; (E, S);9) v
B e [A;¢;9 = Q: Prop](d; (B, S);9)}
[A; 69 F P * Q: Prop](8; (E, S);9) = {(n,C, (ho, he,he)) € N x S x H | 3C1, Ca, hu, ho.
C1#Cy N hiF#ho NC = C1UCy A hy = hy U hoA
(n, C1, (ha, he, he)) € [A; ¢34 = P2 Prop](6; (E, 5); U) A
(n, C2, (h2; e, he)) € [As s = Q : Prop](6; (B, S); 9)}
[A; ;¢ F P = Q:Prop](d;(E,S);9) = {BeNxSxH|VB > B.
B’ € [A;¢;4 = P : Prop](d; (E, S);9) =
B' € [A;¢;4 F Q: Prop] (5; (E, S);9)}
[A;¢;9 F Va: w.P:Prop](d; (E,S);¥) = m [A;¢;9,a:whk P:Prop](d; (E,S);¥,a— v)
vE[w]
[A;¢;¢ F Fa: w.P: Prop](d; (E, S);9) = U [A;¢;¢,a:whk P:Prop](d; (E,S);¥,a—v)
velw]
[A;¢,9 M=, N:Prop](d; (E,S);¥) = {BeNxSxH|Im,n e [w].
m = [A;¢;9 = M :w[(6; (B, S);9) A
n=[A;¢;9 EN:w](6; (E,5);9) Am=n}

[A;¢;0,a:whka:w](6;(E,S);9) =9(a)
[A;0;9 EM N :w](5; (F,S),9) =

([As 39 = M 2w — w](8; (B, 9);9))([A; ¢3¢ = N '] (85 (E, S); 9))
[A; ;0 F da:wM:w—'](6;(E,S);9) =

£ [w]. [Aigseh,aw b M:W](5; (B, S); 9]a — v])
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[A; ¢;9p = C(G) : Class](5; (E,S);9) = C([A;¢;9 - G: Class](d; (E, S);0))
[A; ;9 Fe: C:Prop](d; (E,S);9) = {(n,C,(hy,ht,he)) ENXSxH|JoeO,CeC,d ek,
inp(0) = [A; ;9 Fe: Val](d; (E,S);9) A
hi(0) = [A; ¢3¢ - C: Class](; (£, 5); ¥)}
[A; ;¢ F M.f — N : Prop](d; (E,S);9) = {(n,C,(hy,ht,he)) ENXxSxH|JoeO.
ino;a(0) = [A; ¢3¢ = M : Val](d; (E, 5);9) A
ho(0,f) = [A; ¢4 = N : val](0; (E, S);9)}
[A,T;¢;9 - T:Class](d; (E,S);9) = 6(T)
[A; ¢, x;0 Fx:Val](d; (E,S);¥) = S(E(X)
[A; ¢; ¢ F null : Val](d; (E, S);d¥) = null
[A;¢,x;9 F &x : Loc](0;(E,S);¥9) = E(x)
[A;¢;4 F L N : Prop](6; (E,S);9) = {(n,C,H)€NxSxH|I€Dom(C)A
C(l) = [As ¢3¢ = N : Val](d; (£, S); 9)}
where [ = [A; ¢;9 F L : Loc](6; (E, S); ).

[A; 61 - M > {(0)-{P}{d.Q})  Prop] (5, (E, 5), 9) =
{(n, - (hy, ht, he)) €N X S x H | Fo, 8., Ec, X, Z, s, 1.
he([A; ;9 F M :Val] (s, (E, S),9) = (d¢, Ec, X, Z,s,r) A
Vm < n.Vk <m.VC €S.VH € H. Vi,,l, € Loc\ (Dom(C)URng(E,)). Vv, € Val.
(m—1,C,H) € [A;¢;9,u bk P :Prop](4, (E,S),du— v,]) =
(6c; EL, C[ly v 0y, 1, — null], H,s) : safep A
(63 EL, Clly v g, 1, = null], H,s) |y, (C', H') =
(m—k,C'\l;; H') € [A;¢59,0,d = Q : Prop](6; (E, S), 0]t = Uy, d = C'(EL(r))])
\Y
he([A; @59 F M :val] (4, (E, S),d) = (o,m) A hi(o) = (C,6.) A P(C,m) = (X,Z,s,r) A
Vm <n.Vk <m.VC €S.VH ¢ H. Vi,,l.,l; € L, \ Dom(C). Vo, € V.
(m—1,C,H) € [A;¢;9,u kP :Prop](d, (E,S),du — 0,]) =
(8, B',C[ly ¥ Uy, 1, = null,l; — o], H,s) : safes, A
(8, B',C[ly ¥ Ty, 1, — null,l; — o], H,s) |y (C',H') =
(m—k,C'"\l;;H) € [A, ¢;9,1,d - Q : Prop] (6, (E, S), It — v,,d — C'(E'(r))])

where E!, = E.[x — I,z 1,] and E’ = [this 5 [;,X = [, Z > 1,].

Entailment ’ [A;¢;9 | Py,..., P, FQ]: 2‘

[A;¢;9 | Pr,...,Po Q] =V € [A]. V(E,S) € [¢]. V9 € [¢].

( () [2;¢; + P; : Prop](5; (Evs);ﬁ)) C [A;¢39 = Q : Prop] (; (E, S); )

1<i<n
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2.5 Metatheory

Lemma 6. Let
P={U €PN xS xH)|Vr € Perm(A,). Va € U. 7(a)}
Then (P, Q) is a complete Bl-algebra, with BI structure (I,*,—x) given by:

=0
UxV ={(n,CUC’, (hy Uh., hi,he)) | C#C" A hy#hl A
(TL,C7 (h’vahtahc)) € U A (nacla (h;H ht? hC)) € V}

U~V =|J{W € [Prop] | W*U CV}
for U,V € [Prop].
Lemma 7 (Alpha renaming). If A;¢;1 = P : w then,

vé € [A]. V(E,S) € [¢]. V0 € [¢].
[A; ¢3¢ =P w](5; (E, S);9) = [A;7(o); w(y) F w(P) = w] (05 (m(E), S); m())

Lemma 8 (Weakening and strengthening). If A;¢; 0 F P :w, x € ¢ U then,

v8 € [A]. V(E, S) € [¢]. V9 € [¢]. Vi € L, \ Rug(S). Yo; € Val. Yo, € [o/].
[As¢;9 F P:w](05(F,S);9) = [As ¢, %0 = P w](6; (Elx = 1], S[l = v1]);9)
= [A; 50, x : W' F P w](6; (B, S);I[x — va])

Lemma 9. If A;¢;9 - P :w then,

Vo € [A]. VE, Sy, 5. V9 € [¥]. (E,S1),(E,S2) € [¢] AVx € FEVV(P). S1(E(x)) = S2(E(x))) =
[A; g5 B P w](0; (B, 51);:9) = [A; 39 = P w](6; (E, 52);9)
Lemma 10 (Substitution (Logical variable)). If A;¢;¢,a: wh P:w' and A; ;9 = M : w then,
Vo e [A]. Y(E,S) € [¢]. V9 € [¢].
[A; p;h,a: whk P :W'](65;(E,S);9,am [A; ;0 =M :w](5; (E,S);9))
= [A;¢;9 = P[M/a] : '](03 (E, S); 9)

Lemma 11 (Substitution (Program variable)). If A;¢,x;¢ = P : w and A;¢,x;9 B M : Val
then,

Vo € [A]. V(E,S) € [¢,x]. V¥ € [¢].
[A; ¢, %9 = P2 w](6; (B, SIE(x) = [A; 6,9 = M : Val] (65 (E, S); 9)]); 9)
= [A;¢, %9 F P[M/X] : w](8; (E, S); V)

Lemma 12 (Splitting). If A;¢,x;¢ F P : w then,

Vo € [A]. Y(E,S) € [¢]. VU € [¢]. VI € Lg \ Dom(S). Vv € V.
[A;0,x;9 F P :w](d; (E[z — 1], S[l — v]);9)
= [A;¢;1,x : Val,y: Lock Ply/&x] : w](d; (E, S); Ix — v,y — 1))

58



Corollary 1 (Splitting). If A;¢;9,x: Val - P : w then,

Vo € [A]. Y(E,S) € [¢]. V9 € [¢]. VI € Ly \ Dom(S). Vv € Val.
[A;,x;9 F P :w](0; (E[x — 1], S[l — v]);¥) = [A; ¢;9,x: Val b P :w](6; (E,S);dx — v])

Lemma 13. If A;¢p;9 FL: Loc and A;¢;1,x : Val = P : Prop then,

Vo € [A]. Y(E,S) € [¢]. VY € [¢].
[A;¢;9 F lookup L as x in P : Prop](d; (E,S);¥) =
{(n,C,H) e N xSxH|Ie€Dom(C) A
(n,C\1,H) € [A;¢;9,x: Val = P : Prop](d; (E, S);¥[x — C(1)])}

where | = [A; ;9 F L: Loc](d; (E, S); 9).

3 Specification Logic

3.1 Syntax
S, T == {P}s{Q} <M |{P}s{d.Q} <M Specifications
M € Prn(dp)
MS == CA).m: {(¢;v¢){P}-{d.Q}) method specification
r u= I, MS|e program context

We use the notation I'(C) to lookup C’s type variables and I'(C, m) to lookup m’s specification.

3.2 Typing rules

’A;qﬁ;z/}}—S:Spec

Well-formed Specifications

A; ¢;1 = P : Prop A; ;0 FQ: Prop MC ¢
A; ;9 {P}s{Q} <M : Spec

A; ¢ F P Prop A;¢p;1p,d : Val - Q: Prop MC¢
A; ¢y - {P}B{d.Q} <M : Spec

I' : Context

Well-formed Contexts

A;—;1,¢,this - P : Prop A;—;1,¢,this,d F Q : Prop
C(AY.m: ((¢;¢).{P}-{d.Q}) : Context-Spec

Note that we do not allow P and Q to refer to the location of this or ¢.

I': Context MS : Context-Spec
I', MS: Context

€ : Context
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3.3 Proof rules
Statements ’F; & - {P}s{Q} <M ‘

A;¢,x,y;% F P : Prop
Dy As g, %,y 9 B {ly/x|Pix = y{P} < {x}

A;¢,x;1 = P : Prop
5 A ¢, x50 F {[null/x]P}x = null{P} < {x}

T;A; 6, x,y; F {xf = Jxf=y{xf—y}al

T;A;0,x,y;ab {yf—alx=yf{yf—anx=a}a{x}

fields(C) = f1, ...y fn
T Ay x; — F {empx = new C{A)(){x : C{A) Ax.f1 > null*---*x.f,, — null} < {x}

rC)=A TI'(C,m)=((x1){P}{d.Q})
T; Asryy, o9 B {[u/X,y/this]P Ay : C(A)}r = y.m(u){[a/%,y/this, r/d]Q} < {r}

rQ =4 T(Cm)=(uy){P}{dQ})
I A% y; = By : C(A) Ix = y.m{Ve. x — ((u).{Ply/this]|} {d.Qly/this]})} < {x}

igM  0€FVA(P,Q yCFV(B) T;Ay, vk {PIB{dQ}aM

L3 Asy, x4, L {l = &y} .
x = delegate(Gu) {B}
{x > (().{lookup I as z in P[l/&y][z/y]} {d.lookup I as Z in Q[l/&y}([z/y]})} a{x}
anondel)

R=y— () {P}{dQ}) x¢€FV(R) yeo
T A; ¢, %, %9 F {R « P[x/t]}x = y(X){R * Q[x/u, r/d]} < {x}

(delcall)

DiA;0,%y; 0 F{P Ax=y}si{Q}a<M1  T;4;0,%,y;9 F {PA=(x=y)}s2{Q} <My
LA ¢, %,y 90 E{PHE (x == y) {s1} else {s2}{Q} <M1 UM,
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Structural Rules ’F; A;;p H{P}s{Q} <M ‘

D;A;0;9,a: wk {P}s{Q} <My ag FV(P)
;A 50 F {P}s{Va: w.Q} <My

LA 00 F {P}si{Q} aM1  T5A;¢;¢ F {Q}s2{R} <M,

T; A; ;90 F {Phsy;s2{R} < My U My (seq)

Asgip |PEP TiA;¢9 F{P}s{Q} <M A;9i9 |Q FQ
;A5 959 = {P}s{Q} oM

A;¢;1 R : Prop T;A; 059 - {P}s{Q} <M FVV(R)NnM =

T50; 500 - (P *R}s{Q# R} <M (frame)

5 A50;9 F {P}s{Q} <M
;A 6,x¢ F {P}s{Q} <M

[ A; 639 = {P}s{Q} <M
L5 A5 7m(9); m(¥) F Am(P)}m(s){m(Q)} a7 (M)

DA f3p F {Pi}s{Qi} aM1 T5A;0:0 F {P2}s{Qa} <My op e {A,V}
[ A; ¢3¢0 F {P1 op Pa}s{Q1 op Qa} <M1 UM,

;A ¢59,x:w - {P}s{Q} <M A FR:w FV(R)NnM =10
I3 As ¢:1p = {P[R/x|}s{Q[R/x|} <M

[ A; @59 F {lookup | as x in P}s{lookup [ as x in Q} <M
Ty A x990 F {&x =1 AP}s{Q} <M U {x}

Method definitions 'EM: I

(lookup)

;A ¢, ;9 - {P[x/d]}return x; {d.P} <0

A ¢y {PYs{Q} oMy T5A; ¢4 - {Q}s; return x{d.R} <My
5 A; ¢ - {P}s;s; return x{d.R} <M; U My

A;o30 |PEP T3A;¢;0 F{PIB{d.Q'} <M A;¢59 | Q' FQ
;A5 ¢ = {P}B{d.Q} aM
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[;A;9,z;0 F {P AzZ=null}s;return x{d.Q} <M
I'; A; ¢;1p = {P}GZ;s; return x{d.3] : Var. lookup / as Z in Q[I/&Z]} <M\ z

(localvar)

re)=A this, 0 ¢ MUFVA(P,Q)
MS = C(A)m - ((1;).{P} {d.Q})
T, MS; A; 4, this; ¢ F {P}Gz;s; return x{d.Q} <M

I, MS+ G m(Gu) {GZ; s return x; } : MS

Class definitions LIV

'-K:T'x M=M;---M,, Vie{l,---,n}.TFM;:T;
['F class C(T): D {public Cf;AKM} : Tk, Ty,---,T,,

Programs ’1/) F{PIL;C x;s{Q} <M ‘

[:Lll-n F:Fla"'yrn Fl—LzFM \V/ZE{I,,N} F,—viﬂﬂ'_{P}s{Q}QM
Y F{P}L;C %;5{Q} aM

62



3.4 Semantics
Specifications ;60 F S spec] : [A] x [¢] x [¢] — {U € PYN) [0 € U}

[8; 656 - {P}s{Q} <M : Spec](5; (E, 5);9) = {n € N |
Vm <n.Vk <m.VC €S.VH € H.
(m—1,C,H) € [A;¢;9 F P : Prop](; (E, S);¥) ANC#S =
(6; E;CWS; H;s)) : safey, A
(6; E;CWS; H;s) I (S5 H') =
(m—k;S"\ E(¢); H') € [A; 959 = Q: Prop](8; (E, 5| g()); 9) A
vx € 6\ M. S(E() = 5'(B(x))}

[A; ¢;1p = {P}Gz; s;return x{d.Q} <M : Spec](J; (E,S);9) = {n € N |
Vm <n.Vk <m.VC €8S.VH € H. VI, € Loc\ (Dom(C) UDom(S)).
(m—1,C H) € [A;9;¢ P : Prop| (4, (E,S);9) NC#S =
(6; E';Cw S[l, — null]; H;s) : safe, A
(§; E';Cw S[l, — null]; H;s) |y (S H') =
(m— k:§'\ E(6): H') € [As 126 - Q : Propl(5: (B, §'|s)): 01d 2 ' (E'()]) A
¥x € 6\ M. S(E(X) = 5'(E()))
where E' = E[z + [,].

Context Specification ’ [MS : Context-Spec] : {U € P¥N) |0 € U} ‘

[C(A).m: {(T;4).{P}-{d.Q}) : Context-Spec] = {n € N |
Vm < n. Yk < m. Vx,z,s,r. VO € S. V9 € [W]. Vo € [A]. Vi, 1, 1. € Dom(C). Yoy, v, € V.
P(C)=AAP(C,m) =(X,2z,5,r) A
(m—1,C,H) € [A;—;9,this,u F P : Prop](d; ([], [)); ¥[this — v, U — Ty]) =
(8; E,C[ly = vg, Iy v vy, 1, — null], H,s) : safey, A
(8; B,C[ly = g, Iy v g, 1, = null], H,s)) U (S, H') =
(m—Fk,S"\l,Ul,,H") € [A;—;%9,this,tu,d F Q : Prop](d, ([J,[));¥)}

where E = [this + l;, X+ [, 2+ [.] and ¥ = O[this — vy, 0 = V,,d — S'(E(r))].

Context ’ [T : Context] : {U € PHN) |0 € U} ‘

[T : Context] = m [MS : Context-Spec]
MSer

Entailment ’ [T; A; ;9 S : Spec] : 2‘

[T;A; ;¢ S : Spec] =Vn € N.V(E,S) € [¢]. V9 € [¢]. Vo € [A].
n € [T : Context] = n+1¢€[I5A;¢;¢9 FS:Spec](d; (F,S);?)
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Others

[T+ public C m(Cu) B: MS| =Vn € N. n € [[": Context] = n+ 1 € [C.m: MS: Context-Spec]

[T - class C(T) : G {public Cf; AKM} : MSk, MS] =
Dom(MS) = Dom(M) A [I; T F K : T AVi € Dom(M). [[;T F M, : MS;]

[ - {PIL; Cx;s{Q} aM] = [I'; —; %4 - {P}s{Q} <M] A Vi € Dom(L). [T+ L; : T]

where T'; = spec(L;) and T' =T, ..., T',,.

3.5 Metatheory
Lemma 14. IfT;A; ¢;9 F {P}s{Q} <M then FV (s) C ¢.
Lemma 15. IfVi € Dom(L). [T L; : T;] then [T : Contezt] = N.
Lemma 16. Rule (o) is sound.
v € Perm(Ay). [I5 A5 030 F {P}s{Q} <M] = [I'; A;m(¢); 7(¥0)  {m(P) }rr(s){m(Q)} aw(M)]

Proof. Let n,m, k € N such that k <m < n+ 1. Assume n € [I' : Context],

(m—1,C, H) € [A;m(¢);m(¥) = m(P) : Prop](d; (E, S); ¥)
and C#S. By alpha-renaming and equivariance it follows that,

(m—1,C,7 " (H)) € [A;¢;¢ - P : Prop] (6; (r (), $); 7' (1))

Hence,
(r7HE),Cw S, 7 (H),s) : safe,,

and thus by alpha-renaming,
(E,CY S, H,7(s)) : safey,

Correctness: If

(E,CW S, H,(s)) Ix (S, H")
then by alpha-renaming,

(r7H(E),C WS, a7 (H),s) bx (8,7~ (H"))
and thus,
(m —k,S"\ 7 H(E)(¢), 7 (H") € [A; ¢3¢ F Q: Prop](&; (77 (E), §'|x-1(mye)); 7 (V)
and by alpha-renaming and equivariance we thus have that,

(m =k, S\ E(n(¢)), H') € [A;m(¢); m(¢) - 7(Q) : Prop](d; (E, 5" 5(x(4))): V)
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Lemma 17. Rule (frame) is sound.

[; A; 959 - R : Prop ;A 59 F {P}s{Q} <M FVV(R)NM =0
;A ;9 - {PxR}s{Q*R} <M

Proof. Let n,m,k € N such that kK <m <n+ 1. Assume n € [I" : Context],
(m —1,C1, Hy) € [A; ¢3¢ = P2 Prop](3; (E, S); V)
(m —1,Cy, Ha) € [A; 959 F R : Prop](d; (E, S); 9)
C1#Cs, Hi#H,y, and (Cy W Cy)#S.

By assumption,

[A; @59 F{P}s{Q} «M](6; (E, S);9,n + 1)

and thus,
(E,Ch WS, Hy,s) : safe,,

and by safety monotonicity,
(E,C1 W Cy W S, Hy W Hy,s) : safe,,

Correctness: If
(E, Cl W 02 W S, H1 W HQ, S) U’k (S/, H’)

then by the stack and heap frame properties it follows that there exists a S and Hj such that,
(E7CI W Sv H17s) ‘U’k (Si’Hi)

and S’ = CywW S| and H' = Hy W H. Hence,

(m —k, ST\ E(¢), H}) € [A; ¢3¢ = Q: Prop] (8; (B, §'| m(4)); V)
Furthermore,

[A; ¢34 = R Prop](d; (B, S); ¥) = [A; ¢3¢ = R : Prop](6; (B, S| p(g)): ¥)

since Vx € FVV(R). S(E(x)) = S’(E(x)) and thus, by upwards-closure,

(m —k,C2\ E(¢), H2) € [A;¢;9 = R : Prop|(d; (E, 5| 5(4)); V)
and thus finally,

(m —k,(S]WCa) \ E(¢), H] & Hy) € [A; ;¢ = P % R : Prop](d; (E, S| g(4)); V)

65



Lemma 18. Rule (seq) is sound.

DiA; g {P}si{Q}aM1  T54;0;9 F {Q}sa{R} <My
L5 A; 630 F {P}sy;s2{R} <My UM,

Proof. Let n,m,k € N such that kK <m <mn+ 1. Assume n € [I": Context],
(m—1,C,H) € [A; ¢3¢ F P : Prop] (d; (E, S); 9)

and C#S.

Safety: By assumption,
[4; 64 F {P}si{Q} aM1](6; (E, S); 9;m + 1)

and thus,
(E;CWS;H;sy) : safe,,

Hence, for any | < k if (E;CWS; H;s;y s2) |}y err then there exists Iy, 2, .5’, and H' such that,
(B;CwS; Hys) iy (5, H')
(E;S"s H';s2) Ui, err
and [ = [y + l5. Hence,
(m 138"\ E(¢); H') € [A; ¢3¢ = Q= Prop] (8; (B, | m(4)); )

and thus
(E; (S"\ E(¢)) W S'|pg): H',52) : safepn 1,41

Since 1 + 1o =1 < k < m it follows that I < m — [ + 1 and thus
(E;S"sH'\s3) Wi, err

which is a contradiction.

Correctness: If
(E;CWS; Hy sy s2) i (S, H')

then there exists k1, ko, S”, and H” such that,
(B;Cw S Hys1) U, (5", H")
(E; S//a H//; 52) lllw (Slv HI)
and k = k1 + ko. Hence,
(m — k138" \ E(¢); H") € [A; ¢3¢ = Q : Prop](d; (B, S| (4)); ¥)

Furthermore, by assumption,

[4; 39 = {Q}s2{R} < M2 (6 (E, 8" |5(g)); ¥in + 1)
Since 1 < k; we have it follows that ko < (m — k1 + 1) <n+ 1 and thus,

(m—ki+1—ky; S\ E(¢); H') € [A; 639 = R Prop](d; (E, S| p(4)); 9)

and by upwards-closure:

(m—k; 8"\ E(¢); H') € [A; ¢3¢ F R : Prop] (6; (E, S| g()); V)
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Lemma 19. Rule (lookup) is sound.

T;A;¢;¢ - {lookup I as x in P}s{lookup l as x in Q} <M
L5050, 5,9 F {&x =1AP}s{Q} <M U {x}

Proof. Let n,m,k € N such that kK <m <n+ 1. Assume n € [I" : Context],
(m—1;C;H) € [A;¢,%x,9 = &x=1AP : Prop](d; (E, S);9)
and C#S. Then 9(I) = E(x) and,
(m —1;C; H) € [A;¢,%9 b P : Prop](d; (E, S);9)
and by splitting,
(m = 15C5 H) € [A; 5 ,x - P+ Prop|(5; (El, S\ EX)); 9]x = S(EX))])
By the definition of lookup it thus follows that,
(m—1;ClE(x) — S(E(x))]; H) € [A;¢;9 F lookup [ as x in P : Prop](d; (Ele, S\ E(x));¥)
and by assumption:
[A; ¢; 4 - {lookup [ as x in P}s{lookup [ as x in Q} <M[(; (E|4; S\ E(x));¥;n + 1)
Safety: Hence,
(Bly: (CIE(X) = S(E()) (S \ B(x)); H;s) : safe

and by weakening,
(E;CWS; H;s) : safey,

Correctness: Furthermore, if
(E;CW S Hs) Uy (S, H')
then since x ¢ FV(s) it follows that,
(Ely; CW S Hys) U (S, H')
and thus,
(m—k; S"\ E(¢); H') € [A; ¢;9 - lookup [ as x in Q : Prop](d; (E|g, S| 5(s)); )
By the definition of lookup we thus have that F(x) € Dom(S’ \ E(¢)) and
(m = k; 8"\ E(¢,x); H') € [A; ¢39h,x = Q : Prop](&; (Ely, 5’| 5(e)); Vx = (S \ E(¢))(E(x))])
and by splitting,

(m —k; S"\ E(¢,x); H') € [A; ¢, %9 = Q : Prop](d; (E, S| p(sx)); V)
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Lemma 20. Rule (anondel) is sound.

aUy=FV(B) Ay, 059 F{P}B{d.Q} <M igM
A;y;p,u b P Prop A;y;¢,u,dFE Q: Prop

U A5y, x4, L {1 = &y}
x=Au. {B}; B B
{x— ((@).{lookup | as z in P[l/&Y][Z/y]}-{d.lookup &I as z in Q[I/&Y][Z/y]})} < {x}
Proof. Let n,m,k € N such that kK <m <n+ 1. Assume n € [I": Context],
(m —1,C,H) € [A;9,x9,1 | = &Y : Prop](5; (£, 5); )

and C#S. If,
(B;CwS; Hix = Au{B};) 4y (S, H')

then S = CW S[E(x) — ] and H = H[l — (4,E.,B)]) where E. = Ely, k = 1 and
I ¢ Dom(C'W S).

Let ¥ <m/ <m—1,C.€S,H, € H,1,,1, € Loc\ (Dom(C,) URng(E.)),?, € V such that,
(m' —1,C., H.) € [A;¥,x;9,1,u - lookup I as z in P[l/&y][z/V] : Prop](6; (E,S"); Iu + v,])
Hence,
(m'—1, CAB), Ho) € [A;9,%,1,8,2 - PI/&5][2/5] : Prop] (6; (B, §'); 9] — 0,2 > Co( BG))])
and by strengthening and renaming,
(m' —1,C.\ B(5), Ho) € [A; —5,1,5,5 - P[I/&y] : Propl(8; ([, [); 9[d > 02,5 > Co(E®))))
and splitting,
(m'—1,CAB), Ho) € [A9, 600 b P s Prop] (8; ([7 - E(),0 > L [BG) > CalBE)) T = 51): 9])
Futhermore, by assumption,
[A;9, ;9 = {PYB{Q} <M](&; ([y = E(¥), 0+ L], [EF) = Ce(B(Y)): lu = 1)) 0]ysn +1)
and since ¥ <m’ <n+1,
(8, E';C.\ E(Y) & [E(y) = Ce(E(Y)),ly = Vg, 1, — null]; He,s) : safep
where E' = [y + E(Y), 0+ ly,z > [.]. Safety follows by safety monotonicity.
Correctness: 1If,
(8, E'; Celly = g, 1, +> null]; Hess) Yp (S”, H)
then,
(m'—k',S"\E'(u,y), H") € [Asy,0;4,d = Q : Prop] (& ([y = E(Y),0 = lu], 8" | pr(ag); Vs [d — S”(E'(r)])

and since o € M, S”(l,,) = U,. By splitting and renaming we thus have that,

(m' — k', 8"\ E'(y,0), H") € [A; =4, 1,2,0,d F Q[I/&y][z/3] : Prop] (5; ([], [));¥)
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where ¢ =¥z — S"(E(y)), U +— U;,d — S”(E'(r))]. By weakening,

(m' =K, 8"\ E(y,u), H") € [A;¥,x%,1,2,0 - Q[I/&y][z/y] : Prop](3; (E, S');¥')
and hence,
(m' — k', 8"\ Iy, H") € [A;¥,%;9,1,u,d I lookup I as z in Q[I/&y][z/y] : Prop](d; (E,S");¥")
where 9" = 90 — U, d — S”(E'(r))]. O
Lemma 21. Rule (delcall) is sound.

R=y— ((@{P}{dQ}) xgFV(R) yeco¢
[ A;0,%, %9 = {R+ P[x/ux = y(x); {R * Q[x/u, x/d]} < {x}

Proof. Let n,m,k € N such that kK <m <n+ 1. Assume n € [I" : Context],

(m —1;C1; Hi) € [A;,%,x¢ Fy = ((0).{P}-{d.Q}) : Prop](é; (£, 5); V)
(m —1; Ca; Ha) € [A;¢,%, %39 k= P[x/u] : Prop](d; (E, S);9)
H, (E(Y)) = (5caEca u,z,s, r)
Cl#CQ, Hl#H27 and (01 O] CQ)#S

By strengthening, splitting, renaming and upwards-closure it follows that,
(m —1;C1; Hy) € [A; 0,59 Fy = ((0).{P}{d.Q}) : Prop](d; (Elsx, S|e(s.%); V)

and
(m —2;Cy; Ha) € [A;¢,%;9, 0 F P2 Prop](0; (Elgx S|E(sx): VU — S(E(X))])

Hence, - -
(8¢, EL; Colly — S(E(X)),l, — null]; Ha;s) : safe,, 1

where E!, = E.[u — lu,Z L]

Correctness: If
(0e, E;CWS; Hyx=y(x);) dr (S, H")

then
(0, EL; Cw S[l, = S(E(x)),l, — null]; H;s) Yx_1 (S”, H")

and S’ = S"[E(x) — S”(E.L(r))] and H' = H"”. By the stack and heap frame property there
exists C and H} such that,

(8¢, EL; Ca[ly, = S(E(x)), 1, + null]; Ha;s) {p_1 (Ch, H))
and §” = C1 W SWCY, and H” = H; W H). Hence,
((m—1) = (k—1); C5 \ Lu; Hj) € [A; ¢, %9, u,d F Q : Prop](8; (Bl Sl E(s5)): ¥)

where ¥ = Yo — S(E(X)),d — C,(E.L(r))]. Since S"(E(¢,X)) = S(E(4,X%)), by splitting and
renaming it follows that,

(m —k; C \ lu; Hy) € [A; 6,51, x = Q[x/T, x/d] : Prop] (85 (Elgx, 8" | p(s,0); 9lx = C(EL(1)])
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and by splitting again,
(m — k; C3 \ Lz H) € [A30,%, 9 = Q[x/T, x/d] : Prop](8; (B, 8" | s, E(x) = C(E.(r))]);¥)
Hence, by upwards-closure,
(m —k; (S C3) \ B(6,%,x); Hy) € [A;0,%,x;9 = Q[x/u, x/d] : Prop] (3; (£, S'| p(px); V)

and since 1 < k and x ¢ FV(R) it follows by upwards-closure and strengthening and weakening
that,

(m = k; C1; Hy) € [A;6,%,x59 Fy = ((0).{P}{d.Q}) : Prop] (&; (E, §'| p(6.2); V)

Lemma 22. Rule (localvar) is sound.

;A5 4,29 F {P Az =null}s; return x{d.Q} <M
[;A; ¢34 F {PYGz;s; return x{d.3] : Var. lookup [ as z in Q[l/&z]} <M\ z

Proof. Let n,m,k € N such that kK <m <n+ 1. Assume n € [I" : Context],
(m —1;C; H) € [A; ¢34 = P2 Prop](d; (E, 5); 9)
C#S and [, € L, \ Dom(C ¥ S). By weakening,
(m —1;Cy H) € [A;6,2;9 = P2 Prop](6; (E, §'); 9)
for E' = B[z 1,] and S’ = S[l, = null]. Since C#S’,
(E',CwWS' H,s):safey

and if,
(E',CwS' H,s) | (8", H")

then
(m —k; S"\ E'(¢,2); H') € [A;6,2;4,d - Q : Prop](d; (E', Sy (4 z)): 9[d = S (E'(x))])
splitting the zs into their values and locations we get:
(m— ks S"\ E'(6,2); H') € [A; 6, 2,1, d - QUI/&c2) : Propl(8; (B4, S} g)); )
where ¥/ = 9[d +— S”(E'(x)),z +— S”(1.),1 + I.]. Thus, by definition,
(m—k,S"\ E'(¢); H') € [A; $;%,1,d - Lookup [ as z in Q[l/&Z] : Prop](5; (E'|4, S}E,w));ﬂ”)

where ¥ = 9[d — S"(E'(x)),l — L.]. O
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4 Examples
Proof outline of append

public static Node(X) append(X)(Node(X) front, Node(X) tail) {
Node(X) tmp, tmp2;
{ list(front, xs, P) = list(tail, ys, P) }
if(front == null) {
{ front = null A list(front, xs, P) * list(tail, ys, P) }
{ xs =[] A list(tail, ys, P) }
{ list(tail, xs@ys, P) }
return tail;
{ r. list(r, xs@ys, P) }
1 else {
{ front != null A list(front, xs, P) * list(tail, ys, P) }
{ 3v, xs', n, x. xs = viixs' A front.next — n * front.item — x
x P(x, v) * list(n, xs', P) = list(tail, ys, P) }
tmp2 = front.next;
{ v, xs', x. xs = viixs' A front.next — tmp2 * front.item — x
* P(x, v) * list(tmp2, xs’, P) * list(tail, ys, P) }
tmp = append(X)(tmp2, tail);
{ v, xs’, x. xs = vixs' A front.next — tmp2 * front.item — x
* P(x, v) * list(tmp, xs'Qys, P) }
front.next = tmp;
{ v, xs', x. xs = viixs' A front.next — tmp * front.item — x
* P(x, v) * list(tmp, xs'Qys, P) }
{ list(front, xs@ys, P) }
return front;
{ r. list(r, xs@ys, P) }
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Chapter 2

State, sharing and concurrency in

Ct
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Modular Reasoning about Separation
of Concurrent Data Structures

Kasper Svendsen', Lars Birkedal®, and Matthew Parkinson?

L IT University of Copenhagen, {kasv,birkedal}@itu.dk
2 Microsoft Research Cambridge, mattpark@microsoft.com

Abstract. In a concurrent setting, the usage protocol of standard sep-
aration logic specifications are not refinable by clients, because standard
specifications abstract all information about potential interleavings. This
breaks modularity, as libraries cannot be verified in isolation, since the
appropriate specification depends on how clients intend to use the library.

In this paper we propose a new logic and a new style of specifica-
tion for thread-safe concurrent data structures. Our specifications allow
clients to refine usage protocols and associate ownership of additional
resources with instances of these data structures.

1 Introduction

Why? One of the challenges of specifying the abstract behavior of a library is
that the appropriate specification depends on the context in which the library is
going to be used. Consider the case of simple bag library with operations to push
and pop elements from the bag. In a sequential setting the standard separation
logic specification is:

{bag, (x, X)} x.Push(y) {bag, (x, XU {y})}
{bag.(x,X)} x.Pop() {ret. (X =0 A ret = null A bag,(x, X)) V

(3Y. X =Y U {ret} A bag.(x,Y))}
bag, (x, X) * bag,(x,Y) = L

Here bag, is an abstract predicate, i.e., implicitly existentially quantified, so
that clients cannot depend on its definition [2], x is a reference to a bag object,
and X and Y range over multisets of elements. The implication in the third line
expresses that the bag, predicate cannot be duplicated. Hence this specification
enforces that clients follow a strict usage protocol, with a single exclusive owner
of the bag object. On the other hand, this specification allows the owner of the
bag to track the exact contents of the bag. In other words, bag,(x,X) asserts
full ownership of the bag and that the bag contains exactly the objects in the
multiset X.

Now consider a client of the bag library and suppose this client wants to
implement a bag of independent tasks scheduled for execution. This client might
not care about the exact contents of the bag, only that each task in the bag
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owns the resources necessary to perform its task. In addition, this client might
wish to share the bag to allow multiple users to schedule tasks for execution.
Thus this client might prefer the following specification for shared bags:

{bag,(x, P) * P(y)} x.Push(y) {bag,(x, P)}
{bag,(x,P)} x.Pop() {ret. bag,(x,P) x (ret =null v P(ret))}

bag,(x,P) = bag,(x, P) * bag,(x, P)

This specification allows more sharing, but it does not track the exact contents
of the bag. Instead, it allows clients to associate additional resources with each
element of the bag using the P predicate, and to freely share the bag as expressed
by the implication in the third line. Clients thus transfer P(y) to the bag when
pushing y, and receive P(ret) from the bag, when pop returns a non-null element.

In a sequential first-order setting without reentrancy, the standard separation
logic specification suffices. Using techniques from fictional separation logic [11],
clients can refine the standard specification to allow the additional sharing of
the shared bag specification. However, in a concurrent setting, it is easy to come
up with a non-thread-safe implementation (without synchronization), that sat-
isfies the standard specification (as it enforces a single exclusive owner), but not
the shared bag specification. Hence, in a higher-order concurrent setting with
reentrancy, this type of refinement is unsound!

What? The key challenge is to provide a logic that enables clients to refine
the specifications to their requirements in a concurrent setting. In this paper
we propose such a logic, called Higher-Order Concurrent Abstract Predicates
(HOCAP), and a new style of specification for thread-safe concurrent data struc-
tures.? This style of specification allows clients to refine the usage protocol and
associate ownership of additional resources with instances of the data structure,
in a concurrent higher-order setting.

How? Observe first that while it is not sound to refine specifications to al-
low more sharing in a concurrent setting, it is sound to refine specifications to
permit less sharing. Thus we will start with a weak specification that allows
unrestricted sharing of instances of the data structure, and then let clients refine
this specification as needed.

To reason about sharing we partition the state into regions, with protocols
governing how the state in each region is allowed to evolve, following earlier work
on concurrent abstract predicates [5]. Our new program logic, HOCAP, also uses
phantom fields — a logical construct akin to auxiliary variables, that only occur
in the logic.

To support abstract refinement of library specifications, we propose to verify
the implementation using a region to share the concrete state of the implementa-
tion, with a fixed protocol that relates the concrete state of the implementation

3 We consider a concurrent data structure thread-safe if each of its methods has one

or more synchronization points, where the abstract effects of the method appear to
take affect. See Related Work for a discussion of the relation to linearizability.
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with an abstract description of the state of the data structure. To refine this spec-
ification, clients define a region of their own, with a protocol on the abstract state
of the data structure. For soundness, these two regions must evolve in lock-step
and synchronize when the abstract state changes (in synchronization points).
We do so by giving each region a half permission to a shared phantom field;
synchronization can then be enforced since updating a phantom field requires
full permission. Half permissions have previously been used to synchronize local
and shared state [14]; here we are using it to synchronize two shared regions.
For the bag example, we introduce a phantom field cont that contains the
abstract state of the bag: a multiset of references to the elements in the bag.
The bag constructor also returns a half permission to the phantom field cont:

{emp}new Bag(){ret. bag(ret)  retcont 2 0}

Here reteont i) () asserts partial ownership of the phantom cont field. Since the
client obtains half the cont permission upon calling the constructor, the library
cannot update the cont field on its own. To allow the library to update cont
in synchronization points, we therefore transfer the library’s half-permission to
the client and require the client to update the phantom field with the abstract
effects of the method, and then transfer a half-permission back to the library.
When the client updates the phantom field, the client is forced to prove that the
abstract effects of the method is permitted by whatever protocols the client may
have imposed on the abstract state.

We express the update to the phantom cont field using a view-shift [4]. Con-
ceptually, a view-shift corresponds to a step in the instrumented semantics that
does not change the concrete machine state. View-shifts, written P C Q, thus
generalize assertion implication by allowing updates to phantom fields (given
sufficient permission) and ownership transfer between the local state and shared
regions.

The bag push method thus requires the client to provide a view-shift, to
update the abstract state from X to X U {y} in the synchronization point:

vX. Xcontgx*PEXcontgxu{y}*Q

{bag(x) * P}x.Push(y){bag(x) * Q}

Here, P and Q are universally quantified and thus picked by the client. Hence,
the client can use P and Q to perform further updates of the instrumented state
in the synchronization point and relate the new abstract state with its local
state. We thus refer to P and Q as synchronization pre- and post-conditions.

Likewise, the bag pop operation requires two view-shifts; one, in case the bag
is empty in the synchronization point, and another, in case the bag is non-empty
in the synchronization point:

Xcont ’ﬁ @* P C Xcont 'ﬁ @ * Q(null)
VX VY. Xeont 25 XUy} # P xeamt 225 X % Q(y)
{bag(x) * P}x.Pop(){bag(x) * Q(ret)}
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Finally, the bag predicate is freely duplicable:
bag(x) = bag(x) * bag(x)

Note that since P and Q are universally quantified — our logic is higher order —
the client could potentially pick instantiations referring to the library’s region,
thus introducing self-referential region assertions. To prevent this, we introduce
a notion of region type and a notion of support, as an over-approximation of
the types of regions a given assertion refers to. Our formal bag specification
(presented in Section 3) thus impose support restrictions on P and Q to ensure
the client does not introduce self-referential region assertions.

We also use region types to break a possible circularity in the model caused
by higher-order protocols. In particular, instead of assigning protocols to indi-
vidual regions, we assign parameterized protocols to region types. This allows
us to reason about higher-order protocols that refer to the region types — and
thus, implicitly, the protocol — of other regions. We show that this well-behaved
subset of higher-order protocols, called state-independent protocols, suffices for
sophisticated libraries, such as the Joins library [16].

To summarize, our new logic and specification methodology allows clients to
refine the usage protocol of the bag. It also allows clients to transfer ownership
of resources to the bag, by transferring them to a client region synchronized with
the abstract state of the bag.

Related work. Jacobs and Piessens introduced the idea of parameterizing the
specification of concurrent methods with ghost code, to be executed in synchro-
nization points [10]. Here we build on their idea, but use a much stronger logic
based on CAP [5], to address the two main problems with their approach.

Instead of regions with protocols, Jacobs and Piessens use ghost objects —
data structures built from ghost variables — with handles that represent par-
tial information about the data structure and permissions to modify it. This
approach is problematic since ghost objects are entirely first-order; while they
can refer to other ghost objects, they cannot take ownership of state. Hence,
they cannot derive the shared bag specification, as it explicitly allows clients to
associate additional resources with each element in the bag. Instead, they let the
client create the synchronization primitive (locks in their examples) protecting
the concurrent data structure. This allows the client to pick a lock invariant
containing both the state of the concurrent data structure and any additional
resources the client may have associated with the data structure. But this breaks
abstraction completely; in particular, it exposes internal implementation details
to the client (the synchronization primitive used) and it requires the client to re-
prove the shared bag specification every time it is needed. We solve this problem
using higher-order protocols.

The other main problem with the approach in [10] is a lack of support for
reasoning about ghost objects. Jacobs and Piessens provide a single instance
— ghost bags — that has been verified directly in the semantics. Any further
ghost objects have to be defined in terms of ghost bags or proven directly in
the semantics. It is unclear how expressive these ghost objects are; for instance,

76



whether they can express monotonic state changes. Here, we address this issue
by providing a generic logic for reasoning about CAP.

CAP was designed to verify concurrent data structures [5]. However, the orig-
inal specifications and proofs are non-modular in the sense that implementations
have been verified against unrefinable specifications with fixed usage protocols.

Recently, Dodds et. al. introduced a higher-order variant of CAP to give a
generic specification for a library for deterministic parallelism [6]. While their
proofs make explicit use of nested region assertions and higher-order protocols,
the authors failed to recognize the semantic difficulties these features introduce.
Consequently, their reasoning is unsound. In particular, their higher-order rep-
resentation predicates are not stable. (See Appendix E for concrete counter-
examples.)

Another approach for achieving modular reasoning is to prove concurrent
implementations to be contextual refinements of coarse-grained counterparts —
thus taking the coarse-grained counterparts as specifications. Previous efforts
for proving such contextual refinements have mostly focused on indirect proofs
through a linearizability property on traces of concurrent libraries [9, 7]. So far,
this approach lacks support for transfer of ownership of resources between client
and library. More recently, there has been work on proving such contextual re-
finements directly, using logical relations [21]. Unless combined with a program
logic, both of these approaches restrict all reasoning to statements about contex-
tual refinement or contextual equivalence. As our approach demonstrates, if a
Hoare-style specification is what we are ultimately interested in, then contextual
refinement is unnecessary; what we really want is a generic specification that is
refinable by clients.

Conceptually, linearizability aims to provide a fiction of atomicity to clients
of concurrent libraries. Our approach does not. Instead, we aim to allow clients
to reason about changes of the abstract state in synchronization points inside
concurrent libraries. To illustrate the distinction, consider an extension of the
bag library with a Push2(x, y) method that takes two elements and pushes
them one at a time (i.e., with the implementation Push(x); Push(y)). This
method is not linearizable, as it has two synchronization points. However, it still
has a natural specification expressed in terms of two view-shifts, one for each
synchronization point:

YX. Xeont 25 X % P C xeomt =2 XU {y} % Q
VX, Xeont 210 X % Q T xeone -1 XU {z} ¥ R
{bag(x) * P}x.Push2(y,z){bag(x) * R}

From this specification, a client can derive a natural shared bag specification:
{bag, (x, P) = P(y) x P(z) }x.Push2(y, z){bag,(x,P)}

Contributions. We propose a new style of specification for thread-safe concur-
rent data structures. Using protocol synchronization, this style of specification
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allows clients to refine the usage protocol of concurrent data structures. More-
over, using nested region assertions and state-independent higher-order proto-
cols, our specification style allows clients to associate additional resources with
the data structure.

Technically, we realize the ideas by developing HOCAP, a higher-order sep-
aration logic for a subset of Cf featuring named delegates and fork concurrency.
The logic allows two or more protocols to be synchronized and evolve in lock-step.
In addition, we support nested region assertions, state-independent higher-order
protocols, and guarded recursive assertions. We present a step-indexed model
of the logic and use it to prove the logic sound. We emphasize that unlike ear-
lier versions of CAP, our logic includes sufficient proof rules for carrying out all
proofs (including stability proofs) of examples in the logic, i.e., without passing
to the semantics.

Lastly, we demonstrate the power and utility of the logic by verifying a library
for executing tasks in parallel, based on Doug Lea’s Fork/Join framework [12].
We have also used to logic to specify and verify the Joins library [16] and clients
thereof, but that will be described in a separate paper.

2 The logic

Our logic is a general program logic for a subset of Cf, featuring delegates re-
ferring to named methods* and an atomic compare-and-swap statement. New
threads are allocated via a fork statement that forks a delegate. Each thread has
a private stack, but all threads share a common heap. We use an interleaving
semantics.

The specification logic is an intuitionistic higher-order logic over a simply
typed term language, and the assertion logic an intutionistic higher-order sepa-
ration logic over the same simply typed term language. Types are closed under
the usual type constructors, —, x, and +. Basic types include the type of asser-
tions, Prop, the type of specifications, Spec, the type of CF values, Val, and the
type of fractional permissions, Perm.

2.1 Concurrent Abstract Predicates

Recall that the basic idea behind CAP is to provide an abstraction of possible
interference from concurrently executing threads, by partitioning the state into
regions, with protocols governing how the state in each region is allowed to
evolve. Requiring all assertions to be stable — i.e., closed under protocols — and
proving all specifications with respect to arbitrary stable frames, then achieves
thread-local reasoning about shared mutable state.

4 Anonymous delegates in C* may capture the l-values of free variables and hence the
semantics and logic for anonymous methods is non-trivial, see our earlier paper [19].
Those semantic issues are orthogonal to what we discuss in the present paper and
hence we omit anonymous delegates here.
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Following earlier work on CAP [5], we use a shared region assertion, written

E“t’a, which asserts that r is a region and that the resources in region r satisfies
the assertion P. Unlike earlier versions, the region assertion is also annotated
with a region type t and a protocol argument a, since we assign parameter-
ized protocols to region types instead of regions, as mentioned above. Region
assertions are freely duplicable and thus satisfy,

@r,t,a N @r,t,a N Er,t,a (1)

Protocols consist of named actions and updates to a shared region requires own-
ership of a named action justifying the update. Protocols are specified using
protocol assertions, written protocol(t, ). Here t is a region type and | is a para-
metric protocol. We use the following notation for a parametric protocol | with
parameter a and named actions o, ..., Gyt

I(a) = (0&1 : (Al) Py~ Ql;"' ; Qi L (An) Py ~ Qn)

Here 4; is a context of logical variables relating the action precondition P; with

the action post-condition Q;. The action «; thus allows updates from states

satisfying P; to states satisfying Q;. We use I(a)[a;] to refer to the definition of the

a; action in protocol | applied to argument a. Hence, 1(a)[a;] = (4;). P; ~ Q;.
r,t,a rta

We use E]I' as shorthand for E] * protocol(t, I).

We can distinguish different client roles in protocols through ownership of
named actions. An action assertion [a]] asserts fractional ownership of the
named action « on region r with fraction 7. Fractions are used to allow multiple
clients to use the same action. We can split or reassemble action assertions using
the following property,

[pq & [efp * [l (2)

where p,q,p + q are terms of type Perm — permissions in (0, 1].
An assertion p is stable if it is closed under interference from the environment.
In the absence of self-referential region assertions and higher-order protocols, the

rta . . . .
region assertion, E]I is stable if P is closed under all I(a) actions:’

vy valid(P A P;() = 1) V valid(Q;(7) = P)

for all ¢, where 1(a)[a;] = (X). P;(X) ~ Q;(X).

Example. To illustrate reasoning about sharing, consider a counter with read
and increment methods. Since the count can only be increased, this counter
satisfies the specification of a monotonic counter [15]:

{counter(x,n)} x.Increment() {counter(x,n + 1)}
{counter(x,n)} x.Read() {ret. counter(x,ret) x n < ret}

counter(x, n) = counter(x, n) * counter(x, n)

5 This is a formula in the specification logic; P and Q are assertions and for an assertion
P, valid(P) is the specification that expresses that P is valid in the assertion logic.
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Here counter(x,n) asserts that n is a lower-bound on the current count. Hence
we expect that this predicate can be freely duplicated, as expressed by the third
line above.

To verify a counter implementation against this specification, we place the
current count in a shared region, with a protocol that allows the current count
to be increased. Assertions about lower bounds are thus invariant under the
protocol. If the counter implementation maintains the current count in field
count, then we can specify the counter protocol as follows:

r,Counter,x

def
counter(x,n) = 3r, 7. [INCR] * ’ Jm. n < msx.count = m |

where | is a parametric protocol with parameter x and a single action INCR, that
allows the count field of x to be increased:

I(x) = (INCR : (m,k : N). x.count = m % m < k ~» x.count — k)

Here we have used a fixed region type Counter for the counter region r. Since
fractional permissions can always be split (2), and region assertions always dupli-
cated (1), it follows that counter(x, n) = counter(x, n) x counter(x, n), as required
by the specification. Since the shared region assertion in counter(x,n) contains
no self-referential region assertions or higher-order protocols, to prove it stable,
it suffices to show that,

Vm, k. valid((3m : N. n < m xx.count — m) A (x.count — m+m < k) = 1) v

valid(x.count — k = (3m : N. n < m % x.count — m))

This follows easily by case analysis on n < k.6 Lastly, to verify the implementa-
tion of Increment and Read, we have to prove they satisfy the protocol, namely
that they do not decrease the current count. This is easy.

2.2 Higher-order Concurrent Abstract Predicates

As the above example illustrates, we can use CAP to reason about a shared
counter by imposing a protocol on the shared count field. Since this is a protocol
on a primitive resource (the count field), first-order CAP suffices. To reason
about examples, such as the shared bag, which associates ownership of general
resources — through the P predicate — with a shared bag, we need Higher-Order
CAP. In particular, to define the bag, predicate requires region and protocol
assertions containing the predicate variable P.

To support modular reasoning about region and protocol assertions contain-
ing predicate and assertion variables, ideally, we want to treat predicate and
assertion variables as black boxes. For instance, consider the assertion,

r,t

QY "« protocol(t, ) (3)

6 As usual, < is a decidable predicate so we are free to do case analysis on n < k.
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where | is the parametric protocol I(—) = (7 : P ~» P) expressed in terms of the
assertion variable P. Treating P as a black box, Q is clearly stable if P is stable,
as Q asserts that P holds of the resources in region r, which is clearly closed
under the protocol |. However, in general P could itself be instantiated with re-
gion and protocol assertions, introducing the possibility of self-referential region
assertions and turning | into a higher-order protocol. This makes reasoning sig-
nificantly more challenging. In particular, some self-referential region assertions
do not admit modular stability proofs, as there exists instantiations of P with
stable assertions for which Q is not stable. Furthermore, higher-order protocols
introduce a circularity in the definition of the model.

Self-referential region assertions. To see how self-referential region asser-
tions can break the modularity of stability proofs, consider assertion p below:

. -
PLxio 0 r * protocol(t’, J),

where J is the protocol with a single a action that allows the y variable to be
changed from 0 to 1, provided region r owns variable x and x is zero:

3(=) = (a0 Ty 0 [ 0wy 1)

Then P is stable, because P asserts full ownership of the x variable, ensuring
that the environment cannot perform the « action, as x cannot also be owned
by region r. However, the region assertion q defined above is not stable when

instantiated with this P, as Em’ asserts that region r does own x, thus allowing
the environment to perform the « action. As this example illustrates, some self-
referential region assertions thus do not admit modular stability proofs. A similar
problem occurs when reasoning about atomic updates to shared regions.

Support. To ensure modular reasoning about stability and atomic updates
to shared regions, we require clients to explicitly prove that their instantia-
tions of predicate variables do not introduce self-referential region assertions. To
facilitate these proofs, we introduce a notion of support, which gives an over-
approximation of the types of regions a given assertion refers to.

An assertion P is supported by a set of region types A, if P is invariant under
arbitrary changes to the state and protocol of any region of a region type not
in A. To support modular reasoning about hierarchies of concurrent libraries,
instead of reasoning directly in terms of sets of regions, we introduce a partial
order on region types and reason in terms of upwards-closed sets of region types.
More formally, we introduce a new type, RType, of region types with a partial
order < : RType x RType — Spec, with a bottom element 1 : RType and
finite meets. We say that an assertion P is dependent on region type t if it is
supported by the set of region types greater than or equal to t. We introduce two
new specification assertions, dep,indep : RType x Prop — Spec for asserting that
an assertion is dependent and independent of a given region type, respectively.
Figure 2 in Appendix A contains a set of natural inference rules for dep and
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indep, for instance, one expressing that if P is dependent on region type t;, then
rta,a |
@ s dependent on the greatest lower bound, of t; and t,.

r.t,a
Whenever we reason about region assertions, E] we thus require that P is
independent of the region type t. This excludes self-referential region assertions

through protocols (such as in (3)), and through nested region assertions (such
r.t,a

r,t,a
as @ ).

Stability. General higher-order protocols would introduce a circularity in the
definition of the model. We break this circularity by exploiting the indirection
of region types — i.e., that we assign protocols to region types instead of indi-
vidual regions. This allows us to support protocols with assertions about the
region types of regions, but without assertions about the protocols assigned to
those region types. Technically, we enforce this restriction by ignoring protocol
assertions in action pre- and post-conditions when interpreting protocols. The
parameterized higher-order protocol I,

I(x) = (x + 0 * protocol(t,J) ~» x — 1 x protocol(t, J))

is thus interpreted as I(x) = (x — 0 ~» x > 1). The interpretation simply ignores

the protocol(t, J) assertion (See definition of act in the technical report).
r.ta |
In the absence of self-referential region assertions, a region assertion @I is

stable under the « action, if P is closed under the action pre- and post-condition
of the a action of I(a) and | is a first-order protocol. If | is a higher-order protocol,

r.t,a
then the assertion EI is stable under the « action, if P is closed under the
action pre- and post-condition of the a action of I(a) and p is also protocol-pure.
We thus have the following proof-rule for stability:

1(a)[a] = (X).1p(X) ~ 14(X) vx. valid(P A l,(X) = L) Vvalid(I4(X) = P)
indep, (P) indep,(Q) stable(P * Q) pureprotocol(P) pureg..(Q)

stablel, (E:’t’a * Q)

Here pure,orocol a1d pureg,,. are propositions in the specification logic; pure,stocol (P)
expresses that P is invariant under any changes to protocols and pureg.,.(P) ex-
presses that P is invariant under any change to the local or shared state. Figures

3 and 4 in Appendix A give inference rules for proving pure, gioco and pureg .
assertions. The SA proof-rule thus allows us to prove stability of region asser-
tions, by first “pulling out” any protocol assertions, Q, from the region assertion.
We say that an assertion is expressible using state-independent protocols if the
protocol assertions can be “pulled out” in this sense. Formally,

SA

sip = AP : Prop. 3Q,R : Prop. valid(P <> Q * R) A pure oocoi(Q) A puregee(R)

In particular, if P < Q % R and pureg,;.(R), then E]Ir’t@ & @Ir’tﬁa * R. Thus, if

)t
sip(P), then @: ® can be rewritten to a form that satisfies the PUre, otocol PrEMISE
of the SA rule. Expressibility using state-independent protocols is closed under
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conjunction and separating conjunction, but in general not under disjunction
or existential quantification. To achieve closure under existential quantification,
Ix : X. P(x), we have to impose a stronger restriction on the predicate family P.
Namely, P has to be uniformly expressible using state-independent protocols:

usipy 2 AP : X — Prop. 3R : Prop. 3Q : X — Prop. pure ..
Vx € X. (P(X) = Q(X) * R) A pureprotocol(Q(x))

(R) A

Then we have that usipx(P) = sip(3x € X. P(x)).

2.3 View-shifts.

Phantom state. Proofs in Hoare logic often employ auxiliary variables [13],
as an abstraction of the history of execution and state. To support this style
of reasoning, without changing the formal operational semantics, we instrument
our abstract semantics with phantom fields.

We thus extend our logic with a phantom points-to assertion, written x¢ By v,
which asserts partial ownership, with fraction p, of the phantom field f on object
x, and that the current value of the phantom field is v.

Phantom fields live in the instrumented state and are thus updated through

view-shifts. Updating a phantom field requires full ownership of the field (x¢ N

vi C X N V2).7 A fractional phantom field permission can be split and re-
assembled arbitrarily. As a partial fraction only confers read-only ownership, two
partial fractional assertions must agree on the current value of a given phantom
field (x¢ N V] * Xg 23 Vo = v = va). To create a phantom field f we require that
the field does not already exist, so that we can take full ownership of the field.
We thus require all phantom fields of an object o to be created simultaneously
when o is first constructed (in the proof rule for contructors, see the technical
report [20]).

Simultaneous updates. To support synchronization of two regions by split-
ting ownership of a common phantom field, we need to update the value of the
phantom field in both regions simultaneously. Previous versions of CAP have
only supported sequences of independent updates to single regions. To support
synchronization of protocols we thus extend CAP with support for simultaneous
updates of multiple regions.

We have chosen a semantics that requires that updates of regions have the
same action granularity (you cannot have one simultaneous update of two re-
gions, where the update of one region is justified by one action, and the update
of the other region is justified by two actions). This is a choice; it simplifies sta-
bility proofs, but it means that we must explicitly track which regions that may
have been updated by a view-shift. (See Section B in Appendix for examples
illustrating this choice.) We thus index the view-shift relation with a region type
t. The indexed view-shift relation, T, thus describes a single update that, in

" The view-shift is annotated with the L region type; we explain the reason for such
annotations on view-shifts in the following.
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pureperm(Pl) indeptlﬂtg(Plv P27 Qh Q2) t2 ﬁ t1

r,ty,a rita r.ti,a
| * Pg ~> | * Qz P1x Py Etll’\tg Q1 * Qz
r,ty,a r,ty,a
PP

. indeptlm‘(Phlfz,an,Qz) t2 Lt
rty, r rt1,
| % Pg ~o"t2 Q1| * Qo PixP2C1 Qi *Qq

VSNOPEN

VSOPEN
r,ty,a r,ty,a
PP Cu Q] 0
PC table(R PC t1 <t
£ Q stable(R) VSFRAME Eu Q 1= VSWEAKEN
P+«xRC: QxR PLC:, Q

Fig. 1. Selected view-shift proof rules

addition to updating the local state, may update multiple shared regions with
region types not greater than or equal to t, where each update must be justified
by a single action. The indexed view-shift relation is thus not transitive.

Figure 1 contains a selection of proof rules for view-shifts. The two main
rules, VSNOPEN and VSOPEN, are used to open a region, to allow access to
the resources in that shared region. Both rules allow us to open a region and
perform a nested view-shift on the contents of that region. This is how we reason
about simultaneous updates to multiple regions in the logic). Rule VSNOPEN
allows the nested view-shift to modify further regions, while VSOPEN does not
(note the use of region type L on the nested view shift in VSOPEN). Both rules
require a proof the update is possible —

P1* Py B, Q1 % Qo and P1 P2 E1 Q% Qq,

respectively — and a proof that the update is allowed by the protocol, denoted
r,ti,a rt rti,a
| * Py " | * Qo
and explained below.

Since actions owned by shared regions cannot be used to perform updates
to shared regions, the VSNOPEN rule further requires that P; does not assert
ownership of any local action permissions (pure,e,,(P1)). This ensures that no
local action permissions from P; were used to justify any actions performed in
the nested view-shift. Since VSOPEN does not allow the nested view-shift to
update any regions, this restriction is unnecessary for the VSOPEN rule.
Update allowed. The update allowed relation, P ~~"' Q, asserts that the
update described by P and Q to region r is justified by an action owned by P.

Thus the basic proof rule for the update allowed relation is:

indep,,(P(v),Q(V)) taf£ti @) = (%). PX) ~ Q(X)

]t (a0

UAAcT
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Since the update allowed relation simply asserts that any update described by
P and Q is allowed, it satisfies a slightly non-standard rule of consequence, that
allows strengthening of both the pre- and post-condition. From this non-standard
rule-of-consequence, it follows that the update allowed relation satisfies the a
frame rules that allows arbitrary changes to the context:

P=P P~"Q Q=qQ P~*'Q

= UACONSEQ ———————— UAF
P~"'Q P %Ry ~> Q*Ro

3 Concurrent Bag

We now return to the concurrent bag from the introduction, and show how
to formalize the informal specification from the introduction. Next, we show
how to derive the two bag specifications from the introduction, using protocol
synchronization, nested region assertions, and higher-order protocols.

Specification. In the introduction we proposed a refineable bag specification
with phantom variables to force protocol synchronization and with view-shifts
to synchronize client and library in synchronization points. In the formal speci-
fication we restrict the synchronization pre- and post-conditions, P and Q, using
region types, to ensure that the client’s instantiation does not introduce self-
referential region assertions. Upon creation of new bag instances, the client picks
a region type t for that bag instance and the client is then required to prove that
all its synchronization pre- and post-conditions are independent of region type
t. The formal refinable bag specification is:

{emp}new Bag(){ret. bag(t, ret) * retcont LN 0}

stable(P) stable(Q) indep, (P) indep, (Q)
VX. Xcont £> 0 % P(x) Tt Xcont »ﬁ 0 * Q(x, null)

VX. VX, y. Xcont b£> XU {y} * P(x) Tt Xcont »1—/2> X Q(x,y)
{bag(t, x) * P(x)}x.Pop(){bag(t, x) * Q(x, ret)}
stable(P) stable(Q) indep, (P) indep,(Q)
WX W, Y. Xeone o Xk P(x, ) T xeont o XU {y} * Q(x,)
{bag(t,x) * P(x,y) }x.Push(y){bag(t, x) * Q(x,y)}

bag(t, x) < bag(t,x) * bag(t,x) dep, (bag(t,x))

The indep, assumptions on the synchronization pre- and post-conditions ensure
that P and Q do not introduce self-referential region assertions. Furthermore,
the index on the view-shifts, T, ensures that the granularity of actions match
between the library and any client protocols.

See Appendix C for a proof outline of a fine-grained bag implementation
against this refineable bag specification.
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Exclusive owner. We now show how to derive the standard specification with
a single exclusive owner. This specification is very simple to derive; we simply
let the exclusive owner of the bag keep the 1/2 permission of the phantom field
containing the abstract state of the bag: bag, (t,x, X) % bag(t, ) * Xcont —— X.

Shared bag. The derivation of the shared bag specification is more interesting,
as it uses both protocol synchronization and higher-order protocols. We begin
by formalizing the shared bag specification in our logic:

dep,(P) stable(P) indep, (P) usipy,, (P)
dep,~. (bag(t, x, P)) {emp}new Bag(){ret. bag(t,ret,P)}

{bag,(t, x, P) * P(y)}x.Push(y){bag,(t,x, P)}

{bag,(t,x, P) }x.Pop(){ret. bag(t,x, P) * (ret = null vV P(ret))}

bag,(t,x, P) < bag,(t,x, P) % bag,(t, x, P)

This corresponds to the specification from the introduction, except with restric-
tions on predicate P to ensure it is expressible using state-independent protocols
and does not introduce self-referential protocol or region assertions.

With these restrictions on P we can now derive the shared bag specification
from our generic specification. The idea is to introduce a new region containing
the state associated with each element currently in the bag:

def

bag,(t,x, P) = 3r: RId. 37 : Perm. 3t;,t2 : RType.
t<tiAt<taAts Lta Ate £ t1 Aindep,(P) A usip(P) A

r,to,x v
bag(t1,x) *| q(x, P) - * [UPD]}
def

(%, P) 22 3X 1 Py (Val). xeont -2 X * @yexP(y)
I(P)(x) = (UPD : q(x, P) ~ q(x, P))

The parametric protocol I(P) allows the bag to be changed arbitrarily, provided
the region still contains the state associated with each element currently in the
bag. From the assumption that each P(x) is stable and that usipy,;(P) it follows
that q(x, P) is stable and sip(q(x, P)). Hence, there exists R,S : Prop such that
a(x,P) < R*S, pure,ioc0i(S) and pureg,.(R). Thus, bag(t,x, P) is equivalent
to the following assertion:

rta,x

Ir,mtt t <t At<toAtp £ty Aty £ t1 Abag(ty,x) *I(P)

* R x [UpD]],

r,to,x
Hence, to prove bag,(t,x,P) stable, it suffices to prove stability of | (:) x R.
Applying rule SA, it thus suffices to prove,

valid(q(x, P) AS = 1) V valid(q(x,P) = S)
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and the right disjunct follows easily from the assumption that q(x, P) < R*S.
To derive the shared bag specification for push, we thus have to transfer the

resources associated with the element being pushed, P(y), to the client region

containing the element resources. We thus instantiate P and Q in the generic

rta,x rto,x
bag specification with P(y) | q(x, P) I(:) * [UpD]%. and | q(x, P) I(:) * [UPD|",

respectively.
We thus have to provide a view-shift to synchronize the abstract state of the
library protocol with our client protocol r:

] 1/2 t2,x r
VX 1 Pr(Val). Xcont —— X * P(y) x| q(x, P) ) * [UpD]; Cy
1/2 ot2,x r
Xeont = (XU {y}) *|q(x, P) 1P * [UPD]

Since Xcont X P(y) * [UPD]". and q(x,P) are all independent of region type
t, by rule VSOPEN it suffices to prove that the change to region r is allowed and
possible. The update is easily shown to be allowed by the UPD action, using the
UAACT rule and update action frame rule (UAF). To show the possibility of
the view shift it suffices to prove that:

Xcont >£> X* P(y) * 3Z : Py, (Val). Xcont r£> Z % ®,czP(z) * [UPD]; C.
Xeont 225 (XU {y}) * 3Z : P (Val). xeomt -2 Z % ®,e2P(2) * [UPD],

which follows easily, as Xcont £> X % Xcont £> L= X=1

Note that to provide a view-shift to synchronize the abstract state of the
library protocol with the client protocol, we were essentially forced to update
the phantom field cont in the client region, which in turn forced us to transfer
ownership of P(y) to the client region.

4 Concurrent Runner

The concurrent runner is a small library for parallelizing divide-and-conquer al-
gorithms, inspired by Doug Lea’s Fork/Join framework [12]. Clients interact with
the library by registering a delegate for parallelization. The library then provides
methods for scheduling executions of the registered delegate using a set of worker
threads. In general, this delegate could have side-effects. The registered delegate
is also allowed to schedule itself for execution, leading to recursion through the
store through the library. The concurrent runner thus makes for an interesting
specification challenge, as it requires a specification that supports higher-order
code with effects and recursion through the store through the library. It also
makes for an interesting verification challenge, as the library is implemented us-
ing shared mutable state. In particular, the implementation uses a shared bag
to share tasks scheduled for execution between the worker threads.

To demonstrate that our approach scales, we have verified the concurrent run-
ner. The proof uses the shared bag specification derived in the previous section.
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We use nested Hoare triples and guarded recursion to reason about delegates and
recursion. See Appendix D for a detailed explanation of the concurrent runner
and a proof outline of the implementation.

5 Semantics

In this section we sketch the model and the interpretation of our logic. Due to lack
of space, we focus on parts presented in Section 2. The full model, interpretation
and accompanying soundness proof can be found in the technical report [20].

The presentation of the model is strongly inspired by the Views framework
presentation [4]. The model is an instance of the Views framework extended
with step-indexing to model guarded recursion, and thread local state to model
dynamic allocation of threads.

The basic structure of the model is defined below. Assertions are modeled as
step-indexed predicates on instrumented states (M). Instrumented states con-
sist of three components, a local state, a shared state and an action model. The
local state specifies the current local resources. The shared state is further par-
titioned into regions and each region consists of a local state, a region type and
a protocol parameter. The action model maps region types to parameterized
protocols, which are functions from a tuple containing a protocol argument, a
region identifier and an action identifier to an action. Lastly, actions are modeled
as certain step-indexed relations on shared states. In particular, actions are not
relations on shared states and action models, and thus do not support general
higher-order protocols. Actions do however support state-independent protocols,
through the region type indirection.

def def

LState = Heap x PHeap x Cap SState = RId — (LState x RType x Val)

M E LState x SState x AMod ~ AMod = RType — ((Val x RId x Ald) — Act)

Cap & {f € RId x Ald — [0,1] | 3R Cyin RId. Vr € RId \ R. Ya € AId. f(r,a) = 0}
Act & {R € P(N x SState x SState) |
V(i,s1,82) € R. ¥j <i.¥r € RId\ dom(s2). Vn € RType. Vi,I’ € LState.

51 < 82 A (4, 81,82[r = (I',n)]) ER A

(4, s1[r = (I,n)], sa[r = (I',n)]) € R}
Prop € {U € P(N x M) | Y(i,m1) € U. Vj < i. Vma € M.

(m1 =; m2Vmi <mgz) = (j,mz2) €U}

Spec & {U e P(N) |Vie U.Vj <i.jeU}

The semantics of both the assertion logic and specification logic is step-indexed.
The specification logic is step-indexed to allow reasoning about mutual recur-
sion. The assertion logic is step-indexed to support nested triples (which embed
specifications in the assertion logic) [18] and guarded recursive predicates [1, 3].
Specifications are thus modeled as downwards closed subsets of numbers, and
assertions are modeled as step-indexed predicates on instrumented states, that
are downwards closed in the step-index and upwards closed in M. The upwards
closure in M ensures that assertions are closed under allocation of new regions

88



and protocols (the ordering < on M is defined as expected). To define guarded
recursive functions and predicates, the types of our logic are modeled as sets
with a step-indexed equivalence relation, =;, and terms and predicates are mod-
eled as non-expansive functions. However, as this part of the model is mostly
orthogonal to CAP, we will elide the details, which can be found in the technical
report [20].

Comparison with previous models of CAP. The original model of (first-
order) CAP [5] employed a syntactic treatment of actions to break a circularity
in the definition of worlds. Our model follows the previous model of higher-
order CAP (without higher-order protocols) [6] in treating actions semantically.
However, to support higher-order protocols we introduce a new indirection, in the
form of region types. Actions are thus relations on shared states, which include
the region types of allocated regions. Actions can thus implicitly refer to the
protocol on regions through the region type indirection. While previous work has
only considered CAP for a first-order programming language, our HOCAP is for
a higher-order programming language. We thus step-index both the specification
and assertion logic, instead of just the specification logic.

Model operations. Separating conjunction is interpreted as the lifting of the
partial commutative ey function to Prop (point-wise in the step-index). The e 4
function expresses how to compose two instrumented states. Two instrumented
states are combinable if they agree on the shared state and action model, by
combining their local states, using eygtate. Local states are combined using the
standard combination function, ey, on disjoint partial functions, on the heap
and phantom heap component, and by point-wise summing up the action per-
missions.

While assertions are modeled as step-indexed predicates on instrumented
states, which include phantom fields, protocols, and regions, the operational
semantics operates on concrete states, which are simply heaps. The main sound-
ness theorem (Theorem 1) expresses that any step in the concrete semantics
has a corresponding step in the instrumented semantics. This is expressed in
terms of an erasure function, |—| € M — Heap, that erases the instrumenta-
tion from an instrumented state. The erasure of an instrumented state is simply
the combination of the local state and all shared regions.

[(1,8)] “lomsiace [ s(r)d

redom(s)

det {h if (h,ph,c) = [(l,s)] and m1(dom(ph)) C objs(h)
L(lv S, C)J = .
undef otherwise

Interference. The interference relation Rf C M x M describes possible in-
terference from the environment. It is defined as the reflexive, transitive closure
of the single-action interference relation, Rf‘ (defined below), that describes pos-
sible environment interference using at most one action on each region. Defining
RiA as the reflexive, transitive closure of Rf‘ forces a common action granular-
ity on updates to multiple regions with protocols referring to each other (see
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Appendix B). In addition to the step-index i € N, the single-action interference
relation is also indexed by a set A € P(RType) of region types of those regions
that are allowed to change and that actions justifying those changes are allowed
to depend on.

(l1,51,§1) Rfl (l2,82,§2) iff l1 = l2 N 81 S S2 A G1 S [SWA |—(l1781)-| defined A
(Vr € dom(s1). s1(r) = s2(r) V (3a. s1(r).t € A A
([(l1, 51)]-0)(ry ) < 1A (i, 51] 4, 82|4) € c1(s1(r).t)(s1(r).a,7,@)))

sla = Ar € RId.

def s(r) if r € dom(s) and s(r).t € A
undef otherwise

In particular, the Rf‘ relation expresses that the environment is not allowed
to change the local state (I; = [3), but it is allowed to allocate new regions
and protocols (s; < sp and ¢; < ¢3). Furthermore, the environment is allowed
to update the resources of any region r with a region type in A (s1(r).t € A),
provided the update is justified by an action « that is partially owned by the
environment ([(l1,s1)](r,a) < 1).

An assertion is stable if it is closed under interference to all region types:

def

stable(p) = {i € N | Vj < i. V(m1,ma) € R} P, (j,m) € p = (j,m2) € p}

Previous models of CAP have only permitted multiple independent updates,

whereas our model supports multiple dependent updates. Previous models thus
lack the A-index that we use to enforce a common action granularity on updates
to multiple dependent regions.
View-shifts. View-shifts describe a step in the instrumented semantics that
correspond to a no-op in the concrete semantics. To perform a view-shift from p
to ¢ we thus have to prove that for every concrete state ¢ in the erasure of some
instrumented state m € p there exists an instrumented state m’ € ¢ such that ¢
is in the erasure of m/’.

PLigE {ieN|VmeM.VjeN.0<j<i =
lp* {G.m)}]; C lax {(G,m) | m REET miy )5y

To allow framing on view-shifts (rule VSFRAME in Section 2.3) we bake in
framing under certain stable frames. The frames in question depend on the
region index t € RType. In particular, C; permits a single simultaneous update
of multiple regions with region types not greater than or equal to t, each justified
by a single action. Hence, we require that C; is closed under arbitrary frames
that are stable under a single simultaneous update of multiple regions with
region types not greater than or equal to t, each justified by a single action, i.e.,
RIYILZLY

Support. In Section 2.2 we introduced specification logic assertions indep and
dep, to internalize a notion of region type support in the logic, to allow explicit
proofs of the absence of self-referential region assertions. Their meaning is defined
in terms of the following supp assertion, which asserts that p is supported by the
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set of region types A € P(RType). Formally, suppa(p) asserts that p is closed
under arbitrary shared states that agree on all regions of type A (s|a = s'|4)
and arbitrary action models that are A equivalent (¢ =4 ¢').

suppA(p) def {Z cN ‘ V] <. V(‘% (l,g,g)) € p. Vs'. Vgl.
5|A = $/|A NS =4 C/ = (j?(l75/7</)) Gp}

Intuitively, two action models are considered A-equivalent if they agree on the
regions of types in A (but they are allowed to differ on regions of types not in
A). An assertion p is then dependent on region type ¢ € RType if p is supported
by the set of region types greater than or equal to t, and independent if it is
supported by the set of region types not greater than or equal to ¢:

def . def
dep,(p) = suppyy i<y () indep;(p) = suppyy|¢ze3 (P)

Purity. To reason about state-independent protocols and nested view-shifts we
have introduced several types of purity; namely, state, protocol and permission
purity. Since our assertion logic is intuitionistic, we interpret purity as closure
under arbitrary changes to the state, protocols, and permissions, respectively. For
instance, purep,or(p) = {i € N|Vj <i. V(4 (1,5,5)) € p. Y. (4, (1, 5,¢")) € p}.
Soundness. The main soundness theorem expresses that for any derivable
Hoare triple, {p}c{q}, if € is executed with a local stack s as thread ¢, with a
global heap h that is in the erasure of some instrumented state in p(s), then, if
t (and any threads ¢t may have forked) terminates, then the terminal heap b’ is
in the erasure of some instrumented state in g(s’), where s’ is the terminal stack
of t.

Theorem 1. If I' - (A).{P}c{Q} then for all ¥ € [I'], thread identifiers t €
TId, stacks s € [A], and heaps h € |[I"; A+ P: Prop](¥,s)], if

(h,{(t,s,©)}) — (W', {(t, s, skip)} W T")
and T" is irreducible then b’ € |[I"; A+ Q: Prop](9,s")].

6 Conclusion and Future Work

We have proposed a new style of specification for thread-safe data structures
that allows the client to refine the specification with a usage protocol, in a
concurrent setting. We have shown how to apply it to the bag and concurrent
runner example. To realize this style of specification we have presented a new
higher-order separation logic with Concurrent Abstract Predicates, that sup-
ports state-independent higher-order protocols and synchronization of multiple
regions. We have also used the logic to specify and verify Joins, a sophisticated
library implemented using higher-order code and shared mutable state.

We have demonstrated that our logic and style of specification scales to
implementations of fine-grained concurrent data structures without helping [8].
Future work includes investigating concurrent data structures that use helping.
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A Proof rules

t1 StQ Ope {\/,/\,*7:>}
dep,, (P) dep, (P) dep,(Q)
dep, (L) dep,(T) dep,, (P) dep, (P op Q)
dep,, (P) dep,, U]
depy, v, (E]r’t“) dep,, r+, (protocol(t, I)) dep,([a]7)

dep.(P) RQe{3v} tuft deptl(P) toZ€ti t1 £t indeptl(P)
dep,(@x. P(x)) indep,,, (P) indep,, (Em“)

Fig. 2. Proof rules for dependence and independence. To simplify the presentation we
also use indep and dep for the point-wise lifting of indep and dep to predicates.

B On the granularity of Actions

As mentioned in Section 2.3, to support synchronization of protocols we extend
CAP with simultaneous updates of multiple regions. This raises questions about
the granularity of actions. For instance, it seems natural that the following view-
shift should hold, by sequencing the « action followed by the /3 action:

rt,— v r rt— r r
1 * [a]f * Bl E] * [ofy * [Bh
() = x> 0~ xe—> 1

S\ Bixgrr e xper 2

However, it is not clear whether the following view-shift should hold,

rt,— ot — ‘ . v
xfr—>0| *Xg'—>0J * o]} = [B]1 * [n]}
rt,— ot — r r v
EXfHZI *| Xg > 2 * [a] = [B]] * [0}

J-) = (77 iXg — 0 *"t’* - xg > 2 *r,t}—)

as it requires a simultaneous update of two regions, r and r', using two actions
on r and one action on r. We have chosen a semantics that does not allow the

(4)
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pureprotocol (L) pu reprotocol (T)

pureprotocol(P) pureprotocol (Q) op € {\/7 /\? *, :>}
pureprotocol(P op Q)

Vx: X, pureprotocol(P(x)) Wx: X pureprotocol(P(X))
pure Ix : X. P(x)) pure Vx : X. P(x))

protocol ( protocol (

pu reprotocol ( P)

pu reprotoco, (@ﬁt:a) pureprotocol([a];’) pureprotocol(X = (A){P}{Q})
pureprotocol (Xf '1> V) pureprotocol (Xf *1> V)
Fig. 3. pure, goco Proof rules
purestate(l) purestate(T)

pure e (P) PUre e (Q) op € {V, A, %, =}
purestate(P Op Q)

Vx @ X. pureg..(P(x)) ¥x 1 X. pureg,. (P(x))
pureg...(3x : X. P(x)) pureg..o (Vx : X. P(x))

purestate ( prOtOCOI (t7 I))

Fig. 4. pure,,,, proof rules
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granularity of actions to differ when updating multiple regions. Thus, in our
logic, (4) does not hold. This is a choice; it simplifies stability proofs, but it
means that we must explicitly track which regions that may have been updated
by a view-shift. We thus index the view-shift relation with a region type t. The
indexed view-shift relation, T, thus describes a single update that, in addition
to updating the local state, may update multiple shared regions with region
types not greater than or equal to t, where each update must be justified by a
single action. The indexed view-shift relation is thus not transitive.

C Proof of Bag specification

In the main text we showed how to derive the exclusive owner and shared bag
specification from the refineable bag specification. In this section we sketch how
to prove that a concurrent bag implementation satisfies the refinable specifica-
tion. In particular, we sketch a proof of a non-locking concurrent bag, imple-
mented using compare-and-swap.

Representation predicates. As mentioned in the introduction, the idea is
to share the concrete state of the concurrent bag using a shared region. To allow
the client to refine the specification, we store the abstract state of the concurrent
bag in a phantom field and let the client keep a half-permission to the phantom
field. The library protocol thus has to relate the concrete state of the concurrent
bag with its abstract state (i.e., a multiset of elements).

In our implementation, the bag is represented as a singly-linked list. An
abstract state given by a multiset of elements X is thus related to a concrete
state containing a singly-linked list with the elements of X. We can express this
relation between the concrete and abstract state as follows:

q(x) = 3h : Val. 31 : seq Val. x.head — h x Ist,.(h, 1) * Xcont nﬁ mem()
where Ist,. is the following list-representation predicate:
Ist,(x,€) = x = null
Ist,(x,v :: 1) = Jy : Val. x.value = v % x.next = y * Ist,.(y, |)

and mem : seq Val — P,,(Val) returns the multiset of elements of the given
sequence. The bag predicate thus asserts that there exists a shared region con-
taining the concrete and abstract state of the bag, which is currently related by
g, and a protocol that enforces that the concrete and abstract state is always
related by q:

bag(t,x) = 3r: RId. 3r € Perm. Js : RType.
t<sA r7s’x * protocol(s, ) * [UpPD]},
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where | is the following parametric protocol:
I(x) = (UPD : q(x) ~ q(x))

Note that the Ist,. representation predicate only asserts read-only ownership of
the underlying singly-linked list®. By only asserting read-only ownership of the
underlying singly-linked list, we ensure that once an element has been added to
the list, its next-field never changes; this is used in the correctness proof of Pop.
The bag predicate is trivially stable using the SA rule, and freely duplicable.

Proof outline.

using Interlocked;

internal class Node(A) {
internal Node(A) next;
internal A value;

public Node(A value) {
{this.next — null * this.value — null}
this.value = value;
{this.next — null % this.value — value}

}
}

public class Bag(A) where A : class {
internal Node(A) head;

public Bag() {
{this.head ~ null * thiscon: — 0}
{31, x. this.head + x * thiscont '£> mem(l) * Ist;.(x, I) * thiscont & 0}

{bag(t, this) * thiscon ~2> 0}

In the bag constructor, we introduce a phantom field cont, a region type s, and
a region with region type s, initialized with ownership of the head field and a
half-permission to the cont field.

public void Push(A x) {
Node(A) nHead; Node(A) oHead; Node(A) tmp;
{bag(t, this) x P}

r,s,this
< s i D"
{t < s x| q(this) | x [UpD]L * P}

nHead = new Node(A)(x);
r,s,this
< sx% i ' . - .
{t<s m| « [UPD]" * P % nHead.next — _* nHead.value — x}

8 We use x.f = v as shorthand for Jp € Perm. x.f > v.
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do {
oHead = this.head:
nHead.next = oHead;

r,s,this
<s=* is)| r . .
{t <'s x| q(this) | * [UPD]". % P * nHead.next — oHead * nHead.value +— x}
tmp = CompareExchange(Node(A))(ref head, nHead, oHead);

r,s,this
< g% is)| r =
{t < s x| q(this) | * [UPD]" * ((tmp = oHead * Q) V

(tmp # oHead * P x nHead.next > oHead * nHead.value — x))}
} while (tmp != oHead);

r,s,this
< § H r
{t < s x| q(this) | * [UPD]" * Q}

{bag(t, this) * Q}
}

The Push method allocates a new node and inserts it at the front of the list,
using compare-and-swap to atomically update the head field. The synchroniza-
tion point of this method, if it terminates, occurs when the compare-and-swap
succeeds. At this point, we transfer ownership of the newly allocated node to
the shared region, and use the client-provided view-shift to update the phantom
cont field (thus synchronizing with any protocols the client may have imposed
on the abstract state). To verify the atomic compare-and-swap, we use a proof
rule corresponding to VSNOPEN, for “opening” the shared r region to perform
a nested atomic update (rule OPENA in the accompanying technical report).

public A Pop() {

Node(A) oHead; Node(A) nHead; Node(A) tmp;
A res; bool done;

{bag(t, this) = P}
done = false;

{bag(t, this) * ((done = false x P) V (done = true x Q(res)))}
while(!done) {

{bag(t, this) * done = false x P}

r,s,this
< sx% i r =
{t < s x| q(this) | x [UPD]" * done = false x P}

oHead = this.head;

r,s,this
{t <sx | * [UPD]". * done = false
* ((oHead = null « Q(null)) Vv (3I. oHead # null x Ist,.(oHead, I) * P))}
if (oHead == null) {

r,s,this
< sx i r =
{t < s x| q(this) | * [UPD]. % done = false * Q(null)}

res = null;
done = true;
{bag(t, this) * done = true * Q(res)}
} else {

r,s,this
1< i r =
{3I. t < sx|q(this) | * [UPD]. * done = false x oHead # null x Ist,.(oHead, |) « P}
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r,s,this
1 < i . r =
{3l. t < sx|q(this) | % [UPD]". * done = false

% oHead.next — y * oHead.value — v x Ist,(y, ) * P}
nHead = oHead.next;

r,s,this
St < is) | ’ =
{3l. t < s x| q(this) | * [UPD]" * done = false

* oHead.next + nHead * oHead.value — v x Ist,.(nHead, |) = P}
tmp = CompareExchange(Node(A))(ref head, nHead, oHead);

r,s,this
< g% is) | r =
{t <'s x| q(this) | * [UPD]". * done = false

% ((tmp = oHead * Q(v) * oHead.value = v) V (tmp # oHead % P))}
if (tmp == oHead) {

r,s,this
<sx% i r = . -
{t < s x| q(this) | * [UPD]" * done = false * Q(v) * oHead.value = v}

res = oHead.value;
done = true;
{bag(t, this) * done = true x Q(res)}
} else {

r,s,this
< sx% i - r =
{t <'s x| q(this) | * [UPD]". * done = false x P}

{bag(t, this) * done = false x P}

}
}
{bag(t, this) x Q(res)}
return res;
{ret. bag(t, this) * Q(ret)}

}

D Concurrent Runner

In this section we consider a more advanced example, which uses the concurrent
bag library to implement a simple library for parallelizing divide-and-conquer
algorithms. The library is inspired by Doug Lea’s Fork/Join framework [12].

The API for the library is given in Figure 5. The library consists of a runner
class for parallelizing executions of a delegate. The constructor takes as argu-
ment a delegate and the number of worker threads to create. Calling Fork on a
concurrent runner schedules the registered delegate for execution with the given
argument. Fork further returns a task representing the scheduled computation.
Calling Join on the returned task causes the caller to wait until the given task
has completed. While the caller is waiting, it turns into a worker thread, helping
to execute tasks from the underlying pool. Once the given task has completed,
Join returns the return-value of the terminated delegate.

Note that the runner constructor takes as argument a delegate, which itself
takes as argument a runner. This is to allow the delegate to schedule parallel
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public class Runner(A,B)

public Runner(Func{Runner(A,B),A,B) body, int n)
public Task(A,B) Fork(A a)

public class Task(A,B)
public B Join()

Fig. 5. Concurrent Runner API

executions of itself on smaller sub-problems. In particular, when a scheduled task
with argument a on a runner r is chosen for execution, the delegate is called with
runner r and argument a. The delegate can thus schedule itself for execution by
calling Fork on its runner argument. We can thus implement a concurrent version
of a naive fibonacci divide-and-conquer computation as follows:

public int parFib(Runner(int,int) f, int a) {
if (a < 25) return seqFib(a);
else {
Task(int, int) t1 = f.Fork(a — 1);
Task(int, int) t2 = f.Fork(a — 2);
return t1.Join() + t2.Join();
}
}

public int fib(int n, int a) {
return (new Runner(int, int)(parFib, n)).Fork(a).Join();

}

Here fib creates a new concurrent runner with n worker threads and schedules
parFib for execution with argument a. parFib itself computes the fibonacci
number of its argument a. When a is below a certain threshold, it uses a se-
quential fibonacci implementation, seqFib, to avoid the overhead of scheduling
a task. Otherwise, it schedules itself recursively to compute the desired result.

The reason we have chosen this API, which requires the client to choose a
fixed delegate upon constructing the runner, instead of letting Fork take the del-
egate as argument, is that this API better illustrates the challenges of verifying
the Joins library.

Specification. To verify the concurrent runner implementation, we first need
a specification. We want a specification that supports concurrent execution of
effectful delegates. The idea behind the concurrent runner specification is to let
the client pick a specification for the delegate, and require that the client proves
the delegate satisfies the given specification. To allow the delegate to schedule
new executions of itself for execution, we explicitly allow the delegate to assume
it is called with a concurrent runner with a delegate that satisfies the chosen
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specification. The delegate specification simply consists of a pre-condition P,
indexed by the argument, and a post-condition Q, indexed by the argument and
return value. The pre-condition describes the resources the delegate needs to
perform its task, while the post-condition describes the resources the delegate
transfers back to the owner of the task. We can express this formally as follows:

indep, (P) indep,(Q) stable(P) stable(Q) usip(P) usip(Q)
{b — (r,a). {runner(t,r,P,Q) * P(a)} }
{ret. runner(t,r, P, Q) * Q(a, ret)}
new Runner(b,n)
{ret. runner(t, ret, P, Q)}

Upon creation of a new concurrent runner the client thus chooses a delegate
pre-condition P and post-condition Q. The client is then required to prove that
the supplied delegate satisfies the chosen specification. This is expressed using
a nested Hoare triple [17], which asserts that b refers to a delegate satisfying
the given specification. In the case of the concurrent runner, the delegate is
allowed to use the resources described by its pre-condition, P(a), and is required
to transfer back the resources described by its post-condition, Q(a,ret). The
runner(t,r, P, Q) assertion further allows the delegate to assume it is called with
a concurrent runner r with a delegate that satisfies the specification chosen by
the client.

To schedule the registered delegate for execution with argument a, the client
thus has to transfer the state needed by the delegate, P(a). When scheduling a
delegate, the client is given exclusive ownership of the returned task.

{runner(t,x, P, Q) = P(arg) }x.Fork(arg){ret. task(ret,x, P, Q,arg)}

Ownership of a task gives the client the right to join the task, and take ownership
of the state returned by the scheduled computation.

{runner(t,y, P, Q) * task(x,y, P, Q, a) }x.Join(){ret. Q(a,ret)}

While tasks have exclusive owners, the concurrent runner itself can be freely
shared, to allow multiple threads to schedule tasks concurrently.

runner(t,x, P, Q) < runner(t,x, P, Q)  runner(t, x, P, Q)

With this specification it is easy to show that parFib implements fibonacci.

Representation predicates. The concurrent runner library is implemented
using shared mutable state. In particular, each concurrent runner maintains
a bag of scheduled tasks, which is shared between each worker thread. Upon
creation of the concurrent runner, each worker thread enters an infinite loop,
in which they keep popping and running tasks from the bag. Tasks can be in
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one of two states, pending and executed. They start in the pending state and
transition to the executed state once they have been popped and executed.

To verify the implementation, we use the shared bag specification to share
the bag of tasks between each worker thread. We let each task own the resources
needed by the delegate to perform the given task (i.e., the resources described
by the delegate pre-condition P). We can thus define the runner representation
predicate as follows:

def

runner(t,x, P, Q) = Jy,z : Val. 3t,t3 : RType.
t<ti At<taAt; £taAte £ t1 Ausip(P) A usip(Q)
A stable(P) A stable(Q) A indep,(P) A indep,(Q)
x x.bag = y * x.body = z x protocol(ta, 1(Q))
* bag,(t1,y, Ay : Val. isTask(tz,y,x, P, Q))

o[ ? — (r,a). {runner(t,r,P,Q) x P(a)}
{ret. runner(t,r, P, Q) * Q(a, ret) }

where 1(Q) is the parametric protocol defined after the isTask predicate below.
Note that, since we explicitly allow the delegate to assume it is called with a
concurrent runner satisfying the chosen specification, the runner representation
predicate needs to refer to itself to specify the registered delegate. Hence, we
define runner by guarded recursion, as signaled by the use of the so-called later
operator, >.

The isTask(t, y, x, P, Q) representation predicate asserts that y refers to a task
in the pending state, and asserts ownership of the resources required to perform
the given task. Thus, when a worker thread pops a task from the shared bag, it
takes ownership of the resources needed to execute the delegate. Upon termina-
tion of the delegate, the resources produced by the delegate must be transferred
back to the owner of the task, upon joining the task. To achieve this, we asso-
ciate a shared region with each task, that owns the field containing the state of
the task. This allows us to impose a protocol on the task state, that forces the
worker thread to transfer the resources produced by the delegate to this shared
region, when changing the state of the task from pending to executed. Lastly, to
ensure only the owner of the task can take ownership of the resources, we give
the owner of the task exclusive ownership of the action required to do so. We
thus define isTask as follows:

isTask(t,x,y, P, Q) & Jr : RId. Ja : Val.
x.runner + y x x.arg — a * P(a) * protocol(t, 1(Q))
rt,(x,a)

% [x.state — 0 % x.res — _| x [EXEC]] * [SETRES]}
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where 1(Q) is the parametric protocol,

SETRES : x.state — 0 % x.res — null ~~
Jr: Val. x.state > 0 * x.res — r
EXEC : dr: Val. x.state — 0 % x.res — r ~>
Jr: Val. x.state — 1 x x.res — r x Q(a,r)
(Q)(x,a) = JOIN : Jr: Val. x.state — 1 x x.res — rx Q(a,r) ~»
dr: Val. x.state +— 1 x x.res > r
71 : dr: Val. x.state — 0 * x.res —r ~>
dr: Val. x.state — 0 * x.res > r

To @ dr: Val. x.state — 1 x x.res —= rx Q(a,r) ~

Jr: Val. x.state — 1 % x.res — r * Q(a,r)

The owner of the isTask assertion thus owns P(a) and the full EXEC action, to
change the state of the task from pending (0) to executed (1), by transferring
Q(a, r) to the shared region. Conversely, the owner of the task asserts full own-
ership of the JOIN action, allowing only the owner to grab Q(a,r), once the task
has been executed:

task(x,y, P,Q,a) = 3r : RId. 3t : RType.
x.runner ¥ y * x.arg +> a * protocol(t, (Q)) * [JOIN]] * [11]] * [2]}

rt,(x,a)

(x.state > 0 % x.res — _) V
(Ir: Val. x.state — 1 xx.res — r* Q(a,r))

To ensure that the isTask predicate is expressible using state-independent proto-
cols, we use a parametric task protocol 1(Q) and existentially quantify over the
task region type ts in the runner predicate instead of the isTask predicate.

Stability. The isTask predicate is trivially stable under the EXEC action, as it
asserts full ownership of EXEC. Its region assertion is also trivially expressible
using state-independent protocols. It is thus also stable under the JOIN action,
by rule SA, as (x.state — 0% ...) A (x.state — 1% ...) = L. As isTask makes no
assertions about the value of the res field, it is also easily shown to be stable
under the SETRES, 7 and 75 actions, using rule SA.

Furthermore, the predicate Ay : Val. isTask(t, x,y, P, Q) is uniformly express-
ible using state-independent protocols, for any fixed t, y, P and Q, as P is uni-
formly expressible using state-independent protocols. Stability of runner thus
follows easily from the stability of bag,.

Lastly, task is trivially stable under the JOIN action, and by rewriting task
using the usip(Q) assumption, it is easily proven to be stable under the EXEC,
SETRES, 71, and 79 actions, using the SA rule.
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Proof outline. In this section we sketch the proof of concurrent runner im-
plementation, in the form of a proof outline. To keep the size of the outline
manageable, we will not write out the assumptions about stability, indepen-
dence or expressibility using state-independent protocols on P and ); nor will
we write out the assumptions about the ordering on region types t,t; and to,
when working with the runner predicate. Define Sg.; as follows:

Suut(t.b,P. Q) = (b — (r,a). {runner(t,r,P,Q) x P(a)} )

{ret. runner(t,r, P, Q) * Q(a, ret) }

public class Runner(A,B) {
internal readonly Func(Runner(A,B),A,B) body;
internal readonly Bag(Task(A,B)) bag;

public Runner(Func{Runner(A,B), A, B) body, int n) {
int i
{body — (r,a). {runner(t,r,P, Q) = P(a)}{ret. runner(t,r, P, Q) = Q(a, ret)}
« this.bag — null x this.body — null}
this.bag = new Bag(Task(A,B))();
this.body = body;
{Sqei(t, body, P, Q) x this.bag += b x this.body + body
* bag,(t1,b, Ay : Val. isTask(te,y,x, P, Q))}
{Sqei(t, body, P, Q) x this.bag += b * this.body + body
x bag,(t1,b, Ay : Val. isTask(ta,y, x, P,Q)) * protocol(t2, (Q))}
{runner(t, ret,P,Q)}
i=0
while (i < n) {
{runner(t, ret, P, Q)}
{runner(t, ret, P, Q) * runner(t, ret, P, Q) }
new Thread(runTasks).Start();
i++;
{runner(t, ret, P, Q)}

{runner(t, ret, P, Q)}
}

The proof of the runner constructor is fairly straightforward; since assertions are
downwards-closed in the step-index, we have P = >P, allowing us to “forget a
step”. The body and bag fields are never modified are their assignment in the
constructor. We can thus freely share read-only access to these fields. Further-
more, nested Hoare triples are freely duplicable, allowing us to duplicate the
runner assertion and transfer a runner assertion to each new worker thread. Note
that the runner constructor also allocates a new task region type ty with the
parametric protocol 1(Q).

public Task(A,B) Fork(A arg) {
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{runner(t, this, P, Q) * P(arg)}
{S4ei(t, body, P, Q) * this.bag = b x this.body = body
* bag,(t1, b, Ay : Val. isTask(ta,y, this, P, Q))
* protocol(ta, 1(Q)) * protocol(ta, 1(Q))}
Task(A,B) task = new Task(A, B)(this, arg);
{Sqei(t, body, P, Q)  this.bag += b * this.body > body
* bag,(t1,b, Ay : Val. isTask(ta,y, this, P, Q))  protocol(ta, |(Q))
* isTask(to, task, this, P, Q) * task(task, this, P, Q, arg) }
tasks.Push(task);
{S4ei(t, body, P, Q) * this.bag — b x this.body — body
* bag,(t1, b, Ay : Val. isTask(ts, y, this, P, Q))
* protocol(ta, 1(Q)) * task(task, this, P, Q, arg) }
return task;
{ret. task(ret, this, P, Q, arg)}

}

The Fork method constructs a new task, resulting in an isTask assertion — assert-
ing the task is concurrently pending and the resources and permission needed
to execute it — and a task assertion — asserting ownership of the task. The fork
method transfers the isTask assertion to the shared bag by calling Push and
returns the task assertion to the caller.

internal void runTasks() {
{runner(t, this, P, Q)}
while(true) {
{runner(t, this, P, Q)}
runTask();
{runner(t, this, P, Q)}
}
{runner(t, this, P, Q)}
}

internal void runTask() {

{runner(s, this, P, Q)}

Task(A,B) t = tasks.Pop();
{s < sy x runner(s, this, P, Q) * (t = null V isTask(s1, t, this, P,Q))}

if (t != null) {
{s < sy x runner(s, this, P, Q) * isTask(sy, t, this, P, Q) }

t.Run();

{runner(s, this, P, Q)}

{runner(s, this, P, Q)}
}
}

The runTasks and runTask methods are internal methods used by the worker
threads to pop and execute tasks. Their proofs are fairly obvious.
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public class Task(A, B) {
internal readonly Runner(A,B) runner;
internal readonly A arg;
internal int state = 0;
internal B res;

internal Task(Runner<A,B> runner, A arg) {
{P(arg) * protocol(t, |(Q)) * this.runner — null
« this.arg — null x this.state = 0 * this.res — null}
this.runner = runner;
this.arg = arg;
{P(arg) * protocol(t, |(Q)) = this.runner — runner
* this.arg — arg * this.state = 0 * this.res — null}
{isTask(t, this, runner, P, Q) * task(this, runner, P, Q, arg) }

}

In the task constructor, we allocate a new region and transfer ownership of the
status and res field to this new region. We explicitly do not allocate a new region
type, but use the existing task region type t, allocated by the runner constructor.

internal void Run() {

Func(Runner(A,B),A,B) body;
Runner(A,B) runner;
A arg; B tmp;

{t <ty x runner(t, x, P, Q) x isTask(tq, this,x, P, Q)}
runner = this.runner;
body = this.body;
arg = this.arg;

{t <ty xrunner(t,x, P, Q) x P(arg) x [SETRES] * [EXEC]]

. N r,to,(this,arg)
* ‘ this.state — 0 * this.res — null * protocol(ta, 1(Q))}

{t < tg xrunner(t,x, P, Q) % Syei(t, body, P, Q) x P(arg) x [SETRES]] * [EXEC]]

r,to,(this,arg)
* protocol(ta, 1(Q))}

* ‘this.state — 0 * this.res — null
tmp = body(runner, arg);
{t < to * runner(t,x, P, Q) * Sy (t, body, P, Q) x Q(arg, tmp) * [SETRES]] * [EXEC]}
r,tz,(this,arg)

* protocol(t2, (Q))}

* ‘this.state — 0 x this.res — null
this.res = tmp;
{t <ty xrunner(t, x, P, Q) % Suei(t, body, P, Q) x Q(arg, tmp) * [SETRES]] * [EXEC]}

r,to,(this,arg)

* protocol(t2, (Q))}

* ‘ this.state — 0 * this.res — tmp

state = 1;
{runner(t,x, P, Q)}
}

To run a task, we first duplicate the nested Hoare triple assertion about the
runner delegate, Sge(...). From the isTask assertion, we know the task is pending,
we own the resources necessary to execute the delegate and permission to change
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its status afterwards. Each of the atomic updates, this.res = tmp and status = 1,
requires a proof that the update satisfies the protocol. See the technical report
for proof rules and examples of how we prove such atomic updates.

public B Join() {

Runner(A,B) runner; B tmp;

{runner(t,y, P, Q) * task(this,y, P, Q,a)}
runner = this.runner;

{runner(t, runner, P, Q) * task(this, runner, P, Q,a)}
while (state 1= 1) {

{runner(t, runner, P, Q) * task(this, runner, P, Q,a)}

runner.runTask();
{runner(t, runner, P, Q) * task(this, runner, P, Q, a)}

}

{‘ Jr: Val. this.state — 1 « this.res — r x Q(a,r)
x [JOIN]]  [11]} * [m2]! * protocol(ta, (Q))}
tmp = this.res;

{Q(a,tmp)}
return tmp;

{ret. Q(a,ret)}
}
}

Finally, the Join method uses the 7 action to continually test whether the task
has executed. If this test succeeds, from the definition of the task() predicate,
the client knows the shared region contains the resources produced by the task.
Using the JOIN action, the client can thus transfer these resources from the
shared region to its local state.

‘. t2,(this,a)

E Modular Reasoning for Deterministic Paral-
lelism

As mentioned in the introduction, Dodds et. al., recently proposed a higher-
order variant of Concurrent Abstract Predicates [6] in their paper on “Modular
Reasoning for Deterministic Parallelism”. In their paper, the authors define a
model for a higher-order variant of CAP and give proof rules for the specification
logic, but not the CAP parts. Stability and atomic updates are left as semantic
proof obligations in the model. The authors use this logic to verify a library for
deterministic parallelism. The proof explicitly uses higher-order protocols and
higher-order region assertions, without any restrictions to ensure the absence of
self-referential region or protocol assertions or that the higher-order protocols
are expressible using state-independent protocols. Instead of proving semantic
proofs of stability and atomic updates in their model, the authors give informal
proofs. This style of informal proof is unsound in the model proposed in [6]
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in the presence of some self-referential region or protocol assertions and some
state-dependent higher-order protocols.

To illustrate one stability counterexample in the presence of state-dependent
protocols, define P as follows:

P (x= 0% (y = 0] v[y = 0] ) V(x> 1x[y = 0])

where | and J are protocols with a single a action:

def def

= (a:y—=1wy—2) J=(a:y—1~y—3)

Then P is stable, because both « actions require that y — 1, which is impossible
when P holds. Note that this P is not expressible using state-independent pro-
tocols, as the protocol assertions cannot be “pulled outside” the disjunctions.
This P does not support modular stability proofs, due to the interpretation of
protocols, which ignores protocol assertions in protocols. In particular, define Q
as follows, where K is the protocol with a single « action:

def r def
Q= [emp P, K (avemp - )

Then Q is not stable in the model proposed in [6], as the interpretation of K
ignores any assertions P makes about protocols on r. Thus for P to be stable, it
would have to be closed under the action emp ~~ x — 1, which it is not, if the
protocol on region r is |.

In the presence of state-dependent higher-order protocols it is thus unsound
to treat propositional variables (referring to stable assertions) in protocols as
black boxes. This renders the informal stability argument for the box and fut
representation predicates defined in Figure 8 of [6] unsound.
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1 Mini C?

In this section we define the syntax and semantics of a subset of C¥, dubbed mini C¥. In
addition to the basic object-oriented and imperative features of C!, this subset includes
named delegates, fork concurrency, and compare-and-swap. We use a restricted syntax
to simplify the presentation of the proof system.

1.1 Syntax

The syntax of the language is given below. In the syntax we use the following metavari-
ables: f ranges over field names, m over method names, C over class names, x,y, z, o,
and n over program variables. We denote the set of field names by FName, the set of
method names by MName, the set of class names by C'Name, and the set of statements
by Stm. We use an overbar for sequences.

L = class C {Cf;M} Class definition
M = Cm(Cx) {Cy;s;return z}  Method definition
s = Statement
X =y assignment
x = null initialization
x = y.f field access
xf =y field update
if (x == y) {S1} else {S2}  conditional
x = new C() object creation
x = delegate y.m named delegate
X = y.m(z) method invocation
x = y(z) delegate application
fork(x) fork process
x = CAS(y.f,o,n) compare-and-swap

A new thread is forked by calling fork with a reference to a named delegate referring
to a method with no parameters. The language does not feature a join statement!, and
the return value of a forked delegate is simply ignored. Each thread has a private stack,
but all threads share a common heap.

The compare-and-swap statement, x = CAS(y.f,0,n), atomically compares the value
of field f of object y with the value of o, and updates it with the value of n, if they match.
In this case CAS also sets x to y; otherwise, CAS sets x to null.

The statement syntax does not include sequential composition. Instead we take the
body of a method to be a sequence of statements. We use ; for concatenation of statement
sequences. Hence, when we write s1; so for s1, s9 € seq Stm, it does not implicitly follow
that s1 is non-empty.

"However, using compare-and-swap it is possible to code join-like functionality, and the logic is
sufficiently strong to reason about such an encoding.

109



1.2 Operational Semantics

The operational semantics is a small-step interleaving semantics, giving a strong memory
model. The semantic domains used in the definition of the operational semantics are
defined below. We assume disjoint countably infinite sets of thread identifiers (71d),
object identifiers (OId), and closure identifiers (CId).

te Tld thread identifiers
o€ Old object identifiers
ce Cld closure identifiers
ve CVal=mnull|o|c C* values
OHeap & OId x FName ™ C'Val object heap
THeap 014 ™ CName type heap
CHeap L 01 ™ O1d x MName closure heap
h € Heap £ OHeap x THeap x CHeap heap
I € Stack ™ Var ™ CVal stack
TCStack ™ seq (Stm+ (Stack x Var x Var)) thread call stack
x,y,z € Thread & TId x Stack x TCStack thread
T € TPool £ {U e Prin(Thread) | utid(U)} thread pool
Prg™ (Heap W {4}) x TPool program

Here utid expresses that thread identifiers are unique in a given thread pool:
utid(U) =Vx,ye U xt=yt=zc=y for U € Pyin(Thread)

We use x.t, z.l, and z.s to refer to the first, second and third component of a thread
x € Thread. We use h.o, h.t and h.c to refer to the object, type and closure heap of a
heap h € Heap.

A normal machine configuration consists of a heap and a pool of threads. The heap
is global and shared between every thread. Each thread consists of a thread identifier, a
private stack, and a call stack. Since we are using a small-step semantics, the call stack
includes explicit returns to restore the stack at the end of method calls. The call stack
is thus a sequence of programming language statements and method returns. Method
returns consists of the stack prior to the method call, the variable the method return
value should be assigned to, and the variable containing the method return value. We
use return (I, x,y) as notation for method returns. Formally, return (I, z,y) is notation
for inr(l,z,y) € Stm—+ (Stackx Varx Var). We use stm(s) as notation for map(inl)(s) €
TCStack when s € Stm. We use - for cons-ing on call stacks and ; for concatenation of
call stacks.
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A faulty machine configuration consists of a special fault heap, 4, and a thread pool.
We use this faulty configuration to indicate memory errors, such as an attempt to access
a field that does not exist.

The presentation of the operational semantics is inspired by the Views framework
[3], and factors the small-step program evaluation relation, —, into a labelled thread
pool evaluation relation, —, and an action semantics, [-]- The labelled thread pool
evaluation relation, <%, defines the local effects (i.e., stack effects) of executing a single
thread for one step of execution. The action semantics defines the global effects (i.e.,
heap effects) of executing an atomic action. These are related through the action label
(a) of the thread pool evaluation relation. This factorization simplifies the definition of
safety in Section 4. Due to this factorization, the labelled thread pool evaluation relation
non-deterministically “guesses” the right values when reading from and allocating on the
heap. For instance, the READ rule “guesses” the current value v of the given field in the
heap. The semantics of the read(—) action then enforces that the “guess” was correct,
through the STEP rule.

Actions Act € Sets

a € Act == id|read(o, f,v) | write(o, f,v) | cas(o, f,vo, Un,T)
| oalloc(T,o0) | calloc(o,m,c) | otype(o,T) | ctype(c,T,o,m) | 4

where ¢ € CId, o € OId, f € FName, v,v,,vn,7 € CVal, T € CName, m € MName.

Single-step semantics of non-forking statements

‘—> C (Stack x (Stm + (Stack x Var x Var))) x Act x (Stack x TCStack) ‘

We use body(T', m) to refer to the body of method m from the 7" class. We use fields(7T")
to refer to the names of the fields defined by class T'. Naturally, both body and fields are
partial functions.

x,y € dom(l)

¥ ASSIGN
(Linl(x =y)) = (Ix = y)],)

X,y € dom(l) I(x)e OId wve CVal

read(l(x),f,v) READ
(L,inl(y = x.f)) ———— (lly = v],¢)
X,y € dom(l) l(x) € OId
WRITE

(l,an(Xf _ y)) write(l(x),f,l(y)) (l,é‘)
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X,Y,0,n € dom(l) lly)e OId wve CVal

CAS
(I, inl(x = CAS(y.f, 0, n))) XU r 1 o)
€ dom(l l l
oy € domlt) 169 = ) -
(I,inl(if (x == y) {s1} else {s2})) — (I, stm(s1))
x,y € dom(l)  1(x) # L)
i IrF
(I,inl(if (x == y) {s1} else {s2})) — (I, stm(s2))
x € dom(l) o€ 0Old
oalloc(T,0) CALLOC
(l,inl(x =new T)) ———= (I[x = 0], )
x,y € dom(l) lly)e Old ce CId
DALLOC

calloc(l(y),m,c)
—_—

(I,inl(x = delegate y.m)) (Ix — ¢], )

XY,z € dom(l) lly) e Old T € CName

MCALL

body(T, m) = C m(Cx){Cy;s2; return r}
= 1

DCALL

(I,inl(x = y.m(z))) otype(t).T), ([thi y), X+ 1(2),y — null], stm(Sz); return (1,x,r))
XY,z € dom(l) lly)e Cld T € CName o€ Old
body(T, m) = C m(Cx){Cy;s; return r}
(1 inl(x = y(z))) UL, fpis s o.% o5 1(2), 5 = nudl], stm(a); return (1,x, 1))

x € dom(l) y € dom(ly)
(I, return (I2,%,y)) “% (Ia[x — L1 (y)], €)

RETURN

All of the above rules require that the local stack variables involved exist on the stack
and contain values in the right semantic domains. For instance, the READ rule requires
that x and y exist on the stack and that x contains an object identifier. If these conditions
are not met, read should fault, as expressed by the following rule.

x & dom(l) Vy & dom(l) VI(x) & OId
(1,inl(y = x.f)) SN (I,e)

READF

The other fault cases are similar and have been omitted.

112



‘—> C Thread x Act x TPool

Single-step semantics

SEQ

(l,s) 1> (l/,81)
(t,1,s-59) = {(t,1',51;82)}

x € dom(l) I(x) e CId T € CName o€ Old

body(T, m) = void m(){Cy;ss; return r} t1 # to
ctype(l(x),T,0,m) FORK
PO {(t1, 1, 51), (t2, [this — 0,y — null], stm(s2))}

(t1,1,inl(fork(x)) - s1)

There is a corresponding fault rule for fork, in case the stack variables involved are
not defined or contain values in the wrong semantic domains or the delegate refers to a

method that does not exist.

\—> C TPool x Act x TPool

Thread pool evaluation

reT 35T  wtid(T\{z})UuT")
T4 (T\{z})uT

‘—>§Prg>< Prg

Single-step program evaluation

T45T KW eld(h)

S
L T)— (W, T

‘—>" C Prg x Prg

Multi-step program evaluation

(h,T) N (h”,T”) (h”,T”) _>’I’L (h/,T,)
(h,T) =™+ (W, T")

(h,T) =° (h,T)

‘irr € Thread — 2,irr € TPool — 2

Irreducibility

irr(z) = Ya € Act. VT € TPool. x T for x € Thread

irr(T) € Vo € T. irr(z) for T' € TPool
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Action semantics ‘ [-]: Act x Heap — P(Heapw {4}) ‘

(o, f) € dom(h) and h(o, f) =v
[read(o, f,v)](h) =< 0 if (o, f) € dom(h) and h(o, f) # v
(0, f) & dom(h)

v]} if (o, f) € dom(h)

[write(o, f,v)](h) = {%} if (o, f) & dom(h)

{h} if (o, f) € dom(h), h(o, f) # v, and r = null
[cas(o, f,vo, v, 7)](h) = {{h[(o, f) =)}t if (o, f) € dom(h), h(o, f) = v, and 7 = 0
{4} if (o, f) & dom(h)

{h](0,f) = null,o — T]} if o ¢ dom(h) and fields(T) = f

{@ if o € dom(h)

{5} if fields(7") is undefined

{hlc— (o,m)]} if c ¢ dom(h)
0 if ¢ € dom(h)

[oalloc(T, 0)](h) =

[ealloc(o,m, c)](h) =

{h} if o € dom(h:) and hi(o) =

lotype(o, T)](h) =< 0 if o € dom(h:) and h¢(0) 7é

{4} if o & dom(hy)

{h} if ¢ € dom(h), o € dom(ht), h(c) = (0o,m) and h(o) =T
[etype(e, T,0,m)](h) =< 0 if ¢ € dom(h), o € dom(h;), and h(c) # (o,m) or hi(o) # T
{4} if c & dom(h) or o & dom(hy)

Action semantics ‘ [-]: Act x (Heap W {4}) — P(Heap W {4}) ‘

_ Jla](z) if x € Heap
M(x){{e} T
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mod; : Stm — P(Var)

Modifies set
mod : seq Stm — P(Var)

={}
{x}
mod; (x = y.f) = {x}
mod; (x = new C) = {x}

mod; (x =

modj (x = null

y) =
) =
)
) =
mod; (x = delegate y.m) = {x}
mod; (x = CAS(y.f,o,n)) = {x}
) =
) =
) =
) =
) =

mod; (x =y.m(z)) = {x}
z)

mods (x = y(2)) = {x}
mod; (x.f =y) =0
mod; (fork(x)) = ()
mod; (if (x ==1y) {51} else {S2}) = mod(s;) U mod(S2)
mod(e) = ()
mod(s;;S2) = mod;(s;) U mod(S2)
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2 Logic

In this section we define a proof system for reasoning about mini C* programs. The proof
system consists of several components.

e A higher-order separation logic for reasoning about mutable data structures. The
main ingredient is a separating conjunction connective, written p * q, which asserts
that p and ¢ holds disjointly.

e A higher-order variant of concurrent abstract predicates for reasoning about shared
mutable data structures. Concurrent abstract predicates partitions the state into
regions with protocols to describe how the state in each region is allowed to evolve.
This allows local reasoning about shared mutable data structures, by providing an
abstraction of possible environment interference.

e A higher-order specification logic for modular reasoning about libraries. This allows
libraries to be specified abstractly, by existentially quantifying over representation
predicates in library specifications. Since representation predicates describe both
the state and possible interference, this allows specifications to abstract both the
internal data-representation and any internal parallelism.

e An embedding from assertions into specifications, to allow specifications to expose
axioms about representation predicates to clients. An embedding from specifica-
tions into assertions, to allow reasoning about delegates.

e A later modality and guarded recursion for reasoning about mutually recursive
methods and recursion through the store. The later modality internalizes a notion
of an execution step into the proof system. This allows reasoning about mutually
recursive methods, by induction on execution steps.

e Phantom fields to record an abstraction of the state and history of execution.

Combined into one proof system, these features allow us to reason abstractly about
libraries and clients that combine shared mutable data structures, concurrency, and re-
cursion through the store. For a realistic example that combines all these features, see
our work on the Joins library [6, 7|.

2.1 Syntax

Conceptually, the program logic consists of two layers: an assertion logic for reasoning
about program states and a specification logic for reasoning about programs. Since
the language features delegates, we allow specifications to be embedded in assertions.
Likewise, to allow library specifications to expose axioms about representation predicates
to clients, we also allow assertions to be embedded in specifications. Formally, the proof
system thus contains a single term language, defined below, containing both specifications
and assertions.
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Terms M,N,P,Q,S,T,F M:7. M| MN |x
LIT|MVN|MAM|M= N
Vx:7.P|3x:7.P|M=;N
P+xQ|P—=xQ|emp

M.F s N | Mg 5 N | M N.M | M:N
Clm|f|null

LIM<N|MAN

[P1"™™ | protocol(R, M, N) | [MIR | p
pureprotocol(P) | purestate(P) ’ pureperm(P)
dept(P) | indepy(P) | stable(P) | stableR (P)
PCQIPETQ !,\I(MA)-{PHSHQ} | (A){P}(s)™{Q}
P~tMQIPrd)gg Q

>M | fix-(M) | guarded_ (M)

valid(P) | asn(S)

M.N: (A){PHx.Q} | M : (A){P}Hx.Q}
(A){P}s{Q}

where p is a fraction in (0, 1].

We use a type system to carve out specifications and assertions from this common
term language. The set of types is generated by the following grammar:

= 1|7 —o0]|7xo0]|Prop|Spec
|  Val | Class | Method | Field
|  Perm | Action | Region | RType

Types 7,0

and includes the standard type constructors for a simply-typed lambda calculus. Basic
types include the type of assertions, Prop, the type of specifications, Spec, and the type of
mathematical values, Val. The Val type includes all C* values and strings, and is closed
under formation of pairs, such that mathematical sequences and other mathematical
objects can be conveniently represented.? In addition, basic types include Class, Method,
and Field, the types of C! classes, methods and fields, respectively. Finally, basic types
include the type of permissions, Perm, the type of action identifiers, Action, the type of
region identifiers, Region, and the type of region types, RType.

As a convention, we mostly use meta-variables P and Q for terms of type Prop, S and
T for terms of type Spec, C for terms of type Class, and F for terms of type Field. We
also use P and T for terms of type Perm and RType, respectively.

2We use a single universe Val for the universe of mathematical values to avoid also having to quantify
over types in the logic. We omit explicit encodings of pairs and write (v1,...,v,) for tuples coded as
elements of Val.
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2.2 Typing

Terms are typed with the typing judgment I'; A = M : 7, where I' is a logical variable
context and A a program variable context, and 7 is a well-formed type. Well-formed
types are given by the - 7 : Type judgment. The type system thus consists of the
following judgments:

F 7 Type 7 is a well-formed type
LAFM: 7 M is a well-formed term of type 7
where
I' == TI,x:7|e logical variable context
A == A,x:Val|e program variable context

Specifications do not have any free program variables and are thus typed with an empty
program variable context, A. Hence, we use I' H M : 7 as shorthand for I'; — F M : 7.
We write I'; A for the concatenation of I' and A. Thus, I'; A = M : 7 is shorthand for
LA —FM:T.

Well-formed types

F7: Type Fo: Type F7: Type Fo: Type
F71xo:Type F71—0o: Type
F1:Type F Prop : Type F Spec : Type

F Class : Type F Method : Type F Field : Type F Val : Type

F Perm : Type F Action : Type F Region : Type F RType : Type

Well-formed terms AEM: 7

Lambda calculus typing

F7: Type (x:7)el (x:Val) e A
I'AbEx:T AR x: Val
I'x:m;AFM: o AEM:7 >0 AEM: 7
AFM:T.M:7 =0 I"AFMN:o

To distinguish variables in the logic and meta-logic, we mostly use sans-serif identi-
fiers, such as x in the logic, and italic identifiers, such as x in the meta-logic.

118



Assertion typing

AR L Prop

I A+ P:Prop I''"AFQ: Prop
IAFPAQ: Prop

' AP Prop I'AFQ: Prop

IAFP=Q:Prop

I'x:7;AFP:Prop
ARV : 7. P Prop

Separation logic typing

IAET : Prop

I';AFP:Prop I'"AFQ:Prop
ITAFPVQ: Prop

AEM: 7 IAEN: 7
I'AEM =, N: Prop

I'x:7;AFP:Prop
I'AEF3x: 7. P:Prop

AR P Prop I'AFQ: Prop op € {*,—*}
I'; A+ emp : Prop I'"AFPopQ: Prop
C* typings
x e A
I Al x: Val I'; A null: Val
I AR C: Class I'; A F m: Method I A+ f: Field
AR M: Val I A C: Class
IAEM:C: Prop

I'AEFM:Val I'; A+ F: Field I'AEN: Val
I'AFMF+— N: Prop

I'AEM: Val I';AFF: Field I'AEN: Val
I AF Mg +— N : Prop

;AR Mg Val I'AFN:Val I'; A+ My : Method

')A+ My — N.Ms : Prop
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Specification & assertion embedding

I'+S: Spec I'y— P :Prop
I'; AFasn(S) : Prop I' = valid(P) : Spec

The embedding of specifications into the assertion logic allows us to define nested Hoare
triples [4] for delegates, by embedding a specification of the named method the delegate
refers to.
x = (A).{P}r.Q} = 3y : Val. 3m : Method. 3C : Class.
x—y.mxy: Cxasn(Cm: (A){P}Hr.Q})

This asserts that x refers to a named method m on object y, that object y has dynamic
type C, and that the method m from the C class satisfies the given Hoare specification.

Guarded recursion typing

AR M: (1 — Prop) — (7 — Prop) AR P Prop
s Ak fix (M) : 7 — Prop I'; AP Prop

IAEM: (1 — Prop) — (7 — Prop)
I'; A+ guarded.(M) : Spec

We omit the type subscript from fix and guarded when it is clear from the context.
Region types typing

I AFM: RType I'; A N: RType
I'yAF L : RType I'"AEM<N: Prop

' AFM: RType I'; AFN: RType
I'AEMIMIN : RType

Concurrent abstract predicates typing

I'AEP:Prop I'; A F R : Region I'; AT RType IARA:Val
R,T,A
;AF[P]T 7 : Prop

I'; AF A Action I'; A+ R : Region AR P:Perm
I; A+ [AR : Prop
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I'; A+ R : Region s AF 1, Val x Action x Val — Prop
I'; A = protocol (R, I, 15) : Prop

Formally, protocols are given by a pair of parameterized action pre- and post-conditions
I, and |,. Formally, these are given as predicates on a protocol argument of type Val, an
action identifier of type Action and a action parameter of type Val.

We use the following informal notation for a parametric protocol | with parameter a
and actions o, ..., ay:

a1t (X1, ey X ). P1(2, X1, o0y X )~ q1(2, X1, ooey Xk
I(a) =
At (X1 ey Xi) e P (@, X1, ey X))~ @@y X1, ooy Xi)

Here (a,xq,...,xg) is a context of logical variables of type Val, relating the action pre-
condition p; with the action post-condition ¢;. Formally, this corresponds to the protocol
given by the following action pre- and post-conditions:

L(a, o, y) = pila,m1(y), ..., m(y)) if a=q

l(a,a,y) = Gi(a, T (y), . mi(y)) ifo=aq
o L if Vi. « 7& Q;

L . it
where 7 denotes the assumed projection operation on Val. Furthermore, we use EI

as shorthand for
ot {al,...,ak)

IP7|q
where (—) denotes the assumed pairing operator on Val and I, and |, are the formal
action pre- and post-conditions induced by the parametric protocol I.

O0<p<l1
I'AFEp: Perm I A+ a: Action
I'=T:RType
I'=P:Prop I'FQ:Prop T'HP:Prop I'FQ: Prop
I'PCQ:Spec I'FPLCTQ: Spec
AR P: Prop I'"ARQ: Prop I'+P:Prop I'FQ: Prop
') AFT: RType I'; A F R : Region I'ET:RType I'F R : Region
R, T . R, T .
IEP ) s Q : Spec 'EP~"™"Q: Spec
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I'=P:Prop I'+P:Prop I' - R : Region T'+ A : Action

I b stable(P) : Spec [ I stable(P) : Spec
I'+P:Prop I'=T:RType '=P:Prop I'=T:RType
I' - dept(P) : Spec I' F indepy(P) : Spec
I'+P: Prop I'=P:Prop I'=P:Prop

[+ pure,em(P) : Spec I' F pureg o (P) = Spec [ = pureyotocol (P) : Spec

Specification typings

I'M: 7 I'EN:7T

I'F L : Spec I'F T : Spec I'EM =, N:Spec
I'+S: Spec I'=T: Spec I'+S: Spec I'HT: Spec
I'FSAT: Spec I'FSVT: Spec
I'=S: Spec I'+T: Spec I'=S: Spec

I'ES=T:Spec I' T : Spec
I''x:7FS:Spec I'')x:7FS:Spec
I'Vx:7.S: Spec I'H3dx:7.S: Spec

Hoare typings

The specification logic features five atomic propositions for Hoare-style partial correctness
reasoning. The three basic Hoare-assertions (HOARES, HOAREM and HOAREC) are for
specifying statements, methods and constructors, respectively. The proof rules for these
assertions (See Section 2.3.5) enforce stability of the pre- and post-condition.

I';AFP: Prop I'AFQ: Prop FV(s) C vars(A)

HOARES
' (A).{P}s{Q} : Spec
I' C: Class T' M : Method
I'; A, this - P : Prop I'; A, this,x - Q : Prop
HoAREM

T+ CM: (A).{P}{xQ}
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I' = C: Class I'FP: Prop I';xFQ: Prop
'+ C: {PHx.Q}

HOAREC

The specification logic features another two Hoare-assertions for specifying atomic state-
ments. These rules specifically do not enforce stability of the pre- and post-condition.

I'AEP: Prop I'AEQ: Prop
' (A)A{P}(s){Q} : Spec

I'AEP: Prop I'AFQ: Prop I' T :RType
T+ (A).{P}(s)T{Q} : Spec

2.3 Logics

The specification logic is given by the specification entailment judgment
r'foFS,
where S is a specification and ® is a specification context:
O =9S¢
such that 'S : Spec and T" - T : Spec for each assumption T in ®.

The assertion logic is given by the assertion entailment judgment
A |PEQ

where P and Q are assertions, such that I'; A+ P : Prop and I';/ A+ Q : Prop and I"
T : Spec for each assumption T in ®. The assertion entailment includes the specification
context @, to allow the use of assertion assumptions embedded in specifications.

2.3.1 Assertion logic

The assertion logic includes a standard intuitionistic higher-order separation logic.

;A& LEP ;A |®|[PHT

IA|®|PFQ T;A|[®|QFR
;A |®[P«QFP I'A|®[PFR
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I;A|®|PFR

A |®|QFR

I'A|®|PVQFR

I'A|®|PVQHR
I;A|®|PFR

IA|®|PAQFR
I;A|®[PFQ=R

A |PFQ—=*R
A[®|[P+xQFR

I—|®|THP
T'| @ valid(P)

2.3.2 Specification logic

I;A | @ |PVQFR
AJ®|QFR

I'A|®|PFQ=R
I;A|®[PAQFR

AJ®|P+xQFR
A ®|PEQ—=R

T | @+ valid(P)
T;— [®|THP

The specification logic includes a standard intuitionistic higher-order logic.

' ®,sSES
T[®,LFS T|oFT T|[3FS
T|&FS T|oFT T|&FS T [o+-T
F'N®FSAT eFSVT feFSVT
P [®FSAT T [®FSAT P[®FSVSy T|&,SH+T
T[&FS T[oFT T[T
T |®,SFT [|&-S=T TI|&FS
L[&FS=T T|&FT
f®FWx:7.S '-M:7 Cx:7|®FS x & FV(P)
L [®F SM/x] T|®Fvx:7.S
D|®FSM/x THM:T Dox:7|®,SFT  x¢FV(®,T)
|®F3Ix:7.S D|®,3x:7.SET
I[M:r P|®FM=N T|®&FSM/z
T[&FM= M [ |®F S[N/z]

r'|®,SH(A){P}5{Q}
I'|®F (A){Pxasn(S)}s{Q}

I'|®F (A){Pxasn(S)}s{Q} A
I'|®,SkH(A){P}s{Q}
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2.3.3 Guarded recursion and later modalities

The logic features a fixed-point operator fix on predicate functionals, which defines a
fixed-point when applied to guarded predicate functionals.

I'M: (1t — Prop) — (1 — Prop) I' | @ F guarded(M)
I'| ®F ¥x: 7. valid(fix(M)(x) < M(fix(M))(x))

Definitions are guarded using the later modality, >. To support modular guardedness
proofs, we build non-expansiveness into the interpretation. A definition is thus guarded,
if it can be expressed as a composition of functions where one function is guarded:

'+ My, Mg, M3 : (1 — Prop) — (7 — Prop) I'| ® - guarded(My)
I'| &+ guarded(M3 o My o My)

where Mo N = AP : 7 — Prop. M(N(P)). Furthermore, recursive predicates are guarded
if all occurrences of the recursive predicate appears under > operators:

I'=M: (1 — Prop) = (1 — Prop)

GUARDI
I' | @ - guarded(AP : 7 — Prop. Mo (Ax: 7. >P(x)))

I'-M: (1 — Prop) — (1 — Prop)

GUARDE
['| ®+ guarded(AP : 7 — Prop. Ax: 7. > (Mo P)(x))

The later modality internalizes a notion of step in the logic. If the specification S holds
for i steps of execution, then >S holds for i+ 1 steps of execution. This allows us to reason
about mutually recursive methods and recursion through the store, using the LOEB rule,
which internalizes induction on steps in the model. See Section 3.1 for an example that
uses recursion through the store.

r|®,sSES

LOEB
L|®FS

NS

The >-operator commutes with existentials over inhabited types (and every type is cur-
rently inhabited), and over separating conjunction.

I'x:7FP:Prop inhabited(T) I' =P : Prop I'Q:Prop
I'|®Fvalid>(3x:7.P) < (3x:7. >P)) T'|®Fvalidi(PxQ) < (P *>Q))

2.3.4 Concurrent abstract predicates

The logic includes a large set of inference rules for reasoning about concurrent abstract
predicates in the logic, without resorting to the semantics. This logic suffices for verifying
realistic examples such as the spin-lock in Section 3.2 and the joins library (See [6] and
accompanying technical report [7]). The logic for reasoning about concurrent abstract
predicates consists of several parts:

125



A logic for reasoning about stability. The logic allows stability proofs to be de-
composed into stability under individual actions. The corner-stone of the stability
logic is rule STABLEA, which allows one to prove stability of a region assertion
containing nested (but not self-referential) region assertions.

e A logic for reasoning about accesses and updates to resources in a shared region.
The main rule of this logic is OPENA, which allows a shared region to be “opened”,
moving the shared resources into the local state.

e A logic for reasoning about view-shifts on shared regions. Like the logic for rea-
soning about accesses and updates, the main rule, OPENV, allows a shared region
to be “opened”.

e A logic for reasoning about whether an atomic access or update to the resources of
a shared region is allowed by the protocol on the given region.

e A logic for reasoning about whether a view-shift on the resources of a shared region
is allowed by the protocol on the given region.

e A logic for reasoning about the region support of an assertion, to prove the absence
of self-referential region and protocol assertions.

e Logics for reasoning about whether assertions makes assertions about protocols and
state, respectively, to prove that assertions are expressible using state-independent
protocols.

Stability

Stability is closed under all the standard assertion connectives and quantifiers.

I'| @t stable(l) I' | ® + stable(T) I’ | ® I stable(emp)

['| ® + stable(P) ['| ®+ stable(Q) op € {V,A\,=, %}
I'| ®  stable(P op Q)

I'| @+ Vx: 7. stable(P) I'| @+ Vx: 7. stable(P)
I'| @ - stable(¥x : 7. P) I'| @ - stable(3x : 7. P)

Stability decomposes into stability under every action, considered individually.

I'P:Prop I' = R : Region

- R STABLED
I'| ® F (Vo : Action. stable] (P)) < stable(P)
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Here the stableR (P) specification expresses that the assertion P is stable under arbitrary
actions on any region other than R and the « action on region R (See definition stable™4
on page 182 for the formal semantics of stableR). A proposition P is thus stable if there
erists an R such that stableR(P) holds for all actions c.

An assertion is stable under actions that it owns (STABLEOWN). Furthermore, a
region assertion is stable under an action if it is closed under every instantiation of the
action that satisfies the pre-condition (STABLECLOSED).

I'FP:Prop I' - R : Region
I'ET:RType I'HA:Val '+ 1,,1, : Val x Action x Val — Prop

STABLEOWN
RT.A
T | & - stable® ( o [oz]lR)
I' - R : Region I'=T:RType I'HA:Val I'+ «a: Action
I'P,Q: Prop I'F1p,1, : Val x Action x Val — Prop
I ‘ ¢+ pureprotocoI(P) r | ¢+ purestate(Q)
I' | ®  stable(P % Q) I'| @+ indept(P)

I'| @+ Vx: Val valid((I,(A, o, x) AP) = L) Vvalid(l4(A, a,x) = P)

STABLECLOSED

R.T,A
I | ®  stableR ( Ip’lq’ * Q)

Since the underlying model lacks support for general higher-order protocols, the STABLE-
CLOSED rule requires that the region assertion can be expressed using state-independent
protocols. We say an assertion R can be expressed using state-independent protocols if
it can be written as S x P where S makes no assertions about protocols and P makes no
assertions about the state:

sip = AR : Prop. 35, P : Prop. valid(R < S % P) A pure, o100/ (S) A puregiare (P)

Here pure,ooc0(S) asserts that S is invariant under arbitrary changes to protocols and
pureg.i(P) asserts that P is invariant under arbitrary changes to the local and shared
state.

For assertions that are expressible using state-independent protocols, protocol asser-
tions can be “pulled outside” region assertions, to allow the STABLECLOSED rule to be
used. In particular, if valid(R < (S * P)), pure,oiocoi(S) and pureg,io(P), then
R,T,A o R,T,A P

IZHI[I Ip7lq

state

The left-hand side is thus stable if and only if the right-hand side is, and we can apply
the STABLECLOSED rule to the right-hand side.

I'| ®,SF stable(P) [;—|®|PFasn(S)
I'| @ stable(P)

When defining higher-order representation predicates, we will often use specification as-
sertions to constrain instantiations of assertion and predicate arguments. The above rule
allows us to copy such embedded specifications from an assertion P into the specification
context, when proving stability of P.

STABLEASN
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View-shifts and atomic updates

The following rules provide a small logic for reasoning about view-shifts and atomic
statements that update or access resources in shared regions. The cornerstone of the logic
are the rules for opening a region (rules OPENV and OPENA). Standard separation logic
rules for updating and accessing state requires local ownership of a resource justifying
this update/access. The OPENV and OPENA rules allow us to open a region, temporarily
turning the region’s shared resources into local resources, for the duration of a view-shift
and an atomic statement, respectively. This allows us to use standard separation logic
rules to reason about updates to these temporarily local resources.

To reason about an update to a shared region, both rules require a proof that the
update is possible (the last hypothesis of each rule) and a proof that the update is
permitted by the protocol of the given region (the second to last hypothesis of each
rule). The following subsection contains rules for proving that the update of the region
is permitted by the protocol. Both rules further require explicit proofs of the absence of
self-referential region and protocol assertions, using the indep assumptions.

I' = R : Region I'-Ty,To: RType I'HA:Val
Fl—Pl,PQ,Ql,QQZT—)PrOp F‘@"TgﬁTl
I' | @+ indept,1,(P1) I' | @ F indepr,1,(P2)
I' | @ I indepr,7,(Q1) ['| @ Findepr,1,(Q2)

R, T1,A R, T1,A
F|<I)}—E|x:7'.m ' * Pa(x) R T2 EIX:T.m ' * Qa2(x)

[i— | @] 3x: 7. Pr(x) * Pa(x) F 3x : 7. Qi(x) * Qa(x)
L|®&F3x:T. mRILA * Pa(x) C™2 3x: . mR’ThA * Qa2(x)

To support modular stability proofs, action permissions owned by shared regions cannot
be used to justify updates to shared regions. The following rule, which “opens” the
shared region R thus explicitly requires that P; does not assert local ownership of any
permissions. This ensures that no actions from P; are used to justify updates in the
nested atomic update.

OPENV

I,A+R:Region T,AFT,Ty:RType T,AFA:Val
F,A [ Pl, P2,Q1,Q2 T — PI’Op
TA[OFTy 2Ty T,A|®F pureyem(P1)
I, A| @+ indepr, T, (P1) [, A | @ Findepr qr,(P2)
I, A | @+ indepr,q7,(Q1) I'A| @& indepr,qt,(Q2)

F|®F3Ix:7. mRILA % Pa(x) waT)_Q@ Ix: T MR’RA * Qa(x)
L ®F (A).{3x: 7. P1(x) * Pa(x)}(s) TT2{3x : 7. Qu(x) * Qa(x)}

D@ E (A) G [P Patods) ™3 m [+ Qulx))

OPENA
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F,A |_ Tl,TQ,Tg . RType
P,A|(I)l—(Tl:TQZJ_)\/(Tl:ngL)\/(TQZTg:J_)
LA|®FPCET P | ®F (A).{P}s)2{Q} DLA|OFQLC™Q

[ ®F (A){P}s) MMy ATRANS

F,A|<I>D—T1§T2 F|<I>|—T1§T2
I'| @k (A){PHs){Q} r|eFPC™Q
T'|®F (A){PHs){Q} FoFPC™2Q

The following two rules are used for creating a new region and allocating a new region
type, respectively. To allocate a new region type, we pick a region type T1 and a protocol,
and get back a new region type T2 greater than or equal to T with the given protocol.
To allocate a new region, we pick a region type and get back a region identifier and the
full action permission for any finite number of action identifiers. The region allocation
rule further allows us to transfer some initial resources, P, to the shared region.

I'FP: Prop I'Fay,...,qn : Action I'HA:Val I'FT:RType
R, T,A
I'|®FPCh3R: Region. [P s [ay]f s - % [}

I'F Ty : RType ' 1,1, : Val x Action x Val — Prop
['|®FempCh 3Ty : RType. Ty < Ty * protocol(Ta, 1y, I,)

I'ET:RType I'FPy,P2,Q: Prop
r|eFP,CTQ L|dFP,CTQ

L|®FP, VP, CETQ

I'EP,Q,R: Prop ' T:RType 'FP,Q,R: Prop
|®FPCZQ T |®F stable(R) I|®FHPCTQ  I'|®F stable(R)
['[oFP+RCQx*R I|®FPxRC' QxR
I;— | ®|PFQ
Ie-PCQ

I'F T :RType

I'ET:RType I'A+P,Q: Prop I'P,Q: Prop
L|®F (A).{P}s)T{Q}  atomic(s) r|eFPCTQ
I'| @+ (A){P}s{Q} [feFPCQ
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I'=T: RType

AC
T ®F (A){y.f = M} AS

(x = CAS(y.f,0,n))T
{x=y*0o=Mxyfrn)V(x=nullxo#Msxy.f— M)}

Atomic statements

atomic(x = CAS(y.f,o,n))  atomic(x=y)  atomic(x.f=y)  atomic(x =y.f)

Atomic update & view-shift allowed

The proof system includes two specifications assertions,

PRTQ and P @

for asserting that a given view-shift /atomic update is permitted according to the protocol
on region R. More formally, P ~»RT Q asserts that for any step at the instrumented level
from P to Q that corresponds to a no-op at the concrete level, the update to region R
is justified by the protocol on region R using an action owned by P. Furthermore, the
action used to justify the update only depends on regions with region types greater than
or equal to T. The meaning of P “’“’FAT). ) Q is almost the same, as it asserts that any
step at the instrumented level from P to é) that corresponds to the atomic statement s at
the concrete level is permitted by region R. See the definition of p WZ’A g and p ~"4 ¢
on page 187 for the formal semantics of P WEX;- s) Q and P ~RT Q.

There are several things worth noting about these assertions; first, they explicitly
do not enforce stability of the pre- and post-condition. In fact, they allow case analysis
on disjunctions and existentials in both P and Q — even inside region assertions. These
predicates also satisfy a non-standard rule of consequence that allows weakening of both
the pre- and post-condition. From this non-standard rule of consequence, we can further
derive an asymmetric frame rule that allows arbitrary changes to the context.

Since most of the proof rules for these two predicates are the same, we write P W?T Q

where J is defined as follows,
T 5= (A).45) |
to refer to both variants at the same time.

I'FR:Region TI'F Ty, Ty:RType
T[oFP~R1Q T[dFT<Ty

[[®FP~3"Q
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Lok L~2"Q

F|q)|—P1-->
R7T
F‘(I)l_PlvP2'\/‘->j Q

r ‘ (I)l_Rg,Tz,A*R El’Tl Q
T ok [P «R-R0T Q

L[oFP~3T 1

F|<I>H>ng
L[oFP~3"Q

T|oFpP~fT leQQ

Mok P-RAlQ [ «R
T |okP-RAlQ, [ «R

Ro,T2,A R1,T
Mo EYEF GG Tier e B EYal

I'+P,P,Q,Q : Prop I' = R : Region I' =T :RType
;= |[®|PPFP T|oFP-RTQ T;—|2|QFQ
I'|oFP 3T Q
IAFP P QQ :Prop T,AFR:Region T,AFT:RType
IA|®|P P F|<I>|—P~»(A)<>Q ILLA|®|QFQ

/ /
TlokP 3], Q

Any view-shift and atomic update on a region R corresponding to an instance of an
action of the protocol on R is permitted, given partial ownership of said action.

' A1, 1y - Val x Action x Val — Prop
IAEFAM: Val
IAFP:Perm I') A F R : Region

I'A| @ indepr, (I,(A, o, M), I4(A, o, M))

R, T1,A
| @[ly(A a,M)|

I') A F «: Action

T,AF Ty, T2 : RType

DAJ®PFET LTy

R, T1,A
lQ(Aa «, M) | * [CV}

AUAcT

RT
* [a]p W(A)is) P

P7|q

P7|q

I' - o : Action
Fl—Tl,Tgi
F|oFTe £Ty

R, T1,A
Q(Aa «, M) |

I'F 1,1, : Val x Action x Val — Prop
I'-AM: Val I' =P : Perm I' F R : Region
['| @ Findepr, (I,(A, a, M), 14 (A, o, M)

R,T1,A
| @ F[1,(A M)

RType

VSAcT

s [a]R ~RTz | % [a]R

Pvlq

Pvlq

Since P w( A ) Q assert that any step at the instrumented level from P to Q that
corresponds to the atomic statement s at the concrete level is permitted by region R, we
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can also prove P WRAT).@ Q by proving that there exists no such step at the instrumented
level. This is usefui after performing case analysis to exclude impossible cases, as illus-
trated by the spin-lock example in Section 3.2. The following rule provides one way of
proving that no such step exists at the instrumented level, by providing a concrete field
(x.f) whose actual value after the update (Mz) is distinct from the assumed value (My).

I'|®F (A)A{P1*P2}{(s){Q3} LA | @ My # Ms
F,A‘@|Q1*QQFXfI—>M1 FA|<I>|Q3|_Xf>—>M2

R LT R PR N [eT] Y

AUFALSE1L

Dependence

The dept assertion internalizes a notion of region support, allowing explicit reasoning
about the absence of self-referential region and protocol assertions. In particular, dep(P)
asserts that P is invariant under arbitrary changes to shared regions and protocols of
regions with region types not greater than or equal to T. Conversely, indepy(P) asserts
that P is invariant under arbitrary changes to shared regions and protocols of regions
with region types greater than or equal to T.

I'=S: Spec
I'=T:RType I'T:RType I'=T:RType
I'| ®F depy(l) I'|®F depy(T) I'| @+ depy(asn(S))

| ®F+ depr(P) '| P+ depr(Q) op € {\,V,*,=}
@ F depr (P op Q)

F|oFT <Ty
I'|®+Ve: 7. depr(P) Q € {v,3} ['| ®F depr,(P)
['|®F depr(Qx: 7. P) I'| &+ depr, (P)
I'| @I Vx : Val x Action x Val. depr, (I(z))
I'| &+ depr, (P) I' | @ =V : Val x Action x Val. dept, (I4(z))
T | ®F depr, i, (ER’TZ’A) I' | ® - depr, 1, (protocol(Ta, Iy, 14))

I'| @t depr,(P) F|®oFT £To DPoFT, LTy
I' | @ & indepr,(P)

I|®FTi£Ty  T'|®F indepr,(P)
R,T2,A
o+ indepTl(E =
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Protocol purity

The purepoiocol Predicate expresses that a given assertion is invariant under arbitrary
changes to currently allocated protocols. The pure, o0 Predicate is closed under all the
usual connectives.

I | ¢ F pureprotocoI(J-) r | o+ pureprotocol(—r)

r | ¢+ pureprotocoI(P) r | ¢+ pureprotocol(Q) op € {/\7 V, *, :>}
r | D - pureprotocoI(P op Q)

| ®F Vx: 7. puregorocol (P) Q € {3,V}
r | P+ pureprotocol(QX 2T P)

The purep,oiocol Predicate is also closed under the mini C! specific state assertions.

I'HM:Val I'-M: Val
I' - F : Field I'=N: Val I' - F : Field I' =N : Val
r | P+ pl'lreprotocol('\/l'F = N) I ‘ P+ pureprotocoI(MF = N)
I'F Ny, Ny : Val I' - M : Method I'EM: Val I' - C: Class
r | Q- pureprotocol(N1 = NQ'M) r ‘ P - pureprotocol(M : C)

It is also closed under region and action assertions, but not protocol assertions.

I'FP: Prop I' - R : Region I'ET:RType I'kA:Val
r ‘ ¢+ pureprotocol(P)

R,T,A
r | ¢+ pureprotocol (,E )

I' = A: Action I' = R : Region I'EP:Perm
r ’ P+ pureprotocol([A]g)

Lastly, pure,otocol 18 closed under arbitrary embedded specifications.

I'+S: Spec
r ‘ P+ pureprotocol(asn(s))
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State purity

The pureg,. predicate expresses that a given assertion is invariant under arbitrary
changes to the current local and shared state. The pureg.,. predicate is closed under
all the usual connectives.

| ®F puregae(L) ['| @ pureg,ee(T)

F | (I> l_ purestate(P) F | (I) }_ purestate(Q) op € {/\7 \/a *, :>}
['[ @I pureg,e (P op Q)

I'|®F Vx: 7. puregaie(P) Q € {3,V}
I'| ®F puregae(@x: 7. P)

It is also closed under protocol assertions, but not region or action assertions.

I'ET:RType I'F1,,1, : Val x Action x Val — Prop
I'| @ b pureg,e(protocol(T, I, 1))

The pureg.;. predicate is also closed under embeddings of arbitrary specifications.

I'ES: Spec
r ’ O+ purestate(asn(s))

Permission purity

The purepe,, predicate asserts that a given assertion is invariant under arbitrary owner-
ship transfer of action permissions. It is closed under all the usual connectives.

rlotk pureperm(J_) ok pureperm(T)

I ’ ¢+ pureperm(P) I ’ o+ pureperm(Q) op € {/\7 Vv, *7$}
Lok pureperm(P op Q)

['|®FVx: 7. puresem(P) Q € {3,V}
['| @k purepe,m(@x: 7. P)

The purepe,, predicate is also closed under the mini C* specific state assertions.

'-M:Val I'-M:Val
I'F F : Field I'EN:Val 'k F: Field I'FN:Val
['| @+ purepe,m(M.F = N) ['| ®F purepe,m (Mg = N)
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I' = Ny, Ng : Val I' = M : Method I'-M: Val '+ C: Class
['| @ F purepem (N1 = No.M) ['| ®F purepe,m(M: C)

It is also closed under region and protocol assertions, but not action assertions.

I'FP: Prop I' - R : Region I'ET:RType I'-A:Val
Lok pureperm(P)

R,T,A
r ‘ ¢+ pureperm (@ )

I'ET:RType '+ 1,1, : Val x Action x Val — Prop
['| @ I purepe,m (protocol (T, 1, 14))

Lastly, pure,eq, is closed under embeddings of arbitrary specifications.

I'+S: Spec
['| @ F pureye,m(asn(S))

Phantom state

Hoare logics commonly feature auxiliary variables to record an abstraction of the state
and history of execution. Auxiliary variables are updated through standard assignments,
but they are not allowed to affect the flow of execution. Phantom fields provide a purely
logical notion of an auxiliary variable. Phantom fields are updated through view-shifts
in the logic, instead of assignments in code. Updating a phantom fields requires full
ownership of said field.

T'M:Val TFF:Field TFN:Val
[|®FMp— T Mg N

Like ordinary fields, phantom fields have a fixed value at any given point in time.

I'FM:Val I' - F: Field I' F N¢, Ny : Val
P|<I)|—MF'—>N1/\M|:|—>N2:>N1:V3|N2

Phantom fields are allocated in the proof rule for constructor verification.

2.3.5 Hoare logic

Structural rules

Lo+ (A){P}s{Q} TI,A|®+ stable(R) mod(s) NFV(R) =0
'@+ (A){P*R}s{Q=R}
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', A | ® |- stable(P) A stable(Q)
DLA|®FPCP T oF(A){P}s{Q} T,A|2-QLCQ

'l ok (A)A{P}s{Q}

' ®F(A){P}si1{Q} I'®kF(A){Q}s2{R}
I ’ o+ (A).{P}Sl;SQ{R}

Primitive statements

AR P Prop I'A | @I stable(P) X,y € vars(A)
I'[ @+ (A){Ply/x]}x = y{P}

X,y € vars(A)
Lok (A)Ax.f— Ixf=y{xf—y}

I'y—FM:Val X,y € vars(A)
I'|®kF (A)Axf— M}y =xf{x.f = M Ay =y, M}

I',Z, this, ret | & I stable(P) A stable(Q)
'|®F>(Cm: (2).{P}{ret.Q}) I' - C: Class

I'|®F (A){P[u/z,y/this] xy: C}x = y.m(u){Q[u/z,y/this, x/ret]}

I',z,this, ret | @ |- stable(P) A stable(Q)
'|®F>(Cm: (2).{P}{ret.Q}) I' = C: Class

' @&+ (A)A{P[u/z,y/this] xy +— zmx*z: C}x = y(u){Q[u/z,y/this, x/ret]}

I', this, ret | ® |- stable(P) A stable(Q)
['|®+(C:{P}Hret.Q})

I'|®F (A){P}x =new CO){Q[x/ret]}

I'FC:Class  x,y € vars(A)
L'oF (A){emp}x =y.m{x—y.m}

I', this, ret | ® I stable(P) A stable(Q)
I'®Fp(Cm: (=) {P}Hret.Q}) I' = C: Class I' - m : Method

I'| &+ (A){P]y/this] *xx — y.m xy : C}fork(x){emp}

r ’ P+ (A){P * X =vj| y}gl{Q} r ’ P+ (A){P * X Fval y}gg{Q}
' ®F (A){P}if (x =y) then 5; else 52{Q}
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Method verification

To verify a method, we verify the method body.

C € CName m € MName
body(C,m) = C m(A){Cy;s;return r} vars(A, this) N mod(s) = ()
I'; A, this = P : Prop I'; A, this,ret - Q : Prop
I'|®F (A,y,this).{P % this : C}s{Qlr/ret]}
I'|®FCm: (A).{P}{ret.Q}

Mini C¥ lacks constructor bodies. To allocate a phantom field we require that the given
field does not already exist. Constructors are thus mainly useful for allocating phantom
fields, as objects cannot have phantom fields before they have been allocated (See defini-
tion of erasure on page 169 for the formal semantics). The constructor verification rule
thus allows the user to introduce an arbitrary (finite) number of phantom fields on the
newly created object.

C € CName fields(C) = f I';this + P : Prop I'; this,ret = Q : Prop
I'| @+ (y,this).{P * this.f > null x this +— _ * this: C}skip{Q[this/ret]}
['|®FC:{P}{ret.Q}
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3 Examples

In this section we present two examples to illustrate how to use the proof system. The first
example illustrates reasoning about recursion through the store using guarded recursion.
The second example illustrates higher-order concurrent abstract predicates using a spin-
lock.

3.1 Recursion through the store

To illustrate how the embedding of specifications in assertions combined with guarded
recursion allows us to reason about recursion through the store, consider the following
program.

using System;

class NatRec {
private Func<NatRec, int, int> r = null;

public NatRec (Func<NatRec, int, int> r) {
this.r = r;

3

public int comp(int n) {
return r(this, n);
}
}

class Factorial {
private int f(NatRec r, int n) {
if (n == 0) return 1; else return n * r.comp (n-1);

}

public static void fac(int m) {
NatRec fac = new NatRec(f);
return fac.comp(m);

}
¥

This program implements a factorial computation using recursion through the store.
In particular, the NatRec constructor takes as argument a delegate that itself takes as
argument a NatRec instance and an integer, and returns an integer. When this delegate is
invoked in the comp method, NatRec calls the delegate with a reference to itself, allowing
the delegate to recursively call itself through the comp method. Since the factorial client
explicitly exploits this behavior of the NatRec class, we thus have to give a NatRec
specification that explicitly allows the client delegate to call the comp method on its
NatRec argument, and that this recursive call returns the factorial of its argument.

To specify NatRec, we require the client to choose a function on natural numbers
(f : N — N), representing the intended computation. The NatRec constructor then
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requires the client to provide a delegate that implements f, assuming that calling comp
on its NatRec argument, implements f. In this case, comp implements f. We can thus
specify NatRec as follows.

def

SNatRec = Vf € N — N. Jrec : Val — Prop.
NatRec : (r).{Igei(rec,f, r)}{rec(this)} A
NatRec.comp : (n).{rec(this)}{ret. rec(this) A ret = f(n)}

where Iz : (Val — Prop) x (N — N) x Val — Prop is defined as
Tya(rec, f,y) =y — (x, n).{rec(x)Hret. rec(x) % ret = f(n)}

Lemma 1.
- ‘ -k SNatRec

Proof.
e suppose f : N — N

e define rec’ : (Val — Prop) — (Val — Prop) as the following functional

rec’(p)(x) = Jy : Val. x.r = y * pIga(p, f,y)

e define rec as the fixed-point of rec’

def (-
rec = fix(rec’)
e since p is guarded in rec’, we have that

rec(x) < Jy : Val. x.r =y x>I(p,f,y)

e to prove the constructor we thus need to “forget a step”

public NatRec (Func<NatRec, int, int> r) {
{this.r = null % Ige(rec,f,r)}
{this.r = null x>I4.(rec,f,r)}
this.r = r;
{this.r = r«>lge(rec,f,r)}
{rec(this)}

e and the proof of comp is similarly straight-forward

public int comp(int n) {
{rec(this)}
Func<NatRec, int, int> y; int z;
{rec(this)}
{3y : Val. this.r =y x>l (rec,f,y)}
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y = this.r;

{this.r —y x>l (rec, f,y)}

{this.r =y x>l (rec,f,y) * >Ige(rec,f,y)}

{rec(this) x>l e (rec,f,y)}

{rec(this) *>f — (x, n).{rec(x)}{ret. rec(x) % ret =y f(n)}}
z = f(this, n);

{rec(this) xz =y f(n)}
return z;

{rec(this) * ret =y f(n)}

Lemma 2.
— | Snatrec = Factorial.fac : (n).{emp}{ret = n!}

Proof.
e Pick f to be ! : N — N in SnatRec

e Then we first need to show that
Factorial .f : (x, n).{rec(x) }{rec(x) * ret = n!}

which follows by a straight-foward proof:

private int f(NatRec x, int n) {
int m;
{rec(x)}
if (n == 0)
{rec(z) * n = 0}
m = 1;
{rec(z) * m = n!}
else {
frec(z)}
m = x.comp(n-1);
{rec(z) *m = (n — 1!}
m = n * m;
{rec(z) * m = n!}
}
{rec(z) * m = n!}
return m;
{ret. rec(x) *ret = n!}

e Now, we can embed this specification for f to derive the desired fac specification:
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public static void fac(int n) {
Func<NatRec, int, int> g; NatRec fac; int m;

{emp}
g = this.f;

{g > (x,n).{rec(x)}{rec(x) * ret = n!}
fac = new NatRec(g);

{rec(fac)}
m = fac.comp(n);

{rec(fac) x m = n!}
return m;

{ret. ret =nl}

3.2 Spin lock

To illustrate the use of higher-order concurrent abstract predicates, consider the following
spin-lock.

class Lock {
private int locked = 0;

public void Acquire() {
x = CAS(this.locked, 0, 1);
if(x = null)
Acquire();
}

public void Release() {
locked = 0;
}
}

It uses the private field locked to maintain the current state of the lock (0 for unlocked,
1 for locked) and a compare-and-swap to atomically acquire the lock.

The standard separation logic specification of a lock, associates a resource invariant
R with each lock, which describes the resources protected by the lock. The resource
invariant is thus transferred to the client upon acquiring the lock, and transferred back
upon releasing the lock. Since the resource invariant R might itself assert ownership of
shared resources using CAP, we require that R is stable, that it is independent of the
lock region type (picked by the client), and that it is expressible using state-independent
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protocols:

Slock = dislock, locked : RType x Prop x Val — Prop.
Vt € RType. VR : Prop. indep;(R) A sip(R) A stable(R) =
new Lock() : (-). {R} {ret. 3s: RType. isLock(s, R, ret) xt < s}
Lock.Acquire : (-). {isLock(t, R, this)} {locked(t, R, this) * R}
Lock.Release : (-). {locked(t, R, this) x R} {isLock(t, R, this)}
Vx : Val. valid(isLock(t, R, x) < isLock(t, R, x) * isLock(t, R,x)) A
stable(isLock(t, R, x)) A stable(locked(t, R, x))
The isLock(t, R, x) predicate asserts that x refers to a lock with resource invariant R. The
isLock(—) predicate is freely duplicable, allowing multiple clients to use the same lock.

Likewise, the locked(t, R, x) predicate asserts that x refers to a locked lock with resource
invariant R, and the permission to unlock it; locked(—) is thus not duplicable.

Lemma 3.
- | -k SLock
Proof.

e Define the representation predicates isLock(—) and locked(—) as follows

def

isLock(t, R,x) =
3r : Region. 37 : Perm. asn(stable(R) A indep,(R) A sip(R))

* ‘ (x.locked — 0 % R % [UNLOCK]]) V x.locked — 1 ‘::F;gx,r) o

LOCK],, * [11]5 * [2]

locked(t, R, x) &
3r : Region. 37 : Perm. asn(stable(R) A indep,(R) A sip(R))

* |x.locked — 1 :&;gx’r) * [LOCK]" * [11]F * [2]" * [UNLOCK]]

where | is the parametric protocol:

LOCK : x.locked — 0 * R % [UNLOCK]] ~~ x.locked — 1
det | UNLOCK : x.locked +— 1 ~» x.locked — 0 * R * [UNLOCK]]
[11] : x.locked +— 0 % R % [UNLOCK]] ~» x.locked > 0 * R % [UNLOCK]}]

[T2] : x.locked +— 1 ~~ x.locked — 1

e Next, we have to prove the representation predicates stable; we sketch the proof
for isLock(—); the proof for locked(—) is simpler. To prove isLock(—) stable, first
we apply rule STABLEASN to extract the embedded specification assumptions from
isLock(—) about the resource invariant. It thus suffices to prove,

t : RType,R : Prop, x : Val | stable(R), indep,(R), sip(R) |- stable(isLock(t, R, x))
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From the sip(R) assumption, there exists S,P : Prop such that pure,oiocol(S),
pureg.ie(P) and valid(R < (S % P)). We can use this decomposition of R into S
and P to pull out the region-assertions of R from the shared region in isLock(—).
That is, in the given context,

l,t,(XJ)

I(R)

| (x.locked — 0+ S % [UNLOCK]}) V x.locked - 1 L(;;) P

| (xJocked - 0+ R+ [UNLOCK]}) V x.locked — 1|

Stability of isLock(—) thus reduces to,

r ,t,(x,r)
|

T | @ I stable( (x.locked - 0+ S + [UNLOCK]]) V x.locked - 1| ®

* P)

where

I'=t:RType,R,S, P : Prop,x : Val,r : Region, 7 : Perm
® = stable(S * P), indep, (S * P), pureyotocol (S); Puregiate (P), valid(R < S + P)
By STABLED this decomposes into stability under every action. We prove stability

under the LOCK and UNLOCK actions, the remaining actions are similar. We thus
have to show that,

N stableioc}((‘ (x.locked — 0 % S % [UNLOCK]]) V x.locked — 1 ‘:(;) * P)
and
T | ® - stablef;, ocx (| (x.locked = 0 S % [UNLOCK];) V x.Jocked — 1| w0y

I(R)

To apply the STABLECLOSED rule we need to prove that,

['| @ I pureporocol ((x-locked = 0 % S % [UNLOCK]]) V x.locked + 1)

['| @+ pureg,ie(P)

I'| ® - stable(((x.locked — 0 % S % [UNLOCK]]) V x.locked — 1) % P)
I'| ®+ indepy(((x.locked — 0 * S % [UNLOCK]]) V x.locked — 1) x P)

All of these follow fairly easily from the assumptions in ®. Stability under the
Lock action thus reduces to

I'| @+ valid(((x.locked — 0 % R % [UNLOCK]}) A
((x.locked — 0 % S x [UNLOCK]}) V x.locked — 1)) = 1) Vv
valid(x.locked — 1 = ((x.locked + 0 * S * [UNLOCK]]) V x.locked — 1))
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and stability under the UNLOCK action reduces to

I' | @ F valid(((x.locked — 0 * R * [UNLOCK]|]) A
((x.locked — 0% S % [UNLOCK]]) V x.locked — 1)) = 1) V
valid((x.locked — 0 * R * [UNLOCK]}) =
((x.locked +— 0 % S % [UNLOCK]]) V x.locked +— 1))

In both cases we prove the second disjunct. The first obligation is trivial. The
second obligation follows from the assumption that valid(R < S * P).

Next, we have to verify the lock methods. Below we give a rough proof-sketch of
Lock.Acquire. Formally, we first use the LOEB rule to perform Lo6b induction, to
reason about the recursive call.

public void Acquire() {
{isLock(t, R, this)}

r,t,(this,r)

{| (this.locked - 0 + R + [UnLock]{) V this.locked - 1 "

* [Lock| * [m]] = [12]7}
x = CAS(this.locked, 0, 1);
r.t,(this,r)

IR
" r.t,(this,r)
(x = null % ‘ this.locked — 0 % R % [UNLOCK]} ")

x = this x| this.locked — 1 * [Lock|" x [11]" * [2]" * [UNLOCK]| * R) V
T ™ T 1

* [Loex]7 « [n]7 + [ma]7)}

r.t,(this,r)
I(R)
(x = null *‘ (this.locked — 0 * R * [UNLock]]) V this.locked — 1 ‘

x = this x| this.locked — 1 x [Lock]" * [1]" * [m2]" * [UNLOCK]] * R) V
T ™ T 1

r.t,(this,r)

I(R)

# [Lock]] x [11]} + [2]5) }
if (x == null) {

r.t,(this,r)

{‘ (this.locked — 0% R % [UNLOCK]]) V this.locked — 1 « [Lock]? * [11]%  [12]" }

{isLock(t, R, this)}
Acquire ();
{locked(t, R, this) * R}
} else {

I(R)

r.t,(this,r)
{‘ this.locked — 1 I(R)

{locked(t, R, this) * R}

* [Lock]’ * [11]0 * [m2]h. * [UNLOCK]| * R}

}
{locked(t, R, this) * R}
}

The main step is the atomic compare-and-swap which accesses the locked field,
which is owned by the shared lock region. Note that the immediate post-condition
of the compare-and-swap is not stable. In particular, if the compare-and-swap fails,
then in the instant the compare-and-swap fails, the lock is already locked. However,
the owner of the lock is free to unlock the lock, hence it is not stable to assert the
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lock is locked. We thus immediately apply the rule of consequence, to weaken the
post-condition to something that is stable.

The next step is thus to verify the atomic update of the shared region:

r,t,(this,r)

(x). {‘ (this.locked — 0 * R * [UNLOCK]}) V this.locked +— 1 * [LOCK]T * [11]% * [12] }

I(R)

(x = CAS(this.locked, 0, 1))

(x = this * | this.locked — 1 \[(’t,;gthis’“) % [LOCK]" # []1. * []", % [UNLOCK]] * R) V

l,t,(this,r)

(x = null «| this.locked -+ 0 + R + [UNLOCK]] @ % [LOCK]" * [11]". * [ra]")

By rule OPENA, this reduces to proving that the compare-and-swap performs the
state update on the shared region:

(x). {((this.locked — 0 * R * [UNLOCK]]) V this.locked — 1) * [LOCK]} * [11]% * [2] }
(x = CAS(this.locked, 0, 1))*
{ (x = this * this.locked — 1 % [LOCK]} * [11]% * [T2]y * [UNLOCK]] * R) \/}

(x = null x this.locked — 0 % R % [UNLOCK]] * [LOCK] . * [11]7. * [m2]})

and that this update is allowed:

r.t,(this,r
[(this.locked — 0+ R + [UNLOCK];) V this locked 1 1 \I(tht ) [Lockl. =[], * [ra][
rt
W(x).(x:CAS(this.Iocked,O,l))
r.t,(this,r
(x = this # | this.locked — 1 \,(tht ) [LOCK]E # [ * [ra]f. * [UNLOCK]] % R) V
r.t,(this,r)

(x = null x ‘ this.locked — 0 % R * [UNLOCK]} R « [LOCK]} * [11]% * [m2])

The first proof obligation follows by a fairly standard separation logic proof (us-
ing rule ACAs). To prove that the update is allowed, it suffices (by the rule of
consequence) to prove,

[(this.locked > 0+ R+ [UNLOCK];) V this.locked 1 1 \.:R;th) « [LOCK]”. * [m]L. * [ra][

rt
™7 (x).(x=CAS(this.locked,0,1))

(x = this % | this.locked s 1 M&’gthisvr)) y

(x = null % ‘ this.locked — 0 % R % [UNLOCK]{ :;‘;;this,r)

e From the update allowed rules, we can perform case analysis on each disjunction,
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obtaining the following four proof obligations:

r.t,(this,r)
‘this.locked +— 0% R* [UNLOCK]} \R)
r,t,(this,r)

)y (x = this *\this.locked =1 ‘.(R) )

« [LOCK]L, * [11]} * [T2]5

r7
~ (x).(x=CAS(this.locked,0,1

‘this.locked — 0% R x [UNLOCK]j :;;;this’r) « [LOCK]} * [11]% * [T2]5
r, - r r.t,(this,r)
(). (x=CAS (this.locked,0,1)) (x = null *‘thls.locked — 0% R x [UNLOCK] ®)
- rt,(this,r) ) , )
| this.locked — 1] o) % [LOCK]" * [11]". * [ra]"
r, . - r,t,(this,r)
“’“)(xt)_<X:CAs(this.locked,0,1)) (x = this * ‘ this.locked — 1 ‘,(R) )

thislocked > 1] ™" « [Lock]l * ]} * [

r,t,this

S (x = null *‘this.locked — 0% R * [UNLOCK] )

rt
™7 (x).(x=CAS(this.locked,0,1

The first three proof obligations follow directly from rule AUACT, using the LOCK,
71 and 7o action, respectively. The last obligation follows by rule AUFALSEL, as a
compare-and-swap from 0 to 1 cannot update locked from 1 to 0. In particular, by
rule ACAs it follows that

(x).{this.locked — 1}(x = CAS(this.locked, 0, 1)){this.locked — 1}.
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4  Model

In this section we define a model for our proof system and prove some meta-theoretic
results about the model. The concrete interpretation of the logic is given in Section 5.
The model and its meta-theory is defined using a standard classical meta logic.

The presentation of the model is strongly inspired by the Views framework [3| presen-
tation. In the Views framework, the operational semantics of the underlying program-
ming language operates on concrete machine states, while assertions are predicates on
instrumented (abstract) machine states. The soundness of the logic ensures that any step
at the concrete level has a corresponding step at the instrumented level. Our model can
be seen as a concrete instance of the Views framework, instrumented with actions and
protocols for modeling the CAP-part of the logic and a phantom heap for modeling phan-
tom fields. In addition, everything is step-indexed to model the later modality, guarded
recursion, and the embeddings between the logics. The Views framework features shared
variable concurrency. Since mini C! features fork-concurrency and threads with local
stacks and a shared heap, we have generalized the Views framework with threads and
thread-local state. To model guardedness, we model types as sets equipped with a step-
indexed equivalence relation. Furthermore, to ensure modular reasoning about guard-
edness, we build non-expansiveness into the interpretation. The interpretation is thus
given in the category of step-indexed equivalence relations and non-expansive functions,
instead of the category of sets. We begin by defining the category of step-indexed equiv-
alence relations and non-expansive functions. This category is equivalent to the category
of bisected ultrametric spaces. Ultrametric spaces have previously been used to model
guarded recursion |5, 2, 1|. We prefer this equivalent but more concrete presentation in
terms of step-indexed equivalences.

Category of step-indezed equivalence relations ASets € Cats

A step-indexed equivalence is a pair, (X, (=;);en), consisting of a set X and a set of
equivalence relations, =; C X x X, indexed by natural numbers 7 € N. We require that
the step-indexed equivalence relations become coarser at lower step-indicies:

VieN.Ve,ye X . x=1y=>x=;y
and that equality at every step-index corresponds to identity:
Ve,ye X. (VieN.z=y)=z=y
Given two step-indexed equivalence relations
X = (X,=) € ASets Y= (Y,=)) € ASets
let X —,. Y denote the set of non-expansive functions:
X = VE{f: XY |VieNVe,ye X z=Xy= fz)=) f(y)}

Define ASets as the category of step-indexed equivalences and non-expansive functions.
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Embedding A : Sets — ASets € Cats
U : ASets — Sets € Cats

The category of sets embeds into ASets via A. Furthermore, A is a left-adjoint to the
forgetful functor, U.

def

AX) = (X, ({(,2) | © € X})ien) U(X, (=i)ien) = X
A(f) = f U(f) < f

We will always write out A explicitly, when embedding sets into ASets; however, we will
leave U implicit.

Cartesian closed structure ‘1, X x Y, X — Y€ ASets

where
* :zl * iff T
(z1,91) = (22,92) iff = 2 Ay =, Y2
f=r"y iff vz e X. f(z) =) g()

for X = (X, =) € ASets and Y = (Y,=)) € ASets.

Semantic domains

The basic structure of the model is given by the following semantic domains. We assume
countably infinite and disjoint sets of region identifiers (RId) action identifiers (AId) and
region types (RId).

Instrumented states consist of three components: a local state, a shared state and
an action model. The local state specifies the current local resources. Local resources
consists of concrete fields, phantom fields and action permissions. The shared state is
partitioned into regions. Each region consists of a local state, a region type and a protocol
argument (of type Val). The local state component of a shared region specifies the local
resources currently owned by that region. The action model associates parameterized
protocols with region types. Parameterized protocols are represented as functions from
action argument to actions. An action argument consists of a protocol argument, a region
identifier and an action identifier. Lastly, actions are modeled as certain step-indexed
relations on shared states. This avoids the circularity that would arise from defining
actions as relations on shared states and action models, but it also means the model
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lacks support for general higher-order protocols. The model does however support state-
independent protocols through the region type indirection. In particular, as shared states
include region types and protocol arguments, actions can constrain the region types and
protocol arguments of other regions.

r € RId region identifier
a€ Ald action identifier
t € RType region type
PHeap < 0Id x FName LRV phantom heap
| € LState = Heap x PHeap x Cap local state
s € SState ™ RI4 ™ (LState x RType x Val) shared state
t € Token = RId x Ald token
c e Cap & {f € Token — [0,1] | dom,(f) finite} capability map
a € Action= {R € P(N x SState x SState) | good(R)} action
AArg ' Val x RId x AId action argument
s € AMod < RType — (AArg — Act) action model
m e M = LState x SState x AMod instrumented states

We require that actions are good, meaning downwards-closed in the step-index, closed
under allocation of new regions and closed under arbitrary changes to additional regions.

good(R) ¥ V(i,s1,s9) € R.Vj < i.Vr e RId\ dom(ss).
Vt € RType. Ya € Val. V1,1' € LState.
51 < S92 A\ (jvsla 32) €RA (]7 81,82[7" = (l/7t7a)]) ERA
(s silr = (Lt,a)],sofr = (Ut a)]) € R
s1 < sy = dom(sy) C dom(s) A (Vr € dom(sy). s1(r).t = so(r).t A s1(r).a = so(r).a)
dom,(f) & {r € RId| 3o € ALd. f(r,a) > 0}
We use m.l, m.s and m.a as shorthand to refer to the local state, shared state and action
model component of an instrumented state m, respectively. We use s(r).l, s(r).t and
s(r).a to refer to the local state, region type and protocol parameter component of a

shared region r from the shared state s. We use [.h, [.p, and [.c to refer to the heap, the
phantom heap and the capability map of a local state [ € LState.

Values

Let Val denote the least set such that
Val = CValw StringsW (Val x Val)
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Region types RType € Sets

Region types are simply modeled as strings, with the prefix-ordering. Values thus include
region types.

RType = Strings

We use t* as notation for {s € RType | t is a prefix of s} when t € RType.

®/ state - LState x LState — LState
o MXM—-M

Composition operators

Instrumented and local states compose using the partial e;g;.;. and e operators. Un-
definedness indicates the two states are incompatible and do not compose. For instance,
two local states that assert ownership of the same field are incompatible and do not
compose.

Yoo v & XUY ifXny =90
o =

N undef  otherwise

def | T ifz=y
Te_y =
Y undef otherwise
Ferg det Az, f(x)+g(z) ifVz. f(x)+g(z) <1
+ undef otherwise

=9
e

(Ohl, thy, Chl) ® feap (th, tha, Chg) = ohy ey oho,th| e_ tho,chy e_ Chg)

[=%

€

(h1,phi, c1) ®Lstate (ha, Dha, c2) = (h1 ® feap ho, Phi @y pha, c1 04 ¢2)

(=N
£y

._,,
~~ o~~~

e

(I1,51,a1) opq (l2, 52, a2) = (I1 ®LState l2, 51 0= S2,a1 ®— a3)

Extension ordering ‘ MM XM =2

mi <pmeo iff ImeEe M. mo=miem
The extension ordering induced by e defines a partial order.

View

We interpret propositions in the assertion logic as certain step-indexed predicates on
instrumented states, called Views. In particular, we require that views are downwards-
closed in the step-index, closed under allocation of new regions and protocols, and
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upwards-closed in the local state and the local states of shared regions.

pgeVE{peP(NxM)|
(V(i,m) € p. Vj <i.¥Yn >p m. (j,n) €p) A
(V(i,m1) € p. Vmy € M. m1 = my = (i,m2) € p) A
(V(3, (1, s,5)) € p. Vr € (RId\ dom(s)). YVt € RType. Vi, € LState. Va € Val.
(2, (I, s[r = (I, t,a)],5)) € p) A
(V(i, (1, s,5)) € p. YVr € (RType \ dom(s)). VI € AArg — Act.

(i, (I, s,5[r = I])) € p)}
where :ZM C M x M is given by

(ll, 81,§1) Z{Vl (lQ, 32,§2> i li=IlbAs =383 A d0m<§1) = dom(gg) A
(Vr € dom(s1). Vao € AArg. 1(r)(@)]i = s2(r)(a)];)

and R|; is given by

R|; = {(j, 51, s2) € N x SState x SState | j <i A (j,s1,s2) € R}

Assertions Prop € ASets

We consider two semantic assertion propositions i-equivalent if they agree on all instru-
mented states for step-indexes strictly smaller than .

def

Prop = (V, (=) )ien)
where =Y C V x V is given by

p=yq iff Vj<iVmeM. (jm)epe (j,m)eEq

Specification Spec € ASets

Likewise, we consider two semantic specification propositions i-equivalent if they agree
at step-indexes strictly smaller than .

Spec = (PHI), (=7 ™);en)

(]

where :Z-N(N) C PH(N) x PH(N) is given by
p=""M ¢ if Vj<ijepojeq
Region collapse "_——' : LState x SState — LState

(1, 5)7 = 1 e 1state e dom(s)™ (5(r))
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Action model extension ‘ (=) < (=) : P(AMod x AMod) ‘

G<go¥ dom(s1) C dom(sz) AVr € dom(s1). s1(r) = 2(r)

Shared state restriction (—)l(=) : SState x P(RType) — SState

a(r) & s(r) if r € dom(s) and s(r).t € A
sla(r) =
A undef otherwise

Interference relation Rg;g, RE;; : P(RType) x N = P(M x M)

The interference relation Rf‘ describes possible interference from the environment. It is
defined as the reflexive, transitive closure of the single-action interference relation, RZA,
that describes possible environment interference using at most one action on each region.
This thus forces a common granularity on synchronized actions. In addition to the step-
index 7, the single-action interference relation is also indexed by a set of region types
A. This is the types of regions that are allowed to change, and of regions that actions
justifying those changes are allowed to depend upon.

A def /1A
R = (R)”
where (—)* denotes the reflexive, transitive closure operator on binary relations, and

(L s11) B (lzs0,60) - iff
lh=10Ns1<s9Aq <A
e € Cap. ¢ = 7" (l1,51)7).
(Vr € dom(s1). s1(r) = sa(r) V
(Ja € Ald. si(r)t € ANc(r,a) <1
A (i,s1|4,52|4) € s1(s1(r).t)(s1(r).a,7, a)))

Stability ‘stable : Prop — Spec € ASetS‘

An assertion is stable at step-index 7 if it is closed under RlRTyp °

stable(p) = {i € N | Vj <i. ¥(my,mp) € RJT°. (j,m1) € p = (j,ma) € p}

We also use stable as notation for the point-wise lifting of stable to predicates. Thus,
stable(p) is notation for {i € N | Vz € X. i € stable(p(z))} when p € X — V.

For stable to be a well-defined morphism in ASets, we have to prove that stable
is non-expansive. To illustrate, we write out the proof of non-expansiveness of stable;
however, in general we will omit trivial non-expansiveness proofs.
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Lemma 4. stable is non-expansive:

P

(2

Vp,q € V. Vi e N. p =Y q = stable(p) stable(q)
Proof.

e let j < i and assume j € stable(p)

o let k <7, (m1,mg) € R, and (k,my) € q

e then (k,m1) € p and thus, as j € stable(p), (k,m2) € p

e thus, (k,m2) € ¢

O]

FErasure ’ |—] : M — Heap

The erasure function, | — |, erases the instrumentation from instrumented states, yielding
a concrete state. Since CAP partitions the state into local and shared states, the erasure
first collapses the local and shared states. The erasure is then the heap component of
the collapsed local states. The erasure function further requires that the phantom heap
does not contain any phantom fields of objects that have not been allocated yet. This
allows us to allocate new phantom fields in constructors.

(1, 5,¢)] {h if (h,ph,c) ="(l,s)" and 71 (dom(ph)) C objs(h)

undef otherwise

where objs(oh,th,ch) = dom(th).

Step-indexed erasure |=J(=) : V x N — P(Heap)

[p)i = [{m € M| (i,m) € p}

View-shift ‘ C : Prop x Prop — Spec € ASetS‘

Intuitively, a view-shift from p to ¢ expresses that there exists a step at the instrumented
level from p to ¢, corresponding to a no-op at the concrete level.

qud:ef{iEN|Vr€V.Vj€N.0§j§i/\j€stable(r):>Lp*rjjg lg*r];}

We also use C as notation for the point-wise lifting of C to predicates. Thus, p C ¢ is
notation for {i € N | Vo € X. i € (p(z) C ¢(x))} when p,g e X — V.
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Atomic action ‘sat : A(Act) x Prop x Prop — Spec € ASets

Likewise, an atomic action a from p to g expresses that there exists a step at the instru-
mented level from p to ¢, corresponding to the atomic action a at the concrete level.

def

asat {pHq} ={ieN|VreV.VjeN.
1<j<iAje stable(r) = [a](lp*7];) C lg*7]j—1}

Thread safety ‘safei : Thread x V x (Stack — V) — 2‘

Informally, safety is supposed to establish a simulation between the concrete level and
the instrumented level, such that every step at the concrete level has a corresponding
step at the instrumented level.

Safety is expressed in terms of a single thread, as possible interference from the
environment is implicitly given by the pre-condition and post-condition through the
interference relation. Formally, this is captured by Theorem 1, which relates the execution
of an entire thread pool, to the safety of the individual threads.

def

safe(x,p,q) = T
safe; 1 (x,p,q) E Girr(z) Ai+ 1€ (pCq(al) Vv
(VT € TPool. Va € Act. Vy € Thread. z % {y}WT Axt =yt =
I e{ytwT — V.
(Vz € {ytWT. i+ 1€ stable(p'(2))) A
i+ 1€ (asat {pHp'(y) * ®zerp'(2)}) A

Safei(yvp/(y)v Q) A
Vz € T. safe;(z,p'(2),\l'. T))

If a thread x is irreducible (i.e., x has terminate), then z is safe relative to p and ¢ if
there exists a step at the instrumented level from p to g(x.l), corresponding to a no-op
at the concrete level.

If a thread z can take a single step to y (.t = y.t ensures z and y have the same thread
id) with action a by spawning threads T', then z is safe relative to p and ¢ if:

e there exists stable predicates p’(z) describing the intermediate state (at the instru-
mented level) of each thread z € {y} W T

e such that it is possible to take a step at the instrumented level from p to ®.¢ yyurp’(2)
(thus splitting the combined intermediate resources between each thread), corre-
sponding to the atomic action a at the concrete level

e and y is safe relative to p/(y) and ¢

e and all spawned threads z € T' are safe relative to p/(z) and any post-condition
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Since the post-condition g only describes the the terminal state of the initial thread =z,
only y (the thread z after one step of execution) is required to be safe relative to q.

Thread safety ‘safe : A(Thread) x Prop x (A(Stack) — Prop) — Spec € ASets

safe(x,p,q) = {i € N| safe;(z,p, q)}
Lemma 5. safe is non-expansive.
Vi € N. Vz € Thread. ¥p1,p2 € Prop. ¥q1,q2 € Stack — Prop.
p1 :}) p2 A (VI € Stack. q1(1) :}) q2(1)) = safe(x,p1,q1) :Zﬂ(N) safe(x, p2, q2)

Proof. Follows by induction on i from the non-expansiveness of C and sat. O

Statement safety safe : A(seq Stm) x (A(Stack) — Prop)? — Spec € ASets

safe(s, p,q) £ {i e N |Vt € TId. VI € Stack. safe;((t,l,stm(s)),p(l),q)}

4.1 Views meta-theory

In this section we develop some of the standard Views meta-theory for our step-indexed
multithreaded safety predicate, including the rule of consequence (Lemma 14), the frame
rule (Lemma 15), and sequential composition (Lemma 17). The main result is Theorem 1,
which relates the execution of a thread pool with the safety of the individual threads.

Separation logic connectives emp : Prop

x : Prop x Prop — Prop € ASets

emp = N x M

p*qdﬁf{(i,m)ENxM | Imy,me € M. m =mqep maA(i,m1) €pA(i,m2) € ¢}

Image of an interference relation ‘ (=)(=): PV XxV)xV— V‘

R(p) & {(i,m’) e Nx M | (i,m) € pAm Rm'}
Lemma 6.

Vi € N. VA € P(RType).
(Vp,q € V. R*(p* q) € R (p) * R (q)) A (R{*(emp) C emp)
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Lemma 7.
Vi e N. Vj <i. VA € P(RType). R{* C R}
Lemma 8.
Vi € N. YAy, Ay € P(RType). A; C Ay = RM C R®
Lemma 9.
Vi e N. VA € P(RType). Vp,q e V. pC q=1ic (p T q)
Lemma 10.
Vp,q,r € V. (p C q) Nstable(r) C (pxr E g*r)
Lemma 11.
Va € Act. Vp,q,r € V. (a sat {p}{q}) N stable(r) C (a sat {pxr}{g*r})

Lemma 12.

VA € P(RType). Va € Act. Vp,q,r € V.
(a sat? {pHq}) N stable(r) C (a sat? {pxr}{qg=r})

Lemma 13 (Basic C-closure).

Vi € N. Ya € Act. Vp,p',q¢',q € V.
itle(Cp)Anitle(asat {PHd})ANi€(d Cq)=i+le (asat{p}q})

Proof.
eletreVandl<j<i+1
e then

pxrl; Sl ]y lal(lp *r];) Cld *rlj-r ¢ *7r]im1 Claxr]j

e and thus
lal(lp*7];) € lg*7]i

Lemma 14 (Consequence).

Vi € N. Vo € Thread. Vp,p' € V. Vq',q € Stack — V.
i€ (pCyp)Niesafe(r,p,d)Nie (¢ Cq)=ic safe(z,p,q)
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Proof. By induction on 1.
e Case i = 0: trivial.
e Casei=j+1:

— ifirr(z) then j+1€ (pEP) NP C ¢ (x) N (¢ () C q(xy))
— otherwise, suppose z % {y} & T
— by safety there thus exists

P {ytw T =V
such that

Vze {y}wT. j+ 1€ stable(p”(2))
J+1€ (asat {p"Hp"(y) * (®:erp"(2))})
safe;(y.p"(y), q)

Vz e T. safe;(z,p"(2),A_. T)

— hence, by Lemma 13,

j+ 1€ (asat {pHp"(y) * (®zerp”(2))})

— and by the induction hypothesis,

safe;(y,p" (y), q)

Lemma 15 (Frame).

Vo € Thread. Vp,r € V. Vq € Stack — V.
safe(z, p, q) N stable(r) C safe(z,p*r,\'. q(I') *r)

Proof. By induction on the step-index.
e Case i = 0: trivial.
e Casei=j+ 1:

— if irr(z) then i € (p C g(z;)) and thus i € (p*r C gq(zy) *7)
— otherwise, suppose z % {y} & T
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— by safety there thus exists

pi{ylw T =V
such that

Vz e {ylWwT.ic stable(p”(2))
/

i € (a sat {pHp'(y) * (@-e1p'(2))})
safe;(y,p'(y), q)
Vz e T. safe;(z,p'(2),A_. T)

— hence, by Lemma 11,

i € (a sat {p*rH{p'(y) *r* (®zerp'(2))})

— and by the induction hypothesis,

safe;(y,p'(y) x r, \I'. q(I') x 1)

Lemma 16.

YVt € TId. V1,I' € LState. YT € TPool. ¥s1, 52,53 € TCStack. Ya € Act.
s1# €N (t1,s1580) = {(t,1,s3)} T =
(3s4 € TCStack. (t,1,s1) = {(t,1',54)} WT A s3 = 843 52)
Proof.

e Case SEQ:
— by definition,
(I,hd(s1)) = (I, s}), s3 = s);tail(s1; s2), T=10
— hence, by SEQ,
(t,1,51) = {(t,1,s);tail(s1))}

— take s4 = s1;tail(sy)

e Case FORK:

— by definition there exists an [; and sg such that

l/ = l, §3 = tail(sl; 82), T = {(t/, ld, Sd)}
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— hence, by FORK,
(t,1,s1) N {(t, I, tail(s1))} 6 T

— take s4 = tail(s1)

Lemma 17 (Sequential composition).

Vi e N. Vt € TId. VI € Stack. Vs1,s9 € Stm. Vp € V. Vq,r € Stack — V.
(&S 5afe((tal,51),l7, q) Ni€ Saf6(827Q7T) =1 € safe((t,l, 515 SQ)apa T)

Proof. By induction on .
e Case ¢ = 0: trivial.
e Casei=j+ 1:
— if irr(s1; s2) then irr(sy) and irr(ss) and thus
ie@Ea)n(e) Erd)
— otherwise, (t,1,s1;59) = {(t,1',s3)} W T

— Case s1 = ¢:
x from s; = ¢ it follows that irr(s1) and thus i € (p C ¢(1))
* hence, by Lemma 14,
Safei((t7 la 82),]9, 7‘)
— Case s1 # e

* by Lemma 16 there exists an s4 such that,
(t,1,51) = {(t,1',54)} & T, 83 = 84; 89

* let y denote (t,1',s4)
x by safety of s; there thus exists

pe{ytwT -V

such that
Vz e {y}wT.ic stable(p'(2))
a sat; {p}{p'(y) * ®.crp/(2)}

Safej((ta l,’ 54),p,(y)’ q)
Vz e T. safe;(z,p'(z),\_. T)
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x by downwards-closure it follows that

safe;(s2,q,7)

x and thus, by the induction hypothesis,

safe;((t,1', 545 52),p' (y),7)

Theorem 1 (Evaluation safety). For anyi,j € N, T € TPool,

p:T =V, q:T — Stack — V, h € [®zerp()];
if
i <7 Vo € T. safe;(z,p(x), q(x)), (T, h) = (T, 1), irr(T")
J € stable(p) J € stable(q)
then
h' € |®zerq(r)(la) ]j-i
where

l, =y, ifyeT and z.t = y.t
Proof. By induction on .
e Casei=0:

— since ¢ = 0 it follows that 7/ =T and b/ = h

— hence irr(x) for every z € T =T"

from safety it thus follows that j € (p(x) C g(z)(x.l)) for every x € T’

hence, by stability of p and ¢,
j € (®rerp(z) C ®perq()(a.0))
and thus
W' =he |®erp(a)]; C [@rerq(z)(2.)]; = |®rerq(z)(lz)];

e Case i =k + 1:

— suppose
(T, h) = (T, 1") = (T', 1)
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— there thus exists an z € T and y € T” such that z.t = y.t,
5 {yyw T, T"=(T\{z}) U({y}t w1"), " € [a] (h)
— from the safety of x there thus exists

pef{ytwT” =V

such that
Vze{ytwT". je stable( '(2))
a satj {p(@)} {p'(v) * (®zermp'(2))}
safe; 1 (y,p'(y), q(x ))
VzeT". safe;_1(z,p'(2),\l'. T)
— let
p'=[z e (T\{a}) = p(2),z € {y wT" = p(2)] T =V

¢" =y qla),z € (T\{2}) = q(2),2 € T" = A_. T| :T" > Stack—V
— then Vz € T". safe;_4(2,p"(2),q"(2))

from Lemma 11 it follows that

a satj { ®zer p(2)} {p'(Y) * (®2crmp'(2)) * (®rer\(2hP(2)) }
and thus

W' e [p'(y) * (®zermp(2) % (®se(m\ () P(2)) -1 = [®zerp” ()] 1
— by the induction hypothesis it thus follows that

W € |®zerd”(2)(12)]j-1-k
= q(z)(ly) * (®2e(m\(21)2(2)(12)) * (B T) ]
= la(@)(ly) * (®2e(r\ {2 a(2)(12)) ] j—i
where [, = y.lif y € T’ and z.t = y.t.
— lastly, since z.t = y.t, l; = [, and thus,

W e [(®erq(2)(l2))] -

4.2 Guarded recursion meta-theory

In this section we develop the meta-theory for modeling guarded recursion. We define a
concrete fixed-point operator on predicates on views, and prove that it defines a fixed-
point when applied to guarded definitions (Corollary 2). We also develop a small theory
of guardedness, and prove that the fixed-point operator is non-expansive, even on non-
guarded definitions (Lemma 19).
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(—)(:) : VX ASets. ((X —pe Prop) —ne (X —pe Prop)) x N — (X — e Prop) € Sets

foZ A eX. Nx M
fir1 = f(f3)
Lemma 18.
VX € ASets. Vf,g: (X — Prop) — (X — Prop) € ASets.
VieN. f=,9g=VjeN f;j=;gj

Proof. By induction on j.

e Case j = 0: trivial, as fo = (Az € X. N x M) = go.

e Case j=k+1:

— by the induction hypothesis, fi. =; gk

— hence, by f =; g, and non-expansiveness of g,

fi = f(fe) =i g(fx) =i 9(gk) = g;

Guarded recursion

‘ﬁx : VX : ASets. (X — Prop) — (X — Prop)) — (X — Prop) € ASetS‘

fir £) = xe e X () [fil@))s

€N
where [—]; : Prop — Prop € ASets is defined as,
[pli ={(j,m) e Nx M| (j,m) e pVi<j}
Lemma 19. fix is non-expansive.

VX € ASets. Vf,g: (X — Prop) — (X — Prop) € ASets.
VieN. f=;g=fix(f) =i fix(g)

Proof.

e assume x € X, j € N and m € M such that

j<i (d,m) € fie( f) (@) = () [f(@)]

keN
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hence, for every k € N
(7,m) € [fx(@)lk & (J,m) € fu(z) VE <

e hence, for every k > j, (j,m) € fx(z)

furthermore, by Lemma 18, fi =; gx

hence, for every k > j,
(j? m) € gk(‘r)

and thus (j,m) € penlor(@)]k = fiz(g)(z)

O
Lemma 20. fiz(f) is non-expansive.
VX € ASets. Vf : (X — Prop) — (X — Prop) € ASets. Vz,y € X.
v =iy = fu(f)(x) =i fix(f)(y)
Proof.
e let j € N and m € M such that
j<i (j,m) € fie(f) (@) = () [fe(@)
keN
e hence, for every k > j, (j,m) € fr(z)
e furthermore, for every k € N, f; is non-expansive and thus fi(x) =; fi(v)
e hence, for every k > j, (j,m) € fr(y)
e and thus (j,m) € (yen[/r()]k = fiz(f) ()
O
Guarded ‘guarded: VX : ASets.((X — Prop) — (X — Prop)) — Spec € ASetS‘

guarded(f) = {i e N|Vj < i.Vp,q € X — Prop. p = q= f(p) =j+1 f(@)}
Lemma 21. guarded is non-expansive.

VX € ASets. Vf,g: (X — Prop) — (X — Prop) € ASets.
Vi e N. f =; g = guarded(f) =; guarded(g)

Proof.
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e assume j < i such that j € guarded(f)
e assume p,q € X — Prop such that p = g for k < j

e since j € guarded(f), f(p) =r+1 f(q)

e since k < j <1, k+1<1and thus
9(p) =11 f(p) =k+1 (@) =41 9(q)

e hence, j € guarded(g)

Lemma 22.

VX € ASets. Vf : (X — Prop) — (X — Prop) € ASets.
VieN. i € guarded(f) = fz =; fz‘_;,_l

Proof. By induction on i € N.
e Case i = 0: trivial, as there exists no j < 0
e Casei=j+ 1:

— by the induction hypothesis, f; =; fi+1

— hence, since i € guarded(f)

fiv1 = f(fi) =i f(fir1) = fire

Corollary 1.

VX € ASets. Vf : (X — Prop) — (X — Prop) € ASets.
VieN. i€ guarded(f) =VjeN fz =; fH—j

Proof. By induction on j € N.
e case j = 0: trivial, as =; is an equivalence relation
e case j =k + 1:

— by the induction hypothesis, f; =; fitx
— hence, as i € guarded(f),

fi =i firn = f(fi) =iv1 f(fivn) = firj

— and thus, by downwards-closure of =, f; =; fit;
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Lemma 23.

VX € ASets. Vf : (X — Prop) — (X — Prop) € ASets.
Vi € N. i € guarded(f) = fi =i fix(f)

Proof.

e suppose ¢ € X, j < i, and m € M, then we need to show that

(;m) € filw) & (om) € () [fa(@)]k

keN

o assume (j,m) € (enlfr(@)]k
— then, in particular,
(3,m) € [fi(@)li = {(G,m) | (,m) € filz) Vi< j}
— and thus (j,m) € fi(z), as j <1
e assume (j,m) € fi(x)

— clearly

keN k<j k>j

() @)k = (ﬂ[fk(ﬂf)]k) n (ﬂ[fk(x)]k>

— and

(G.m) € () [fu()In

k<j

by definition of [—];
— to prove (j,m) € (g, [fk(2)]k, assume k € N such that j <k

case 1 < k:
* then, by Corollary 1, f; =; fx
« and thus (j,m) € fr(z) as j <1
— case k < 1:
x then, by Corollary 1, fr =¢ fi
« and thus (j,m) € fr(z) as j < k
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Corollary 2.

VX € ASets. Vf : (X — Prop) — (X — Prop) € ASets.
Vi € N. i € guarded(f) = fiz(f) =i f(fix(f))

Proof. By case analysis on ¢ € N.
e Case i = 0: trivial, as there is no j < 0
e Casei=j+ 1:
— by Lemma 23
fia(f) =j+1 fi+1, fi =5 fia(f)
— by guardedness of f we thus have that
Ja(f) =j1 fi1 = F(f;) =1 f(fia(f))

O]

Later > : Prop — Prop € ASets

> : Spec — Spec € ASets

bpE {(i4+1,m) e Nx M| (i,m) € p} U ({0} x M)
s = {i+1eN|ies}U{0}

Lemma 24.
Vi € N. i € stable(p) = i+ 1 € stable(>p)
Proof.
o let j<i+1, (my,ma) € Rf’Type and (j,m1) € >p
e case j =0:
— then (j, mg) € >p holds trivially

e case j =k + 1:

then (k,m1) € p
— by Lemma 7, (mq, mg) € RgType

— since k < i it thus follows by stability of p that (k,m2) € p

and thus (j,ms) € >p
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Lemma 25.
Vp,q € Prop. p =i ¢ = >p =11 >q
Lemma 26.

VX € ASets. Vf,g,h € (X — Prop) — (X — Prop).
guarded(g) C guarded(h o g o f)

Proof.
e let p,g € X — Prop such that p =; q
e then by non-expansiveness of f, f(p) =; f(q)

e hence, by guardedness of g, g(f(p)) =i11 9(f(q))
e and thus, by non-expansiveness of h, g(h(f(p))) =i+1 h(g(f(q)))

Lemma 27.
VX € ASets. guarded(Ap € X — Prop. A\x € X. > p(x))
Proof.
e let j <iand p,q € X = Prop such that p = ¢
e letxecX

e then p(z) =; ¢(x) and thus, by Lemma 25, >p(x) =41 >g(x)

Lemma 28.

VX € ASets. Vf : Prop — Prop € ASets.
guarded(Ap € X — Prop. A\x € X. > f(p(x)))

Proof.
e let j <iand p,qg € X — Prop such that p =, ¢

eletxecX

e then p(z) =; q(x)

hence, by non-expansiveness of f, f(p(x)) =; f(q(x))

and thus, by Lemma 25, >f(p(x)) =j41 >f(g(x))
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4.3 Embedding meta-theory

In this section we develop the meta-theory related to the embedding of specifications into
assertions. The main result is the soundness of the ASNI and ASNE rules from Section
2.3.2 (Lemma 37 and Corollary 3).

The main difficulty is proving the soundness of the ASNI rule (Lemma 37), which
allows us to move an embedded specification from the pre-condition into the specification
context. Very informally, if

' SF{P}s{Q}

holds, then for every ¢ € [S], s is safe for i steps relative to [P] and [Q]. Hence, if we
run s for one step, then for every i € [S] there exists a stable assertion p} describing the
intermediate state, such that the continuation is safe for ¢ — 1 steps relative to p} and
[Q]. To prove s safe for i steps relative to [P x asn(S)] and [Q] we need a single stable
assertion to describe the intermediate state. The idea is to take this assertion to be the
disjunction of all the p) assertions, only with each p cut-off at step-index ¢ — 1, as the
continuation is only safe for i — 1 steps relative to p}. To formalize this we define a cutoff
operator, written [p], which is false at every step-index j > i. Next, we prove that given
an N indexed family of pre-conditions p, such that for any n € N, s is safe for n steps
relative to p(n) and ¢, then s is safe for any number of steps relative to \/, [p(n)]™ and
q (see Lemma 36).

Specification embedding ‘asn : Spec — Prop‘

asn(X) = {(i,m) e Nx M |ie X}

Validity embedding ‘Ualz'd : Prop — Spec

valid(p) € {i e N |Vm € M. (i,m) € p}

View cutoff H—}::VXN—H)‘

[p]" = {(j,m) e Nx M| (jym) € pAj < i}
Lemma 29.
VieN.Vp,geV.ic(pCq)=VjeN. je([p]'Cq)
Proof.
elet keN,reV, meMandh € Heap such that

0<k<j k € stable(r) (k,m) € [p]'*r h e |m]
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o then £ <iand (k,m) € px*r

e hence, there exists an m’ € M such that (k,m') € g xr and h € [m/]

Lemma 30.
Vie N.Vp,qge V. [pxql' = [p]'* [q]'
Lemma 31.
Vi,j € N. Vp € V. i € stable(p) = j € stable([p]*)
Proof.
o let k <j, (m1,ms) € Rnype and (k,m1) € [p]*

e then k < i and thus by i-stability of p, (k,m2) € p

Lemma 32.

Vi € N. Va € Act. Vp,q € V.
i € (a sat {p}{q}) = Vi € N. j € (a sat {[p]"H[q]"'})

Proof.
e suppose
keN, reV, 1<k <y, k € stable(r)
m e M, s € [m], (k,m) € [p]® *r, s’ € [a](s)
e then k < i and (k,m) € p*r and thus (k,m) € p* [r]*
e by assumption there thus exists an m’ € M such that

(k—1,m') € ¢* [r]F, s’ e |m]

e hence, (k—1,m') € [q]" t*xr,as 1 <k <i

Lemma 33.

Vi € N. Va € Act. ¥p,q € V. i € (a sat {[p]°}Hq})
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Lemma 34.

Vp1,p2,q1,q2 € V. (p1*q1) U (p2 % q2) C (p1 Up2) * (¢1 U q2)

Lemma 35.

Vi € N. Ya € Act. Vp1,p2,q1,q2 € V.
(a sat {p1H{aq1}) Na sat {p2}{q2}) C (a sat {p1 Up2}{q1 U q})

Proof.
e suppose
1<j <1, rel, Jj € stable(r)
(G,m) € (mUp2) xr,  selm], s €[a](s)
e by definition there exists my, mo € M such that

m € mip ema, (j,m1)€p1Up2, (j,mQ)GT

e Case (j,m1) € p1:
— since (j,m) € py * r there exists an m’ € M such that
Gym)eqxr, s elm]
— hence (j,m') € (1 Uga) *7

e Case (j,m1) € p2: as above

Lemma 36.

Vi € N. Vo € Thread. Vp € N — V. Vq € Stack — V.

(Vj € N. j € safe(x,pj,q)) = i € safe(z, U (pﬂj,q)
JEN

Proof. By induction on i. As the base case is trivial, assume i > 0.
e Case irr(x):

— by assumption
VieN. i€ (p; Cq(z.l))

— hence, by Lemma 29

Vi,jeN.ie ([p) Eqxl))
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— and thus ,
vieN.ie (| Jp)’ Cqlal)

J
e Casex % {y}wT:
— by assumption, for each j € N, there exists a
Py {y} T =V
such that

Vz e {y} WT. j € stable(pj(z))

j € (a sat {p; Hp}(y) * (®:erp(2))})
safe; _1(y,p;(y),q)

Vz e T. safe;_1(z,pj(2),A_. T)

— hence, Lemmas 32 and 30,
Vk € N.Vj € Ny k € (a sat {[p; " H [P ()17~ * (®zer[p(2)]7H)})
— by Lemmas 34 and 35 we thus have that
vk e N. ke (asat { J I PH| U i@V ) * | @zer J T |
JENL JENL JEN4

— and thus, by Lemmas 33 and 35,

jEN jEN, jENL

¥k €N. k € (a sat {| (pﬂj}{( U (p}(yﬂjl) . (@zeT U (p;-<z)w1) 1

— and by the induction hypothesis

safe;_1(y, |J [P )V, @)

JjeN

Vz e T. safe;_(z, U [P;'+1(Zﬂj7)‘_- T)
jeN

— furthermore, by Lemma 31, it follows that,

Vz e {y}wT.VieN. ic stable(| ] [pj1(2)))
jEN
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— lastly

Vze {ytwT. |J(2)1 = U i) 7!

JEN JENL

Lemma 37.

Vp,q € Stack — V. VX € 73¢(N). Vs € seq Stm.
X C safe(s,p,q) = (Vi € N. i € safe(s, Al. p(l) x asn(X), q))

Proof.
e suppose i € N; if ¢ = 0 then s is trivially safe; assume ¢ > 0
e let t € Tld and [ € Stack
e Case irr((t,1,s)):

— then it suffices to show that i € (p(I) * asn(X)) C q(1)
* let j €N, reV, me M and h € Heap such that

0<j5<i jestable(r) (j,m)ep(l)*asn(X)*r he|m]|

* then j € X and thus j € (p(l) C ¢(1))
* hence, there exists an m’ € M such that (j,m’) € q(I) xr and h € [m/|

e Case (t,1,8) & {y}wT:
— by assumption, for every j € X there exists a p; € {y} & T — V such that

Vz e {y} W T. j € stable(p}(z))
j € (a sat {pHpj(y) * (®e1p}(2))})

safe; 1 (y,p;(y),q)
Vz e T. safe; 1(z,p;(2),A_. T)

— for each j € N, take pf/ € {y} T — V to be

o = p;- if jeX
J Az. L otherwise

— then for every j € N
safe;(y, ] 11(y), q)

Vz e T. safej(z,p],1(2),A_. T)
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— hence, by Lemma 36,

safe; (y, U ), q)

Vz € T. safe;(z, U[p;»'+1(z)]j, AT

J

take p' € {y} WT — V to be

' (z) = Jlpfn ()1
J

— then Vz € {y} WT. Vi € N. i € stable(p'(z))

it thus suffices to prove that,

i € (a sat {p* asn(X)H{p'(y) * (®:erp'(2))})
* suppose j €N, 1 < j<i, reV, me M and h,h' € Heap such that

j € stable(r)  (j,m) € pxasn(X)xr he|m] h' el[a](h)

*

then j € X and (j,m) € px*r

hence j € (a sat {pH{p}(y) * (®.c1p}(2))})
there thus exists an m’ € M such that b’ € |m’/| and

*

*

(7 —1,m") € pi(y) * (Boerpj(2)) * 7

* hence
(7 —1,m") € p'(y) * (®zerp’(2)) * 7

Lemma 38.

Vp e V. VX € PHN).
X C(pEpx*asn(X))

Proof.
e letie X
e suppose j € N such that 0 < j < i and r € V such that j € stable(r)
e by downwards-closure of X, j € X
e hence

Vm e M. (j,m) Epxr = (j,m) € pxasn(X) xr
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e and thus

Corollary 3.

lp*r]; C|p*asn(X)x*r];

Vp, q € Stack — V. ¥YX € PH(N).
(Vi € N. i € safe(s,p*xasn(X),q)) = (X C safe(s,p,q))

4.4  CAP meta-theory

In this section we develop the CAP meta-theory of the model. The main results are the
soundness of rule STABLECLOSED (Lemma 60) and OPENA (Lemma 68).

Region assertion

‘regz'on s A(RId) x A(RType) x A(Val) x Prop — Prop € ASetS‘

region(r,t,a,p) = {(i,(I,5,5)) € Nx M |

r € dom(s) As(r)t=tAs(r).a=aA(i(s(r)l ss)) €p}

We use ’t’a as shorthand for region(r,t,a,p).

Action interpretation

act : RType x (Val x Ald x Val — V)? — AArg — Action

The act function takes as argument a region type and an action pre- and post-condition
and interprets them as an action. Since actions are step-indexed relations on shared
states, the interpretation ignores the action model component of the action pre- and
post-condition, by existentially quantifying over the action model.

act(t,p,q) ) Ma,r,a) € Val x RId x Ald.

Lemma 39.

{(i, s1,s2) € N x SState x SState |
dlq, 1o € LState. 361,50 € AMod. Fv € Val.
(4, (1, s1,61)) € pla,a,v) A (i, (l2, s2,52)) € g(a,a,v) A
s1(r) = (l1,t,a) A sa(r) = (I2, t,a) As1 < sa Agp < 62}

Vr € RId. ¥Vt € RType. VYa € Val. Yo € Ald.
Vi € N. Vp1,p2,q1,q2 € Val x Ald x Val — Prop.
(Vo € Valx Aldx Val. pi(x) =Y,y p2(2) A a1 (2) =41 go(2)) =
act(t,p1,q1)(a,r,a)|; C act(t, p2, q2)(a,r, a)l;
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Proof.
e assume (J, s, s2) € act(t,p1,q1)(a,r, a)|;
e then j < ¢ and there exists l1,ls € LState, 1,62 € AMod, and v € Val such that
(J, (l,51,91)) € prla, e, 0) (4, (12, 82,2)) € qula, e, 0)  si(r) = (lis £, a)
e hence,
(4, (11, 81,a)) € pa(a, a,v) (4, (12, 82, a)) € g2(a,a,v)

e and thus, (j, s1,s2) € act(t,p2, q2)(a,r, a)l;

Protocol assertion

protocol : A(RType) x (A(Val) x A(AId) x A(Val) — Prop)? — Prop € ASets

The protocol function corresponds to the protocol assertion in the logic.

protocol(t,p,q) = {(i,(l,5,5)) € Nx M |
Va € AArg. <(t)(z)]; = act(t,p,q)(v)];}

At index i, it asserts that the protocol on the given region type is i-equal to the
protocol given by the action pre- and post-conditions p and gq. We specifically do not
require strict equality, to ensure that assertion is closed under i-equality, as required. In
particular, this ensures that,

Y(i,mq) € protocol(t,p,q). Vma. mi =; mg = (i, m2) € protocol(t, p, q)
Lemma 40. protocol is non-expansive.

Vt € RId. Vi € N. Vp1,p2,q1,q2 € Val x Ald x Val — Prop.
(Vz € Val x AId x Val. py(z) =) pa(x) A qu(z) =) go(z)) =
protocol(t, p1,q1) =Y protocol(t, p2, q2)
Proof.

e assume j < i and (j, m) € protocol(t,p1,q1)

e then
Vo € AArg. ma(m)(t)(x)]; = act(t,p1,q1)(x)];

e and by Lemma 39 and downwards-closure of :y,

Vo € Val x Ald x Val. act(t,p1,q1)(2)|; = act(t,p2, ¢2)(2)|;

e hence (j,m) € protocol(t,p2, q2)
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Action assertion ‘actz’on : A(AId) x A(RId) x A(Perm) — Prop € ASets

action(a,r,p) = {(i,m) e Nx M | p < (m.L¢)(r, )}

Shared state equivalence =(_y : P(RType) — P(SState x SState)

s1=4 52 = dom(s1) = dom(s2) A (Vr € dom(sy). s1(r).t = so(r).t A s1(r).a = sy(r).a) A
(Vr € dom(sy). si(r).a € A= s1(r).l = s2(r).l)

Action model restriction (—)l(=) : AMod x P(RType) — AMod
Ao € AArg.
det {(i, 81, 82) € SState x SState | s}, s5 € SState.  if t € dom(s)
sla(t) = 51 =4 81 A sa=4 85N (i,8),85) €c(t)(a)}
undef otherwise
Action model extension <(-) : P(RType) — P(AMod x AMod)

61 <a @ ZVt e dom(s). Va € AArg. Y(i, s1,s2) € <1 (t)(e). s, sh € SState.
t € dom(s2) A sy =4 sy Asa =485 A (4,8, 55) € et)(a)

Action model equivalence =) : P(RType) — P(AMod x AMod)

def
G=a9=g<awAe<sq

Protocol purity pure : Prop — Spec € ASets

protocol *

PUTEros0col(P) = {i € N | V) < 0. V(j, (I,5,5)) € p. Vs’ € AMod. (j,(1,s,5")) € p}

Permission purity PUT€pery, + Prop — Spec € ASets

pure,em(p) = {i € N | Vj <. V(j, ((h,c),s,5)) € p. V¢’ € Cap. (§,((h,d),s,5)) € p}

State purity ’puresmte : Prop — Spec € ASetS‘

pureg.(p) = {i € N|Vj <i.V(,s,¢) € p. VI' € LState. Vs' € SState. (I',s',<) € p}
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Single-step view-shift c) . A(P(RType)) — Prop x Prop — Spec € ASets

pCAqE ieN|VmeM VjeN.0<j<i =
lp*{(j,m)}]; C la*{(G,m) | m R m'}];}

Single-step atomic action

sat(_y : A(P(RType)) — A(Action) x Prop x Prop — Spec € ASets

asat® {p}{q} =
{ieN|VmeM.VjeN1<j<i =

[ad(lp* {(G,m)}]5) € La* {(G —1m) [ m RiLy m'}] i1}
Lemma 41.
VA, B € P(RType). ¥p,q € V. Ya € Act. a sat* {p}{q} C a sat'“B {p}{q}
Lemma 42.
VA € P(RType). Vp,q € V. Va € Act. a sat* {p}{q} C a sat {p}{q}
Lemma 43.
VA, B € P(RType). Vs1,52 € SState. s1 =4 52 = 51 =4\B 52
Lemma 44.
VA, B € P(RType). Vs1,62 € AMod. 1 <4 62 = 61 <a\B 2
Lemma 45.
VA € P(RType). Vs € AMod. s =4 <|a
Lemma 46.

VA € P(RType). ¥s1,5 € AMod. Vt € dom(s1). Yoo € AArg.
a1 <4 =a(t)(a) Celalt)(a)

Lemma 47.

VA € P(RType). ¥s € AMod. ¥t € dom(s). Vao € AArg. ¢(t)(a) Csla(t)(e)
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Lemma 48.

Vi € N. VI,I' € LState. Vsy, s, 8}, sh € SState. V<1, € AMod.
(s1=as)Asa=as5A"(1,s1) ="(',8))7 A
(Vr € dom(s1). s1(r) = sa(r) = sy(r) = s5(r))) =

S
82
(st0) BRI (152,60) = (U sty aala) B (55, 0l)

Proof.

e by definition of RZRTyp ¢

51 < 89 G1 < ¢
and there exists a ¢ = m.("(l, s1)™) such that for all r € dom(s;):
s1(r) = s2(r) V (Ba € Ald. c(r,a) < 1A (3,51, 82) € s1(s1(7).t)(s1(r).a, 1, @))
e from the definition of =4 and (—)|4 it thus follows that,
s < sh Sila < <la

e let r € dom(s)) = dom(s1)

— case s1(r) = s2(r):
* by assumption s (r) = sh(r)

— case c(r,a) <1, (i,81,s2) € c1(s1(r).t)(s1(r).a,7, a):
* by definition of (—)|4 it thus follows that

(i, 51, 55) € (q1la)(s1(r) ) (s1(r).a, 7, )

4.4.1 Support

Support assertion supp—y(=) : A(P(RType)) x Prop — Spec € ASets

suppa(p) = {i € N| ¥j <. ¥(j, (I,5.)) € p. Vs’ € SState. ¥’ € AMod.
S|A = S/’A NG =4 gl = (]a (l’slvgl)) € p}

We use suppa(pi, ..., pn) as shorthand for suppa(p1) N -+ N suppa(pn).

Lemma 49.

VA € P(RType). Vs1,s2 € SState. s1|a =4 s2 = S1]|4 = s2
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Proof.
e by definition of =4, dom(si|a) = dom(s2)
e and for every r € dom(si|a), ((s1]a)(r)).t € A

e and thus, ((s1]4)(r)).l = (s2(r)).l

Lemma 50.

VA € P(RType). VR € Action. Vi € N. Vs, s2 € SState.
s1 < 89 A\ (i,Sl‘A,82|A) €ER= (i,sl,SQ) €ER

Proof. Follows from the assumption that good(R).
Lemma 51.
VA, B € P(RType). Vp € V. suppa(p) € suppaup(p)
Lemma 52.
VA € P(RType). ¥r € RId. ¥t € RType. Ya € Val. ¥p € V.
supp a1 (p) € supp vy (p]7)
Proof.
e let [ € LState, s,s’ € SState, and ¢, ¢’ € AMod such that
(4, (1,5,5)) € [p]"" slavgey = 'lavgy S =auf S
e then s(r).t =t and (j, (s(r).l,s,5)) €p
e and since s[4\ (1} = 5|4\ (1} and ¢ =4y ¢’ it follows that
(4, (s(r).,s",<")) e p
e and since region r has region type ¢ it follows that s(r) = /(r) and thus,

(j, (l, S/, §/)) c r,t,a

Lemma 53.

VA € P(RType). Vi € N. Vt € RType. VI, 1, € Val x Ald x Val = V.
(Vo € Val x Ald x Val. i € suppa\y(Ip(z), I4(2))) =

i € supp augey (protocol(t, I, 1))
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Proof.

e let j <14, 1 € LState, s,s’ € SState, and ¢,¢" € AMod such that

(4, (1,8,5)) € protocol(t, I, I) slavgey = 'lavgy S =auq S
e then
Vo € AArg. <(t)(x)|; = act(t, I, I)(z)|;
e it thus suffices to show that Vo € AArg. ¢(t)(z)|; = <'(t)(2)];

let (a,r, o) € AArg

assume (k, s1,s2) € ¢'(t)(a,r, a)‘j:

— then, by Lemma 46, (k, s1, s2) € ¢|laug(t)(a, 7, )

— hence, there exists s, s}, € SState such that

S1 =Auft} 1 S92 = AUft} S (k, s}, s5) € s(t)(a,r, )

hence, there exists I,y € LState, <",¢" € AMod, and v € Val such that
(k7 (ll’ 5/17 gﬂ)) € Ip(av «, U) (k7 (l2’ 5/27 CH/)) € IQ(a’ «, U)
and

32(7’) = (li,t,a) 8/1 < 8/2 gll < §/”

since s; =4uqy) S; it follows that
silavgey = Silavgy si(r) = (list,a)
— since i € suppa\ (1 (Ip(a, o, v), Iy(a, o, v)) it thus follows that

(k7 (ll’ Slvgll)) € Ip(av «, U) (kv (l2’ 327§”/)) € IQ(a’avv)

and thus, (k, s1,s2) € (t)(a,r, a)|;
e assume (k, s1,s2) € s(t)(a,r, o)l
— then there exists I1,ly € LState, <", " € AMod, and v € Val such that
(k, (l1,51,5")) € I(a,a,v) (k, (I2, s2,5")) € I,(a, a,v)
and

si(r) = (l;,t, a) 51 < 89 <"
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— since i € supp 4\ {1y (Ip(a, o, v), I4(a, o, v)) we thus have that,

(ka (ll7 sl’A\{t]w gll)) < Ip(a7 a, U) (ka (l27 SQ‘A\{t}v §/”)) < IQ(CL7 «, U)

and thus (k, s1]a\ (e3> 52|a\(e}) € s(t)(a, 7, @)
— hence, by ¢ =4y ¢, there exists 57,55 € SState such that

silavy =auq S1 s2|a\{1} SAufe} 52 (k, 51, 59) € ' (t)()

hence, by Lemmas 43 and 49,
81 = s1la\(y sy = s2|a\(1}
— and thus, by Lemma 50,

(k,s1,82) €< (t)(a,r, a)

Lemma 54.

VA € P(RType). Vp1,p2 € V.
suppa(p1) N suppa(p2) € suppa(pi N p2) N suppa(pr U pz2)

Lemma 55.

VA € P(RType). Vp1,p2 € V. suppa(p1) N suppa(p2) C suppa(pr = p2)

Lemma 56.

VA € P(RType). Vpi,p2 € V. suppa(p1) N suppa(p2) € suppa(pr * p2)
Proof.

e let [ € LState, s,s' € SState and ¢, ¢’ € AMod such that
(4, (1,5,<)) € p1*p2 sla=s'|a c=ad
e hence, there exists l1,ls € LState such that
l=1l1el (4: (I, 8,6)) € p1 (4: (2, 5,6)) € pa

e hence, (j,(l1,5',<")) € p1 and (4, (I2,5',<")) € p2 and thus (4, (1, s',<")) € p1 * pa
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4.4.2 Stability

Interference decomposition

R(Z) € N x (RId x P(Ald)) = P(M x M)

(I1,51,61) RV (I, s2,2)  iff
li=10kANs1<sa2Nq <A
dc € Cap. ¢ = m.("(l1,51)7).
(Vr' € dom(sy). s1(r') = sa(r') vV

Stability decomposition

Fae Ald. (r =r=ac A Ac(r,a) <1
A (i,81,82) € s1(s1(r).t)(s1(r).a,r,)))

stable(~) : A(P(AId) x RId) — Prop — Spec € ASets

stable"™(p) £ {i e N |Vj <i. Vm,m' € M. (j,m) e pAm f‘ZI’A m' = (j,m') € p}

Lemma 57.

Lemma 58.

Vi€ N. Vr € RId. R} = BT

Vi € N. VA1, Ay € P(AId). Vr € RId. A} C Ay = R C R

Lemma 59.

VA, Ay € P(Ald). Vr € RId. ¥p € V.
stable™ 1 (p) N stable™2(p) C stable™ 1942 (p)

Lemma 60.

Vi e N. Vp,qe V. VI, I,: Val x Ald x Val = V.
Vr € RId. ¥Vt € RType. Ya € Val. Vo € Ald.
i € stable(p x q) Ni € suppa\(13(p,q) A

(S pureprotocol(p) A purestate(q) N
(Vo : Val. ((Ip(a,,v)Np) C L)V (Iy(a, a,v) C p))

. r{a} rit,a
= i € stable (]p’lq)

Proof.

® assume

J<i

(. (15.<)) € [pral"s (Ls,¢) By (1,,¢)
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e then (j,(s(r).l,s,5)) € p and (4, (1, s,5)) € q
e case s(r) = §'(r):

— by Lemma 45, ¢ =4\ g4} S|la\y¢}, and hence, since i € suppa\ (11(p; 9),

(4; (s(r)-t, s[r = (1,8, a)l slavgy) €p* g
— by Lemma 58 it follows that (I, s, <) R?Ald (1,5',¢") and thus, by Lemma 57,
(1,s,5) ]:Znype (1,8,¢)
— and since " (1, s)7 =" (s(r).l, s[r — (I,t,a)])7,
s =a\qy slr— (I, t,a)] s'=aq Sl (1t a)]
and

vr' € dom(s[r — (I,t,a)]).
s(r') = 8'(r') = (s[r = (L, £, a)]) (') = (s'[r = (1,1, 0)]) (')

it follows from Lemma 48 that,
(s(r).yslr = (1t @) slavgy) B (s(r)., 8 [r = (1t @), Laygny)
— hence, by stability of p * g,
(4, (s(r).1,8'[r = (I, t,a)], ¢ |a\iy) € p*q
— and, since i € suppa\ {1} (p, 9),
(4, ('(r)-1,s",<")) € px g

— hence,
. I r,t,a
(.18 ) €[pxaf 7
e case s(r) # §'(r):

— then (]a S, sl) S c(t)(a, T, Oé)
— hence, there exists ly,lo € LState, <",¢"" € AMod, and v € Val such that

(ja (lh Svgﬂ)) € Ip(a7 O‘?”) S(T) = (llat7 a)
(J: (2, 8,6™)) € Iy(a, o, v) s'(r) = (2, t, a)

— case Ip(a,a,v)Np C L:

* since i € pure,oroc0(P); (4, (s(r).l,s,s")) ep
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* hence (j,(s(r).l,s,5)) € L, which is a contradiction
— case Iy(a,a,v) C p:

« then (7, (s'(r).l,s',¢"")) €p

% since i € pure, ioc0(p) we thus have that (j, (s'(r).l, 8',<")) € p
* furthermore, since (7, (1,5,5)) € ¢, s << and i € pureg,.(q),

(U, (e,8',¢") € q

. ;o r,t,a
and thus (4, (1,¢,¢")) € Ip,Iq

4.43 View shifts

Lemma 61.

Vi € N. YA € P(RType). Vmy, ma, ms,my € M.

mi R? mao A\ Mo Rf‘ ms A\ ms R? mqg = My ]A%ZA my
Lemma 62.

VA € P(RType). Vp,v',q,q" € Prop.
(p T p) N (a saf’ {PHd} N (d T q) C (a sat* {p}Haq}) A
(p 2" ) N (a sat* {PHd'H N (@ 2% q) € (a sat” {p}q}) A
(p 2" ') (a saf {p'Hd'}) N (¢ £ @) € (a sat* {p}{q})
Proof.

e let 1 <j<4i,my,my €M and h,h' € Heap such that

(j,m1) €p h € |mq e ms] ' e [a](h)

e then there exists m}, m) € M such that

/

(4,mi) € p h € [m) ems) my Rimy

e hence, there exists m/, mj € M such that

/

(j—1,m{) €q W€ [mf ems| mhy R_y mj

e hence, there exists m/’, my € M such that

n

(] - 17m1

/ " " 1" pi "
) €q W € [m] emy | my Ry my
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e hence, by Lemma 61, mo Rj‘ . m4 and thus

()N (asat’ {PHd'}) N (@ 20 q) C (asat {p}{q})

e the other cases follow the same structure

Lemma 63.

Vi e N. VI, I, € Val x Ald x Val — Prop. Vt € RType.
i € (emp T 3s € RType. t < s protocol(s, I, I,)))

Proof.

e let j <1, 11,1l € LState, s € SState, ¢ € AMod and h € Heap such that

(ja (l1,8,§)) € emp h € L(Zl,S,C)O(lg,S,QJ

by assumption dom(s) is finite and thus t* \ dom(s) is infinite

pick s € RType such that s € t*\ dom(s)

e then )
(l2,57§) ? (l275’§[5 = aCt(‘S?IP?Iq)D
e and
(4, (I, 8,5[s = act(s, Ip, 15)])) € protocol(s, Ip, 1)
e and lastly,

h e [(l1,s,a[s — act(s, I, I,)]) ® (2, s, a[s — act(s, I, I;)]) ]

Lemma 64.

Vi € N. VA € Prin(Ald). Vt € RType. Va € Val. Vp € Prop.
i€ (pC3r: RIA. [p]""" * @acalal})
Proof.

e let j <1, l1,ls € LState, s € SState, ¢ € AMod and h € Heap such that

(ja (ll,S,C)) €p h € L(ll,S,C)O(ZQ,S,C)J
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by assumption dom(s) U dom,(m.(l1 ®1l2)) is finite

pick r € RId such that r & dom(s) U dom,(m.(11 e l2))

e then
(I2,5,6) RY (I, s[r = (11, t,a)],<)
e and
(G, (e, [(r, A) = 1)), 8[r = (I, 8, 0)),)) € [P * ®aealall
e and lastly,

he [((e[(r,A) = 1)), slr = (1, a)], ) @ (Iz, s[r = (11, £,a)],<) |

O

Phantom points-to (=)= = (=) : A(OId) x A(FName) x A(Val) — Prop € ASets

zpy = {(i,m) € Nx M| (m.lp)(z, f) =y}
Lemma 65.

vVt € RType. Vo € Old. Vf € FName. Yv1,vy € Val.

VieN. i€ (xf— v waf'—m)z)
Proof.
o let 5 <4, r € Prop, mi,ma € M and h € Heap such that
(4,m1) € Ty = vy h € |my e mg]
e hence, (z, f) € dom(my.l.p) and (z, f) & dom(ma.l.p)
e thus,
Gsmal(, f) =pva]) € zpova [y ema| = [maf(x, f) —=p v2] @ ma]

where m[(z, f) —, v] is notation for ((m.l.h, m.l.p[(z, f) — v],m.l.c),m.s,m.a)

O]
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Atomic update allowed

(=)
)

lod

Bk A(RId x P(RType)) x A(Action) — Prop x Prop — Spec € ASets

p~="A g (i eN| V) <i.Vmy,my € M.Vhy € |my]. Vhy € [ma].
1<jiAn(G,m)EpA(j—1,me) € qAhy € [a](h)) =
Ja € Ald.
(my.l.o)(r,a) >0 A
(7 — 1, (m1.s)|a, (m2.s)|a) € (m1.a)((m1.5)(r).t)((m1.s)(r).a,r,a)}

View shift allowed () A(RId x P(RType)) — Prop x Prop — Spec € ASets

p~"A qE i eN| Vj<i. Vmi,mg e M.Vhe|mi]. Vh e |msl.
(j,m1) €EpA(j,me) €Eq =
da € Ald.
(my.l.o)(rya) >0 A
(7, (m1.s)| 4, (m2.s)|a) € (m1.a)((m1.5)(r).t)((m1.s)(r).a,r,a)}

Lemma 66.

Vi € N. VA € P(RType). Vr € RId. ¥t € RType. ¥Yb € Val. ¥p1,p2,q1,q2 € Prop.
valid(pl kP2 = q1* Q2) N SUPP A\ {t} (p17p27 q1, Q2) N (T‘,t,b * P2 WT’AU{t} T’t7b * QQ)

C (r,t,b % P2 EAU{t} r,t7b % QQ)

Proof.

o let j <1, (Iy,s,9), (l2,8,5), (I3, 8,6) € M and h € Heap such that

(G, (I, :9)) € [ [ (7, (I2,5,5)) € pa
and
h e |(l1,s,5) e (l2,8,6) e (l3,8,6)]
e thus

(I, 5,5) € p1 s(r) = (l1,t,b)

where [, = s(r).l
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e since i € supp g1} (1, p2), we thus have that
(J, Ur, 5r,5)) € ;1 (J, (l2, 87,5)) € p2
where s, = s[r — (e,t,b)]
e and by upwards-closure, (4, (1. @11, $,,5)) € p1
e hence, there exists (11, s',¢), (15, s',¢") € M such that
(G, 8',6") € m (4, (I3, 8',6")) € a2
and
(Urol1,57,6) @ (l2, 87, 6) = (11,8, ) o (15,8, <)

e hence, s =s,, ¢ =cand l, elyely =1] el

e since i € suppa (11(q1,q2) it follows that

(j7 (573;70) er,t,b (jv(/273;"7§)) €q
where s, = s[r — (11, ¢,b)]
e furthermore, as

|(l1,5,6) ® (l2,8,6) ® (I3,5,6)] = [(L @11, 8r,5) ® (l2, S, <) ® (I3, 51, ) |
L1157, 6) @ (I, 57,6) ® (I3, 57,6) |
L(E, S;,C) b ( /27 Slr? () i (137 8;"7§)J

it suffices to prove that (I3, s,<) Rfu{t} (I3,5.,9)

e since i € ( O g g ~mTAU{E) T’t’b * g2) there exists an o € Ald such that
ﬂ—C(ll i l2)(rv a) >0 (.77 3’AU{t}a SHAU{t}) € C(t)(b, r, Oé)

e and for all ' € dom(s) such that r # 1/, s(r') = s.(1’)

Lemma 67.

Vi € N. VA, B € P(RType). VI € LState. Vs1, s2, 8], sy € SState. V<1, € AMod.
s1 =48] Nsa=as5A(Vre dom(s’l\RType\(AuB)). sh(r)y =sh(r) AT(l,s1) ="(,8)7 A
(Vr € dom(s}|g). Ja € Ald. 7.("(I1,51)7")(r, ) <1 A
(i, 81]auB, sylaup) € a1 (si(r)4)(si(r).a,m,a)) =
(1,s1,51) R (1,82,5) = (1,81, 61) RMP (1,84, %)

188



Proof.
e by assumption, s1 < so and ¢ < ¢

e since, 51 =4 s} and sy =4 b, s) < &

let r € dom(s}) = dom(sy)
e case s} (r) = sh(r): trivial
e case si(r) # sh(r):

— case r € dom(s}|B):

x by assumption, there exists an o € Ald such that
me("(Ls))(ra) <1 (i, 81]auB, salaus) € <u(si(r).t)(s1(r).a, 7, @)

— case r € dom(s}|a):

x then s1(r) = s} (r) # sh(r) = sa(r)
% there thus exists an o € AId such that m.("(l,s1)")(r,) < 1 and

(i, 51]4, 52[4) € <1(s1(r).9)(s1(r).a, 7, )
« hence, m.("(l,s])7)(r,a) < 1 and
(i, s1lauB, syl aup) € 1(s1(r)-t)(s)(r).a, 7, )

— case r € dom(s | prype\(aup)): trivial

Lemma 68.

VA € P(RType). Ya € Act. ¥r € RId. Vt € RType. Vb € Val. Vp1,p2,q1,92 € X — Prop.
supp a\ 113 (P15 P2, 415 @2) N purepery, (p1) N

,t,b ” b
(Fx : X. * pa(x) wa’AU{t} dz : X. * qa(x)) N

(a sat™ " {3z : X. pi(z) * pa(a )}{HSC'X @1 () * ga(z )})
C (a satAVt {3z : X. *p2 z)H3x : X. *q2
Proof.
o let 1 <j<i, (Iy,s,9), (2, 8,5), (I3, 8,6) € M, z € X and h,h' € Heap such that

Ui (hy5,6)) € [pr(@) [ (. (12, 5,5)) € pa(a)

and

he [(lh,s,5) (2, 5,5) ® (I3,5,9)] W e [a](h)
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thus
(I, 8,<) € p1(w) s(r) = (l1,¢,b)
where 1, = (s(r).l
since i € suppa\(¢}(P1,P2) N pure,e ., (P1), we thus have that
(7, ((r-h, l-p,€), $7,<)) € p1() (4, (2, 8r,5)) € pa()

where s, = s[r — ((e,¢,l,.c),t,b)]
and by upwards-closure, (4, ((l,.h,l,.p,e) ® 11, 5,,5)) € p1(x)
furthermore,

[(1,5,) @ (I2, 5,6) @ (I3, 5,6) ] = [((lr-h, lr.p, €) @11, 5,6) @ (I2, 5r, <) @ (I3, 51, 5)]
hence, there exists (I}, s',<’), (15, ¢',¢'), (I5,5',¢") € M, and 2’ € X such that

(- L0Ls ) ea) (G105 )eaq@) (ssm) BN 1,5,
and

W' e [(Iy,8',¢) o (I, 8',<") o (13, 8", ¢) |

since @ € suppa\ (¢} (g1, q2), we thus have that,

(-1 (s € [a@)]" (= 1. (155 6")) € o)
where s, = s[r — (I1,t,b)]
furthermore, as s'(r) = s,.(r) = ((¢, ¢, 7(l,)), t,b) it follows that

W e (e sp,6") @ (Ig, 5,6") @ (I3, 57, 6') |

since

i€ (Jz: X. " % po(z) ~0AY 3 X 7t’b * qa())
there exists an « € Ald such that,

me(ly @ lg)(r, ) >0 (7 = 1, 8l augny> Srlavgey) € s(B) (b, 7, )

lastly, since s, =4\ (¢} s and s’ =4\ (4 8. it thus follows from Lemma 67 that,

(l3?5’g) Rf—ul{t} ( éa Slrvgl)
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4.4.4 Atomic update allowed

Lemma 69.

VA € P(RType). ¥Vr € RId. Ya € Act. ¥p1,p2,q1,q2 € Prop.

(p1 ~"4 q1) C (p1 *pa ~"" @1+ q)

Proof. Follows from the fact that p*xq C p. O

Lemma 70.

VI,, 1, € Val x Ald x Val — Prop. Vt € RType. Vr € RId. Ya € Act. Vb,v € Val. Vr € Perm.

r,t,b r T‘,AU{t} r,t,b
SuppAU{t} (Ip(bv 0571})7 Iq(b,()é,’U)) g ( Ip(b7 «, U) 1,1, * [a]w “a Iq(b? 05,1}) 1,1, * [a]ﬂ)

Proof.

o let 1 <j<i, (l1,81,%1), (l2, $2,%2) € M, h,h/ € Heap such that

r,t,b
(4; (h, s1,91)) €| Ip(b,a,0) | x [alr
[INI(I
r,t,b

(.7 - 17(l2752a§2)) S Iq(b,Oé,U) * [Oé];
Iy, 14

and
he |(l,s1,61)] W e (2, 52,52)] h' € [a](h)

e then ¢ (t)(bv T, Oé) ’j = aCt(ta Ipa Iq)(b7 T, a) |j

e furthermore,
(4, (s1(r).l,s1,61)) € Ip(b, v, v) (7 —1,(s2(r).l, 52,52)) € I4(b,a,v)
e and, since i € suppa(I,(b, o, v), I4(b, a, v)),
(7, (s1(r)-Ls s1laugey> 1)) € Ip(by s v) (5 — 1, (52(7)-Ls s2] augey» s2)) € Lg(b, ,v)

e and thus, (j — 1, s1|augey, s2|laugey) € act(t, I, I;) (b, r,a)|; = <1(t) (b, 7, )]
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Points-to ‘(—)(:) — (=) : A(OId) x A(FName) x A(CVal) — Prop € ASets

z.f =y E{(i,m) e Nx M| (m.lho)(z, f) =y}
Lemma 71.

VA, B € P(RType). Yp1,p2,q1,q2,q93 € Prop. Vt € RType. Vr € RId.
Va € Act. Vo € OId. Vb € Val. Yvy,v9 € CVal. Vf € FName. v1 # vo =

suppa\{t} (P1, P2, @1, 2) N (a sat {p1 * p2}{gs}) N
(valid((q1 * q2) = x.f — v1)) N (valid(gs = x.f — v2))

C (r,t,b % Do M_)Z,B r,t,b " Q2)

Proof.

e let j € N, my,my € M and h,h’ € Heap such that

(G,m1) € [pL]"" * po (,m2) € [a1 [ * g0
and
h € [m] h' € |ms]| h' € [a](h)

e since j € suppa(¢}(P1,P2, q1, g2) it thus follows that

(4, (my.l @ (my.5)(r).l, (m1.8)[r — L],mi.a)) € p1 * p2
(4, (ma.l @ (mg.s)(r).l, (ma.s)[r — L], ma.a)) € q1 * g2

where s[r — L] is notation for s|gom(s)\{r}
e and
|mi| = [(m1.l @ (my.5)(r).l, (mq.8)[r — L], my.a)]
|ma| = [(ma.l @ (ma.s)(1).l, (ma.s)[r — L], ma.a)]
e hence, there exists an mg € M such that
(j—1,m3) € g3 W' € [ms]
e hence,
(7 — 1, (ma.l @ (ma.5)(r).l, (ma.s)[r — L],ma.a)) € x.f — v1

(j—1,m3) €x.f — vy

e and thus v; = I/(z, f) = ve, contradicting vy # vs.
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5 Interpretation

In this section we define the interpretation of the logic in the model, and sketch the
soundness of a few representative proof rules.

Types [F 7 : Type] € ASets

Types are interpreted as step-indexed equivalence relations. All base types except propo-
sitions and specifications have a plain identity as the step-indexed equivalence. Specifica-
tions and assertion propositions are considered i-equal if the agree up to level i. Products
and function spaces are interpreted using the cartesian closed structure of ASets.

[F1:Type] =1

[F7—o0:Type] = [+ 7: Type] — [+ o : Type]
[F7xo0:Type] =[F 7: Type] x [ o : Type]

[F Prop : Type] = Prop

[F Spec : Type] = Spec

[F Val : Type] = A(Val)

[F Class : Type] = A(CName)
[F Method : Type] = A(MName)

[F Field : Type] = A(FName)
[F Region : Type] = A(RId)
[F Action : Type] = A(AId)
[F RType : Type] = A(RType)

A(

(0,1])

[F Perm : Type] =

Context [T] € ASets, [A] € ASets
[0, x: 7] <[] x [ 7 : Type] [e] €1
[A,x: Val] = [A] x [F Val : Type] [e] =1

Terms [T;AEM:7]: [T] x [A] = [7] € ASets

Terms are interpreted as morphisms in ASets and thus as non-expansive functions.
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Lambda calculus

[TsAFx:7](0,0) = m ()

[T; A x:Val](9,d) = m(6)
[Ty AEXM:7. M7 = o](9,0) = Av € [F7: Type]. [I,x: ;A M: o] ((9,v),0)
[T;AEMN:o](¢,0) = ([T;AFM: 7 — o](¢,0)([T; A EN: 7](¢9,0))

Assertion logic

[T;AF L : Prop](d
[T AFT: Prop](d
[TsAFPAQ: Prop](d
(9
(9,

I

0) =
,0)
,0) = [[F A F P : Prop](9,0) N[ A F Q : Prop](¥,6)
[TAFPVQ: Prop](d,d) =
[T;AFP=Q:Prop](d,0) =

[T AFP:Prop](d,0) U AR Q: Prop](¥,06)
{(i,m) e Nx M |Vj <i.Vn>m.

(j,n) € [T; A+ P : Prop](¢,d) =

(.n) € [T A F Q : Prop] (9, 8))

[T AFVx:7. P:Prop](d,0) = m [Tyx:7;AFP:Prop]((9,v),9)
vE[FT:Type]
[T; A+ 3x:7. P: Prop](¢,0) = U [Tyx:7;AFP: Prop]((¢,v),9)

ve[FT:Type]

Specification logic

[T+ L : Spec](9)

[T+ T : Spec](9)
[[FI—S/\T:Spec]](ﬁ):[[FI—S Spec](¥) N [I' F T : Spec](¥?)

[(9) =

[(9)

[T'ESVT:Spec](¥) =[I'FS:Spec](d) U[I'F T : Spec] ()

[T'FS=T: Spec](V {i e N|Vj<i.
j€[l'FS:Spec](v) =
j€[TET:Spec](¥)}

[T Hvx:7.S:Spec](¥) = (] [T.,x:7FS:Spec]((¥,0))
ve[FT:Type]

[CF3x:7.S:Spec](¥) = | J [[,x:7FS:Spec]((¥,v))
ve[FT:Type]

[TFM=,N:Spec](¥)={i e N|[LFM:7](¥) = [[ - N:7](9)}
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Separation logic

[T'; A+ emp : Prop](¥,6) = emp
[T;AFPxQ: Prop](d,0) = [I; A P: Prop](9,6) = [I'; A F Q : Prop](9, 9)
[T; A FP —Q: Prop](9,8) = {(i,m) € Nx M |Vj <i.¥Vm'>m.Vm" € M.
(m' @ m” defined A (j,m") € [[; A+ P : Prop](9,4))
= (j,m em”) € [T A F Q : Prop](¥,68)}

ct

[T; A Fx: Val]
[T A F null - Val] (9,

(9,6) = d(x )
(9,9) = nu
[T AE C: Class](d,6) = C
(9,0) =m
(9,6) =1

)

[T'; A F m: Method]
[T; A f: Field]

9

)

[I'AFMF— N:Prop](d,6) = {(i,m) e Nx M | Jo € OId. Fv € CVal. 3f € FName.
o=[T'+M: Val](¥,8) A
— [T F : Field] (9, 8) A
= [Tk N:Val](d,4§) A
(m.l.h.o)(o, f) = v}
IT; A F Mg — N:Prop](d,6) = {(i,m) e Nx M | Jo € OId. v € CVal. 3f € FName.
o=[I'kEM:Val](d,d) A
= [T+ F: Field](9,d) A
= [Tk N:Val](d,d) A
(m.L.p)(o, ) = v}
[T AF Ny = No.M : Prop](9,6) = {(i,m) e Nx M | 3c € CId. Jo € OId. 3m € MName.
c=[I'F Ny :Val](d,d) A
o=[I'F Ng:Val](¢,d) A
= [I'F M : Method] (¥, 6) A
me(mn(m(m)))(c) = (0,m)}
[T;AEM:C: Prop](9,6) = {(i,m) € N x M |
(m.l.ht)([T F M : Val](¢,0)) = [+ C: Class] (¢, 8)}
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Embeddings and guarded recursion

[T = valid(P) : Spec](¥) = valid([I'; — + P : Prop](¢))
[T guarded. (M) : Spec](¥) = guarded([I' F M : (1 — Prop) — (7 — Prop)[(¥))
[T S : Spec](¥) =>([I' =S : Spec] (1))

[T; A+ asn(S) : Prop](¢,0) = asn([I' = S : Spec](1)))
[T; A F fix, (M) : 7 — Prop](¢,6) = fiz([I'; A M : (1 — Prop) — (7 — Prop))] (¥, 6))
[T; AP :Prop](d,0) =>([I'; A+ P : Prop] (¢, 9))

Region Types

[T;AF L :RType](¥9,0) = the empty string
[T; A+ M <N: Prop](9,6) = {(i,m) € N x M |
[T; AFN:RType[(d,9) € ([I'; A F M : RType](9,6))*}
[T AFMTMIN : RType] (¥, 0) = longest common prefix of
[T AFM: RType](,d) and [I'; A = N : RType] (¢, 0)

Concurrent abstract predicates
[T;A - E Prop]] 9, 6) = region([T'; A + R : Region] (¢, 9),
[T; AT : RType](9,4),
[T; A EA:Val](9,0),
[T; AP : Prop](¥,0))
[T'; A + protocol(T, I, lg) : Prop[ (9, 6) = protocol([I'; A = T : RType] (¥, ),
[Ty A F 1, = Val x Action x Val — Prop] (¥, ),
[y A+ 1y - Val x Action x Val — Prop] (¥, 9))
[T; A [AR : Prop] (¥, 0) = action([L'; A+ A : Action] (9, §),
[T; A F R : Region](9,4),
[T; AP : Perm](¥,0))
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[T + stable(P

[T F stablek (P
[T+ dept (P

[T+ indepy (P
[T+ pure (P
[T = puregate (P
[ purepem(P)
[CFPEQ
[C-PCTQ

[T FP~RTQ

protocol

)
)
)
)
)
)

RT
[TFEP @) Q

: Spec](¢) = stable([T" F P : Prop](¥))

: Spec] () = stabley,SeaEo () ([T P« Prop] (v))

: Spec](¥) = SUPP([T+T:RType] (9 ))*([[F =P : Prop](¥))

: Spec] (¥) = SUPP RType\ ([T-T:RType] (9 (HF P : Prop](v))

: Spec](d) = purey oo ([l - P : Prop]](ﬁ))

: Spec] (V) = pureqr([I" - P 2 Prop] (7))

: Spec](9) = pureye,, ([T F P : Prop](d))

: Spec](¥) = [I'+ P : Prop](¥) C [I" - Q : Prop](v¥)

: Spec](9) = [T+ P : Prop](9) CRHPAITTRTYPel(@)™ [ 1 Q : Prop] (v)
: Spec](¥) = {i € N| 3Ir € RId. 3t € RType.

r = [I' - R : Region] () A
t=[CFT:RType](¥) A
€ ([T F P : Prop](¢) ~"ETre\" [T 1 Q : Prop](9))}

: Spec](¥) = {i € N | 3p,q € [A] — Prop. Ir € RId. 3t € RType.

VI,lI' € Stack. Va € Act.
r = [I' - R : Region](9) A
t=[IF T:RType](d) A
p=X0 € [A]. [I;AF P :Prop](d,d) A
g= M € [A]. [I;AF Q : Prop](d,d) A
(I,s) = (I'ye) A
i € (I[plla(@) ~5 ¥\ lgl[a ()}
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Hoare assertions

T+ (A){PIS{QH(Y) =
{i e N| 3p,q € [A] — Prop. Vj <i.Vt € TId. VI € Stack.
p= X0 € [A]. [IT'; A F P :Prop](d,d) A
g=X € [A]. [T;AF Q: Prop](¢,0) A
safe (¢, 1, stm()), [Pl D), lglla)}
[TECM: (A){PHr.Q}HW) =
{i e N| Jp € [A, this] — Prop. 3q € [A, this,r].
dc € CName. 3m € MName.
Vj <1i.Vt € TId. VI € Stack. Yoy € Old. Vvyg € CVal.
p =X € [A,this]. [I[5AF P : Prop](¢,9) A
g =X € [A,this,z]. [['5 A F Q[z/r] : Prop](¥,0) A
c=[I5AF C: Class](9) A
m = [[5AF M : Method](¢) A
body(c,m) = {Cy;; return z} A
safe;((t, (I[this — o,y = vg]), stm(s)), [|pl|aenis(I[this — of]), [|qlaenisz) b
[T+ (A){P}Hs){Q} : Spec](¥) =
{i e N| 3p,q € [A] — Prop. Vj <i.Vt € TId. VI,I' € Stack. Va € Act.
p= X € [A]. [T; A F P :Prop](d,d) A
g=X € [A]. [I';AF Q: Prop](9,9) A
(I,s) S (I e) A
j € (asat {[[plla@HIlalla@)})}
[T+ (A)-{P}{s) {Q} : Spec](¥) =
{i e N| 3p,q € [A] — Prop. Irt € RType. Vj < i. Vt € TId. Vi,l' € Stack. Ya € Act.
p= X € [A]. [T; A F P : Prop](d,d) A
g=MX € [A]. [I';AF Q: Prop](9,9) A
rt = [I'F T : RType] (9) A
5) S (U'ye) A
(a sat™PN {lpl|a (D H]lalla ()1}

where || — [|a : ([A] = V) — (Stack — V) is defined as follows:

(i,
J €

0 otherwise

aet | DUL(X1), ooy U(xp)) I A =xq,...y%Xy and xq, ..., %, € dom(l)
Iplla(l) =
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Assertion logic entailment ‘ [T5A 12| PHQ]: 2‘

AR [PEQ]=
VY € [I]. Vo € [A]. Vi € [®](¥). Ym € M.
(i,m) € [ A+ P : Prop](9,6) = (i,m) € [I'; A+ Q : Prop] (¥, 0)

Specification logic entailment ‘ IT|S1,...,Sn FT]: 2‘

[T|Si,...Sn FT] =V € [I. [ [TFSi:Spec](¥) | S [T T : Spec](¥)

5.1 Soundness

We have already proven the soundness of the most important proof rules for CAP, guarded
recursion, the embeddings and phantom state in Section 4. In this section we consider the
soundness of the Hoare logic. In particular, we prove the soundness of two representative
proof rules, namely the frame rule (Lemma 75) and the proof rule for forking a new
thread (Lemma 77).

Since framing of assertions is explicitly build into the interpretation of the safe pred-
icate, the soundness of the frame rule reduces to proving that if mod(s) "FV(R) = () then
the interpretation of R is the same in initial and terminal stack of 5. Lemma 74 expresses
that mod is an over-approximation of the set of modified stack variables. Note that
mod is only defined on sequences of statements (i.e., mod is not defined on thread call
stacks) and this lemma is explicitly stated in terms of a sequence of statements. Since
method and delegate calls introduce a new stack frame, which is restored upon their
return, we can ignore the bodies of method and delegate calls. This is achieved using
Lemma 73, which allows us strengthen the post-condition of s1; s9, by strengthening the
post-condition of sy (under an arbitrary pre-condition).

Lemma 72 (FV). IfT;AFM: 7 then

v € [[F]] V51,52 S IIA]]
(Vz € FV(M). 61 (2) = 05(z)) = [[3A F M : 7](9,81) = [T A F M : 7](9, 62)

Lemma 73.

Vi € N. Vt € TId. VI € Stack. Vs1,s0 € TCStack. ¥p € Prop. ¥q,q € Stack — Prop.
(Vj <. Vr € Prop. VI' € LState. safe;((t,1',s2),7,q) = safe;((t,I',s2),7,¢')) =
Sa’fei((ta la S1; 52)7]77 Q) = Safei((t7 la S1; 82),}7, q,)

Proof. By induction on i. As safety is trivial for ¢ = 0, assume i = j + 1.
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e Case irr(sy;s2) or s; = €:
— then s1 = ¢
— hence safe;((t,1,s2),p,q) and thus
safe;((t,1,52),p, )
o Case (t,1,51;82) = {(t,I',s)} & T and 51 # ¢:

— by Lemma 16 there thus exists an s} such that s’ = s{; s

— furthermore, by safety there exists a

p e {(t,l,s;52)} T — Prop
such that

Vz e {(t,1',s];82)} WT. i € stable(p'(2))
a sat; {p} {p'(t,1',s};52) * ®zerp'(2)}
safej((tv llv 5,17 52)7p/(t7 l,a Sllﬂ 82)7 Q)

Vz e T. safe;(z,p'(2),A_. T)

— hence, by the induction hypothesis,

Safej((t7 l/a 8/17 52)7p/(t7 llv 5,1’ SQ)a q/)

Lemma 74 (Modifies clause).

Vi € N. Vt € Tld. VI € Stack. Vs € seq Stm. ¥p € Prop. Vq € Stack — Prop. Vx € Var.
z € dom(l) A x & mod(s) A safe;((t,1, stm(s)),p,q) =
safe;((t, 1, stm(s)),p, \l' € LState. q(I') Nl(z) =1'(x))

Proof. By induction on i. As safety is trivial for ¢ = 0, assume ¢ = j + 1.
e Case irr(t,l,s):

— by assumption
— and clearly,

e Case (t,1,8) % {(t,I',s)} W T:

— Case SEQ followed by MCALL:
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* there exists y, z, 4,7 € Var and s, s” € seq Stm such that

1

s=(y=zm(u);s") s = sp;return (I,y,7); s

and T =10
* since x & mod(s), z # y and x & mod(s”)
* by safety of s there exists a p’ € Prop such that

i € stable(p’) i € (a sat {i}{p}p’)

safe;((t,1', sp; return (1, y,7);5"),p', q)
* by Lemma 73 it thus suffices to prove

Vk < 5. Vp" € Prop. VI' € LState.
safe, ((t,1', return (1,y,7);8"),p",q) =
safe, ((t, 1, return (1,y,7); "), p", \l' € LState. q(I') Nl(x) =1'(x))
Case (t,U', return (1,y,r); s") A, (t, [y — U(r)],s"):
- by assumption there thus exists a p”/ € Prop such that

k € stable(p”) k€ (id sat {p"}{p"'})

safe, 1 ((t, Uy — U'(r)], s"), 0", q)
- hence, by the induction hypothesis (as = ¢ mod(s”)):
safe,,_1((t, Uy — 1U'(r)],s"),p", \l' € LState. q(I')N(l[y — U'(r)])(z) = '(z))
- hence, as = # y:
safe,_((t, Uy — 1'(r)],s"),p", \l' € LState. q(I') Nl(z) = 1'(z))

— Case SEQ followed by DCALL: same as above
— Case SEQ followed by AsSIGN/FREAD/FWRITE/IFT /IFF/CALLOC/DALLOC:

« then there exists s1 € Stm and s}, s2 € seq Stm such that

I
=

8 = 51; 89 s’ = s]; 80 x & mod(s) T
* by safety there thus exists a p’ € Prop such that

i € stable(p) i € (a sat {p}{p'})
safe;((t,1,5"),p',q)
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+ and, by the induction hypothesis,

safe;((t,1',s"),p", \l" € LState. q(I') NI'(x) = 1"(x))
* since x & mod(s), l(x) = '(x) and thus,

safe;((t,1',s"),p", \l" € LState. q(I') Nl(z) = 1"())

— Case FORK: similar to the above cases

Lemma 75 (Frame rule). The following rule is sound.

ok (A){P}5{Q} mod(s) NFV(R) =0
ok (A){P*R}s{Q«R}

Proof.

suppose ¥ € [I'] and i € [P]
as safety is trivial for ¢ = 0, assume ¢ = j + 1
let

p= X € [A]. [T; A+ P : Prop](d,9)
qg=Ad € [A]. [[;AFQ: Prop](¥,9)
r=MX € [A]. [T;AF R: Prop](¥,0)

suppose t € TId and [ € Stack

by assumption,

safe;((t,1,5), [lplla (@), [lqlla)

hence, by Lemma 15,
safe;((t,1,5), [lplla(D) * |Ir|la (D), N € Stack. [|glla(l') = [Irl|a (D)
since mod(s) N FV(R) = 0 it thus follows by Lemma 74 that,

safe;((t,1,5), |lplla () *|Irl|a (1), N € Stack. [|gl[a()«[[rlla(DA N\ U(z) =1(=))
2€FV(R)

hence, by Lemma 72,

safe;((t,1,5), [lplla(D)  |Ir|la (D), N" € Stack. [|glla(l') = [Ir]|A(T'))

202



Lemma 76.

Vi € N. Vt € TId. Vi € Stack. Vs € seq Stm. ¥p € Prop. Vq € Stack — Prop.
Safei((ta l, stm(s)),p, Q) = Safei((t’ la stm(s)),p, >‘_' T)

Lemma 77 (Forking). The following proof rule is sound.

I'®+Fp(Cm:(—).{P}Hret.Q}) I' = C: Class I' - m : Method
', A | ® - stable(P) A stable(Q)

['|®F (A){Ply/this] xx— y.mxy: C}fork(x){emp}

Proof.
e suppose ¥ € [I'], i € [®], t € TId, and | € Stack
e as safety is trivial if i = 0 assume ¢ = j + 1
e suppose (t,1, fork(x)) = {(t,I,s")} W T

e then there exists C € CName, o € OId, my € MName, r,y € Var, I” € Stack,
t' € TId, s € Stm such that,

a = ctype(l(x), C, 0, mp) T={{1,73)} " = [this — 0,y — null]

and
body(C, my) = void my(){Cy;5; return r} I'=1 s=e
o let
= [I'F C: Class](¢)
= [T+ m : Method](¥)
p1 = Ad € [this]. [I'; this F P : Prop] (4, d)
g1 = M0 € [this,r]. [T;this,r F Q[r/ret] : Prop](d,d)
p2 = Ad € [A]. [T'; A+ Ply/this] : Prop](9,d)
p3 =M € [A]. [IAFx— ymsxy: C: Prop](¢,0)
ps = A € [A]. [T; A+ Ply/this] * x — y.m xy : C: Prop](1J,9)
= A € [A]. pa(6) * p3(9)
g2 = Mo € [A]. [I'; A+ emp : Prop](9, )
=\ € [A]. emp
e then

€ (ctype(i(x), C,0,my) sat {[lpalla@)Hllp2lla() * U(y) = 0% my =m + C = C})

203



e suppose [(y) = o, my = m, and C = C (safety follows trivially otherwise)

e hence, as [(y) = o,
[IP2lla(l) = llp1[Jenss (1)

e furthermore, by assumption,
i € stable(||pz2|[a (1)) safe;((t',1", 50), |lp1llenss ("), [l lenis,r)

e and thus
safej((t/, l”7 Sb)a HPQ‘ ‘A(l)7 Hq‘ ’this,r)

e hence, by Lemma 76,
safe;((',1", s0), [[palla(l),A_. T)

e and
safe;((t,1,€),l(y) = oxmp=mx*C =T,]||ga]|a)

as p C emp for all p € Prop

Theorem 2 (Soundness). The specification logic and the assertion logic is sound:

IfT;A | @ |PEQ then [I5A @ |PFQ].
FTF®FS then [DF @ F S].

Theorem 3. IfT' | ® - (A).{P}s{Q} then for all
v e I i€ [®)() L e [A]
and
te TId j<i he [||AS. [T;A F P2 Prop] (9, 8)||a (D)
if |
(h{(t, 1, stm(s))}) =7 (W, {(t,1,e)} 0 T7)
and T' is irreducible then I’ € |||A8. [T; A+ Q : Prop](9,8)||a(l') i
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Joins: A Case Study in Modular Specification of
a Concurrent Reentrant Higher-order Library

Kasper Svendsen'!, Lars Birkedal!, and Matthew Parkinson?

L IT University of Copenhagen, {kasv,birkedal}@itu.dk
2 Microsoft Research Cambridge, mattpark@microsoft.com

Abstract. We present a case study of formal specification for the C
joins library, an advanced concurrent library implemented using both
shared mutable state and higher-order methods. The library is specified
and verified in HOCAP, a higher-order separation logic extended with a
higher-order variant of concurrent abstract predicates.

1 Introduction

It is well-known that modular specification and verification of concurrent higher-
order imperative programs is very challenging. In the last decade good progress
has been made on reasoning about subsets of these programming language fea-
tures. For example, higher-order separation logic with nested triples has proved
useful for modular specification and verification of higher-order imperative pro-
grams that use state with little sharing, e.g., [23, 16, 15]. Nested triples support
specification of higher-order methods and higher-order quantification allows li-
brary specifications to abstract over the internal state maintained by the library
and the state effects of function arguments.

Likewise, concurrent abstract predicates [7] has proved useful for reasoning
about shared mutable data structures in a concurrent setting. Concurrent ab-
stract predicates (CAP) extends separation logic with protocols governing access
to shared mutable state. Thus CAP supports modular specification of shared mu-
table data structures that abstract over the internal sharing, e.g., [5]. However,
CAP does not support modular reasoning about external sharing — the sharing
of other mutable data structures through a shared mutable data structure. For
instance, CAP does not support modular reasoning about locks® — the canonical
example of a shared mutable data structure used to facilitate external sharing.

We have recently proposed HOCAP [26], a new program logic which combines
higher-order separation logic with concurrent abstract predicates and extends
concurrent abstract predicates with state-independent higher-order protocols. To
reason about external sharing through a data structure, we parameterise the
specification of the data structure with assertions that clients can instantiate to
describe the resources they wish to share through the data structure. Higher-
order protocols allow us to impose protocols on these external resources when

3 See Section 6 for a discussion of this issue.



reasoning about the implementation of the data structure. State-independent
higher-order protocols allow us to reason about non-circular external sharing
patterns.

HOCAP is thus intended as a general purpose program logic for modular
specification and verification of concurrent higher-order imperative programs
with support for modular reasoning about both internal and external sharing.
We have previously verified simple examples in HOCAP. In this paper we report
on an extensive case study of a sophisticated and realistic library that combines
all these challenges in one, to test whether HOCAP can in fact be used to give
an abstract formal specification.

In particular, we explore how to give a modular specification to a concurrent
library that features internal sharing and is used to facilitate external shar-
ing. Clients interact with the library using reentrant callbacks. The specification
should thus abstract over the internal state while allowing abstract reasoning
about external sharing through the library and reentrant calls back into the li-
brary. Furthermore, the specification should of course be strong enough to reason
about clients, and weak enough to allow the implementation of the library to be
verified against the specification.

Our case study of choice is the C* joins library [20]. The joins library, which is
based on the join calculus [8, 9], provides a declarative concurrency model based
on message passing. Declarative message patterns are used to specify synchro-
nisation conditions and function arguments are used to specify synchronisation
actions. Synchronisation actions might themselves cause new messages to be sent,
leading to reentrant callbacks. The joins concurrency model is useful for defining
new synchronisation primitives — i.e., to facilitate external sharing. Finally, the
library itself is implemented using internal state.

In this paper we present a formal specification of a subset of the C* joins
library in HOCAP. The specification is expressed in terms of the high-level join
primitives exposed by the library and hides all internal state from clients. More-
over, we test the specification of the joins library by verifying a number of syn-
chronisation primitives for which there are already accepted specifications in the
literature. For example, we verify that a reader-writer lock implemented using
joins can be proved to satisfy the standard separation logic specification for a
reader-write lock. We have chosen to focus on synchronisation primitives because
synchronisation primitives are specifically designed to facilitate external sharing.

In addition to its role as a case study of a higher-order reentrant concurrent
library, the specification of the joins library is itself interesting. The main idea
behind the specification is to allow clients of the joins library to impose ownership
transfer protocols at the level of the join primitives exposed by the library.
As illustrated with several examples, this leads to natural and short proofs of
synchronisation primitives implemented using the joins library.

We have also verified a simple lock-based implementation of the joins library.
However, in this paper we focus on the joins specification and the use thereof,
since the main point is to investigate how HOCAP can be used to give ab-
stract specifications for concurrent higher-order imperative libraries. We refer



the interested reader to the accompanying technical report for details about the
verification of the joins implementation [25]. This paper does not require the
reader to understand all the details of HOCAP.

Outline. The remainder of the paper is organised as follows. In Section 2
we give an extensive introduction to the joins library using a series of examples
to explain each feature of the library. Along the way, we sketch how one can
reason informally, in separation-logic style, about the correctness of the appli-
cations. In Section 3 we summarise the necessary bits of HOCAP. This leads
us to Section 4, where we introduce the formal specification of the joins library.
In Section 5 we revisit a couple of the example applications and show how the
informal proof sketches from Section 2 can be turned into formal proofs using
the formal specification from Section 4. Finally, we evaluate and discuss the case
study in Section 6.

2 Introducing joins

The joins concurrency model is based on the concept of messages, which are used
both for synchronisation and communication between threads. Conceptually, a
join instance consists of a single message pool and a number of channels for
adding messages to this pool. Channels come in two varieties, synchronous and
asynchronous. Sending a message via a synchronous channel adds the message
to the message pool and blocks the sender until the message has been received.
Asynchronous channels simply add messages to the message pool, without block-
ing the sender.

The power of the joins calculus stems from how messages are received. One
declares a set of chords, each consisting of a pattern (a condition on the message
pool) and a continuation. When a pattern matches a set of messages in the
message pool, the chord may fire, causing the continuation to execute. Crucially,
once a chord fires, the messages that matched the pattern are removed from
the message pool atomically, making them unavailable for future matches. Upon
termination of the continuation, the clients that added the removed messages
via synchronous channels are woken up and allowed to continue. We say that a
message has been received when it has been matched by a chord and the chord
continuation has terminated.

In the rest of this section we introduce the C# joins library, one feature at
a time. Each new feature is introduced with a joins example of a synchronisa-
tion primitive implemented using this feature. For each example, we sketch an
informal proof of the synchronisation primitive in separation logic. The exam-
ples thus serve both to introduce the joins library and motivate the main ideas
behind our formal specification of the joins library.

We take as a starting point Russo’s joins library for C* [20], with a slightly
simplified API. In particular, we have omitted value-carrying channels, as value-
carrying channels do not add any conceptual difficulties.



2.1 Synchronous channels

Sending a message via a synchronous channel causes the sender to block until the
message has been received. To illustrate, we consider the example of a 2-barrier
— an asymmetric barrier restricted to two clients.

Implementation. One can implement a 2-barrier as a joins instance with
two synchronous channels — one for each client to signal its arrival. Clients should
block at the barrier until both clients have signalled their arrival. This can be
achieved with a single chord with a pattern that allows it to fire when there is
a pending message on both channels (i.e., when both clients have arrived). The
C* code for a 2-barrier is given in Figure 1.

The TwoBarrier constructor creates
a join instance, j, and two synchronous  jass TwoBarrier {
channels, chl and ch2, attached to the private SyncChannel chi;
underlying message pool of this join private SyncChannel ch2;
instance. Next, the constructor cre-
ates a pattern p that matches any pair public TwoBarrier() {
of messages in the message pool con- Join j = new Join();
sisting of a chl message (i.e., a mes- chl = new SyncChannel(j);
sage added via the chl channel) and ch2 = new SyncChannel(j);

a ch2 message. Lastly, it registers this Pattern p = j.When(ch1).And(ch2);
pattern as a chord without a continua- p-Do();

tion. Hence, this chord may fire when }

there is a pending message on both public void Arrivel() { ch1.Call(); }
channels and when it fires, it atom- public void Arrive2() { ch2.Call(); }
ically removes and receives these two 1
messages from the message pool. Each
Arrive method signals the client’s ar-
rival by sending a message on the cor-
responding channel using the Call method.

All the examples we consider in this article follow the same structure as the
above example: the constructor creates a join instance with accompanying chan-
nels and registers a number of chords. After this initialisation phase, the chords
and channels stay fixed and interaction with the joins instance is limited to the
sending of messages.

Fig. 1. Joins 2-barrier implementation.

We now sketch a proof of this 2-barrier implementation using separation
logic. Recall that separation logic assertions, say P and @, describe and assert
ownership of resources and that P * @ holds if P and @ describe (conceptually)
disjoint resources. The logic will be introduced in greater detail in Section 4
when we get to the formal specification and formal reasoning.

Desired specification. From the point of view of resources, a barrier al-
lows clients to exchange resources. We call these resources external as they are
typically external to the barrier data structure itself. On arrival at the barrier
each client may transfer ownership of some resource to the barrier, which is then
redistributed atomically once both clients have arrived. For the purpose of this



introduction we will make the simplifying assumption that each client transfers
the same resource to the barrier on each arrival and that these resources are
redistributed in the same way at each round of synchronisation. In Section 5.2
we consider a general specification without these simplifying assumptions.

Under these assumptions we can specify the barrier in terms of two predi-
cates, Bi” and B9, where Bi” describes the resources client i transfers to the
barrier upon arrival, and B"* describes the resources client i expects to receive
back from the barrier upon leaving. These predicates thus describe the external
resources clients intend to share through the barrier. Since a barrier can only
redistribute resources (i.e., it cannot create resources out of thin air), the com-
bined resources transferred to the barrier must imply the combined resources
transferred back from the barrier: Bi" x Bt = BUt x B\t

The client of the barrier is thus free to pick any BI" and B predicates
satisfying the above redistribution property. We can now express the expected
specification of a 2-barrier b in terms of these abstract predicates:

{BiM b.Arrivel() {B"*} {BIM b.Arrive2() {BS"}

That is, for client 1 to arrive at the barrier (i.e., to call Arrivel), it has to provide
the resource described by Bi", and if the call to Arrivel terminates (i.e., client 1
has left the barrier), it will have received the resource described by B$!t.

Proof sketch. The main idea behind our specification of the joins library
is to allow clients to impose an ownership transfer protocol on messages. An
ownership transfer protocol consists of a channel precondition and a channel
postcondition for each channel. The channel precondition describes the resources
the sender is required to transfer to the recipient when sending a message on
the channel. The channel postcondition describes the resources the recipient is
required to transfer to the sender upon receiving the message.

In the 2-barrier example, sending a message on a channel corresponds to
signalling one’s arrival at the barrier. The channel preconditions of the barrier
thus describe the resources clients are required to transfer to the barrier upon
their arrival. Hence, we take each channel precondition to be the corresponding
B predicate: Py = Bil" and Py = Biz”. Throughout this section we use the
notation P, to refer to the channel precondition of channel ch and Q¢ to refer
to the channel postcondition.

The barrier implementation features a single chord that matches and receives
both arrival messages, once both clients have arrived. The channel postconditions
of the barrier thus describes the resources the barrier is required to transfer
back to the clients, once both clients have arrived. We thus take each channel
postcondition to be the corresponding B°"* predicate: Qcn; = Bt and Qcpp =
B3t

One can thus think of the channel pre- and postconditions as specifications
for channels. Since the channel postcondition describes the resources transferred
back to the sender once its message has been received, one should think of
it as a partial correctness specification. In particular, without any chords to
receive messages on a given channel we can pick any channel postcondition, as
no message sent on that channel will ever be received. Conversely, whenever



we add a new chord we have to prove that it satisfies the chosen ownership
transfer protocol. For chords without continuations, this reduces to proving that
the preconditions of the channels that match the chord’s pattern imply the
postconditions of these channels.

The 2-barrier consists of a single chord that matches any pair of messages
consisting of achl message and ach2 message. Correctness thus reduces to proving
Peh1%Pena = Qch1*Q ch2, which follows from the assumed redistribution property.

2.2 Asynchronous channels

The previous example illustrated the use of synchronous channels that block the
sender until its message has been received. The joins library also supports asyn-
chronous channels, allowing messages to be sent without blocking the sender.
A lock is a simple example that illustrates the use of both asynchronous and
synchronous channels. Acquiring a lock must wait for the previous thread using
the lock to finish: it is synchronous. However, releasing a lock need not wait for
the next thread to attempt to acquire it: it is asynchronous.
Implementation. We can implement a lock using the joins library as follows:
We use two channels acq and rel
to represent the two actions one can

class Lock {
perform on a lock. The join instance

private SyncChannel acq;

has a single chord with a pattern that private AsyncChannel rel;
matches any pair of messages con-

sisting of an acq message and a rel public Lock() {

message. Thus, to acquire the lock, Join j = new Join();

a thread sends a message on the acq acq = new SyncChannel(j);
channel; the call will block until the rel = new AsyncChannel(j);

chord fires, which can only happen if j-When(acq).And(rel).Do();

there is a rel message in the message rel.Call();
pool. The lock is thus unlocked if and }
only if there is a pending rel message public void Acquire() { acq.Call(); }
in the message pool. The release can  pyplic void Release() { rel.Call(); }
happen asynchronously; it does not 1}
have to wait for the next thread to
attempt to acquire the lock.

The lock is initially unlocked by
calling rel.

Desired specification. Locks are used to ensure exclusive access to some
shared resource. We can specify a lock in separation logic in terms of an abstract
resource predicate R (picked by the client of the lock) as follows:

{R} new Lock() {emp}  {emp} l.Acquire() {R}  {R} |.Release() {emp}

When the lock is unlocked the resource described by R is owned by the lock.
Upon acquiring the lock, the client takes ownership of R, until it releases the
lock again. Since the lock is initially unlocked, creating a new lock requires
ownership of R to be transferred to the lock. This is the standard separation logic

Fig. 2. A Joins implementation of a lock.



specification for a lock [17, 10, 11]. Here R thus describes the external resources
shared through the lock.

Proof sketch. Informally, we can understand the rel message as moving
the resource protected by the lock from the thread to the join instance, and
the acqg message as doing the converse. This can be stated more formally using
channel pre- and postconditions as follows: Pyeq = emp, Qacq = R, Prel = R,
and Qrel = emp.

Recall that channel postconditions describe the resources the recipient is
required to transfer to the sender upon receiving the message. Since the sender
of a message on an asynchronous channel has no way of knowing if its message
has been received, channel postconditions do not make sense for asynchronous
channels. We thus require channel postconditions for asynchronous channels to
be empty, emp.

As before, to prove that the acq and rel chord satisfies the channel postcon-
ditions, we have to show that the combined channel preconditions imply the
combined channel postconditions: Pacq * Prel = Qacq * Qrel- This follows directly
from the fact that * is commutative.

2.3 Continuations

So far, every chord we have considered has simply matched and removed mes-
sages from the message pool. In general, a chord can have a continuation that
is executed when the chord fires, before any blocked synchronous senders are
allowed to continue.

Continuations can, for instance, be used to automatically send a message
on a certain channel when a chord fires. Thus they can be used to encode a
state machine. Moreover, one can also ensure that a state of the state machine is
correlated with the history or state of the synchronisation primitive that one is
implementing. To illustrate, we extend the lock from the previous example into
a biased reader/writer lock.*

A reader/writer lock [4] generalises a lock by introducing read-only permis-
sions. This allows multiple readers to access a shared resource concurrently. To
determine whether a read or write access request should be granted, three states
suffice: (idle) no readers or writers, (writer) exactly one writer, or (shared) one
or more readers. In the idle state there are no readers or writers, so it is safe to
grant both read and write access. In the shared state, as one client has already
been granted read access, it is only safe to grant read access. We can express
this as a state machine as follows:

4 Biased here means that this reader/writer implementation may starve the writer
thread. It is possible to extend this implementation into an unbiased reader/writer
lock by introducing an additional asynchronous channel to distinguish between
whether or not there are any pending writers when a reader request has been granted.



relR relW
acqR, relR
acqR acqW

Here acqR and acqW refers to the acquire read and acquire write operation, and
relR and relW refers to the release read and release write operation.

Implementation. The idea is to encode this state machine using three asyn-
chronous channels, idle, shared, and writer, with the invariant that there is at most
one pending asynchronous message in the message pool at any given time. This
gives a direct encoding of the three states in the above state machine, and adds
a fourth intermediate state (when there is no pending message on any of the
three asynchronous channels). The intermediate state is necessary for the imple-
mentation, as it does not transition atomically between the states of the above
state machine. The joins implementation is given below.

class RWLock { private void AcqR() {

private SyncChannel acqR, acqW, relR, relW; readers++;

private AsyncChannel idle, shared, writer; shared.Call();

private int readers = 0; }

public RWLock() { private void RelR() {
Join j = new Join(); if (——readers == 0)
// ... initialise channels ... idle.Call();

else

j.-When(acqR).And(idle).Do(AcqR); shared.Call();
j-When(acqR).And(shared).Do(AcqR); }

j-When(relR).And(shared).Do(RelR);

j-When(acqW).And(idle).Do(writer.Call);  public void AcquireR() { acqR.Call(); }

j-When(relW).And(writer).Do(idle.Call);  public void AcquireW() { acqW.Call(); }
public void ReleaseR() { relR.Call(); }

idle.Call(); public void ReleaseW() { relW.Call(); }

} }

We use three asynchronous channels to encode the current state in the above
state machine and thus to determine whether a read or write access can be
granted. In addition, we use the readers field to count the actual number of
readers, to determine which state to transition to when releasing a reader. Note
that the continuation given to Do is a named C! delegate, and that in all five
cases, the given continuation sends a message on an asynchronous channel. These
calls are reentrant calls back into the joins library, making these continuations
reentrant callbacks.

Note further that all five chords consume exactly one asynchronous message
and sends exactly one asynchronous message. Between consuming and sending
the asynchronous message, there are no pending asynchronous messages and
the reader/writer is in the previously mentioned fourth state. Hence, between



consuming and sending an asynchronous message, no other chord can fire and
the currently executing continuation has exclusive access to the internal state of
the reader/writer lock (i.e., the readers field).

Desired specification. The standard separation logic specification for a
reader/writer lock is expressed using counting permissions [2]. Counting permis-
sions allow a full write permission to be split into any number of read permis-
sions, counting the total number of read permissions, to allow them to be joined
up to a full write permission later. The standard specification is given below in
terms of an abstract resource predicate for writing to the resource Ryize and
an abstract resource predicate for reading the resource R eqd-

{Ruwrite } new RWLock() {emp}

{emp} I.AcquireR() {Rread}

{emp} LAcquireW() {Ruyrite} (1)
{Ryecad} |.ReleaseR() {emp}
{Ruyrite} |.ReleaseW() {emp}

To avoid introducing counting permissions directly, we specify the reader/write
lock in terms of an additional family of abstract resource predicates R(n), in-
dexed by n € N, satisfying that R(0) is the full write permission Rypite, and
R(n) is the permission left after splitting off n read permissions. Thus R should
satisfy, Vn € N. R(n) < Ryeqq * R(n+ 1) and R(0) < Ryrite- Note that a client
of the reader/writer lock is free to pick any Ryrite, Rread and R that satisfies
these two properties.

Proof sketch. The three asynchronous channels encode the current state
of the reader/writer lock. The channel preconditions of the three asynchronous
channels thus describe the resources owned by the reader/writer lock in the idle,
shared and writer state, respectively. In the idle state (no readers or writers),
the reader/writer lock owns the readers field and the full write permission, and
the readers field contains 0. In the shared state (one or more readers), the read-
er/writer lock owns the readers field and the remaining permission after splitting
off n read permissions and the readers field contains n. Lastly, in the writer state
(exactly one writer), the writer owns the full resource and the reader/writer lock
only owns the readers field.

Pigie =readers — 0 % R(0) Priter =readers — 0
Pgpared = In € N. n > 0 *readers — n x R(n)
Since idle, shared, and writer are asynchronous, their channel postconditions must
be empty (as explained earlier).

For the synchronous channels we can read off their channel pre- and post-
conditions directly from the desired specification (1):

Pach = emp Qach = Rread Pach = emp Qach = R(O)
Prer = Rread Qrelr = emp Praw = R(0) Qreiw = emp

To register a chord without a continuation we had to show that the combined
channel preconditions implied the combined channel postconditions. What about



the present case with a proper continuation? Since the continuation runs before
the release of any blocked synchronous callers, we have to show that the contin-
uation transforms the combined channel preconditions to the combined channel
postconditions. For the reader/writer lock we thus have to show the proof obliga-
tions on the left in Figure 3. These proof obligations are all completely standard
and mostly trivial separation logic proofs. For instance, the proof of the first
obligation is given on the right in Figure 3. Note that in this proof we use the

{Pach * Pzd[r'}
{readers — 0« R(0)}
{Pacqr * Pidie} AcaR()  {Qacqr * Qidie} readers++;
{Pach * Pshared} AcaR() {Qach * Qshared} {TC(U[GT’S = 1 R(O)}
{PrelRr * Pshared}  RelR()  {QrelR * @ shared } {readers — 1% Rreaq * R(1)}
{Pacqw * Pidie} writer.Call() {Qacqw * Qidle } shared.Call();
{Prew * Puriter} idle.Call() {Q relw * Q writer } {Rread }
{(gut‘uH * (2;,({/(}

Fig. 3. Left: Proof obligations for the reader/writer lock chords. Right: A proof sketch
for the first proof obligation of the reader/writer lock.

channel pre- and postcondition of the shared channel. These proofs thus have a
similar character to partial correctness proofs of a recursive method, where one
is allowed to assume the specification of a method while proving that its body
satisfies the assumed specification. Here we assume the shared channel obeys the
chosen ownership transfer protocol while proving that the first chord obeys the
chosen protocol.

2.4 Nonlinear patterns

The public interface of the 2-barrier in Section 2.1 is slightly non-standard, as it
has two distinct arrival methods. A more standard barrier interface would pro-
vide a common Arrive method, for both clients. The joins library also supports an
implementation of a barrier with such an interface, through the use of nonlinear
patterns. Nonlinear patterns match multiple messages from the same channel.

Implementation. We can thus implement a more standard 2-barrier as a
joins instance with a single synchronous arrival channel and a single chord with
a nonlinear pattern that matches two messages on the arrival channel. Clearly
this generalises to an n-barrier, which can be implemented as follows.

class Barrier {
private SyncChannel arrive;

public Barrier(int n) {
Join j = new Join(); arrive = new SyncChannel(j); Pattern p = j.When(arrive);
for(inti = 1; i < n; i++4) { p = p.And(arrive); };
p.Do();

public void Arrive() { arrive.Call(); }



This code registers a single chord with a pattern that matches n messages on
the synchronous arrive channel.

Desired specification. As before, assume predicates BI" and B (picked
by the client), where Bi" describes the resources client 4 transfers to barrier upon
arrival and B describes the resources client i expects to receive back from the
barrier upon leaving. These predicates should satisfy the following redistribution
property, ®i€{1w,n}Bi" = ®ic{1,...n} BY, to allow the barrier to redistribute
the combined resources, once every client has arrived.

From the informal description of BI" and B{'* one might thus expect an
n-barrier b to satisfy the following specification:

{Bi"} b.Arrive() { Bt}

That is, if a client transfers B to the barrier upon arrival, it should receive back
B2 from the barrier upon leaving. However, this specification is not quite right.
In particular, what prevents client ¢ from impersonating client j when it arrives
at the barrier? To apply the redistribution property to the combined resources
transferred to the barrier we need to ensure that when client ¢ arrives at the
barrier, it actually transfers BI" to the barrier, even if it also happens to own
B}". Hence, while the barrier implementation no longer distinguishes between
clients, we still need a way to distinguish clients logically. We can achieve this
by introducing a client identity predicate, id(i) to assert that the owner is client
i. By making this predicate non-duplicable, we can enforce that clients cannot
impersonate each other.

We can now express a correct barrier specification in terms of thisid predicate
as follows:

{emp} new Barrier(n) {®;c(;  pjid(i)} {BI" xid(i)} b.Arrive() { B xid(i)}

Upon creation of a new n-barrier we get back n id assertions. These are then
distributed to each client to witness their identity when they arrive at the barrier.

Proof sketch. Our proof sketch of the 2-barrier in Section 2.1 exploited
that the implementation used distinct channels to signal the arrival of each client,
which allowed us to pick different channel pre- and postconditions for each client.
Since the above implementation uses a single arrival channel we have to pick a
common channel pre- and postcondition that works for every client. We can
achieve this using a logical argument to relate the channel precondition and the
channel postcondition. In this case we index the channel pre- and postcondition
with the client identifier i: Paive(i) = Bi" xid(i) and Qarive(i) = B2t xid(4).

For the id predicate to witness the identity of clients, it must be non-duplicable.
That is, it must satisfy,id(z) *id(j) = ¢ # j. To define theid predicate such that
it satisfies the above property, we need to introduce a bit more of our logic. We
return to this example in Section 5.2.



3 Logic

The program logic is a higher-order separation logic [1] with support for rea-
soning about concurrency, shared mutable data structures [7, 6], and recursive
delegates [23]. We use this one program logic to reason about both clients of the
joins library, and an implementation of the joins library.

Our program logic is a general purpose logic for reasoning about higher-order
concurrent C* programs. We have presented the logic in a separate paper [26].
The full logic and its soundness proof is included in the accompanying technical
report [24] of that paper. For the present paper we limit our attention to those
features necessary to verify our client examples. To this end, it suffices to consider
a minor extension of higher-order separation logic with fractional permissions,
phantom/auxiliary state and nested triples [21].

Higher-order separation logic. Every specification in Section 2 was ex-
pressed in terms of abstract resource predicates, such as the lock invariant R.
This is easily and directly expressible in a higher-order logic, by quantification
over predicates [1,19].

Our assertion logic is an intuitionistic higher-order separation logic over a
simply typed term language. The set of types is closed under function space and
products, and includes the type of propositions, Prop, the type of specifications,
Spec, and the type of mathematical values, Val. The Val type includes all C*
values and strings, and is closed under formation of pairs, such that mathematical
sequences and other mathematical objects can be conveniently represented.®

Fractional permissions. The notion of ownership in standard separation
logic is very limited, supporting only two extremes: exclusive ownership and no
ownership. To formalise the examples from the previous section we need a mid-
dle ground of read-only permissions, which can be freely duplicated. Fractional
permissions [3] provide a popular solution to this problem, by annotating the
points-to predicate with a fraction p € (0, 1], written z.f ¥ v. Full permission
corresponds to p = 1 and grants exclusive access to the field f. Permissions can

be split and combined arbitrarily (z.f B oose.frhoe o f (o v). Any fraction
less than 1 grants partial read-only access to the field f. We write x.f — v as

shorthand for x.f W v and x.f = v as shorthand for Ip € (0,1]. z.f & v.
Phantom state. Auxiliary variables [18] are commonly used as an abstrac-
tion of the history of execution and state in Hoare logics. Normally, one declares
a subset of program variables as auxiliary variables that can be updated using
standard variable assignments, but are not allowed to affect the flow of execu-
tion. To support this style of reasoning, we extend separation logic with phantom
state. Like standard auxiliary variables, phantom state allows us to record an
abstraction of the history of execution, but unlike standard auxiliary variables,
phantom state is purely a logical construct (i.e., the operational semantics of
the programming language is not altered to accommodate phantom state and

5 We use a single universe Val for the universe of mathematical values to avoid also
having to quantify over types in the logic. We omit explicit encodings of pairs and
write (v1, ..., vn) for tuples coded as elements of Val.



phantom state is not updated through programming level assignments). When
combined with logical arguments, phantom state allows us to logically distinguish
and relate multiple messages on the same channel, as needed for the n-barrier
example.

Phantom state extends objects with a logical notion of phantom fields and an
accompanying phantom points-to predicate, written x s 5 v, to make assertions
about the value and ownership of these phantom fields. To support read-only
phantom fields, we further enrich the notion of ownership with fractional per-
missions. Thus x ¥ v asserts the ownership of phantom field f of object z,
with fractional permission p, and that this phantom field currently contains
the value v. Like the normal points-to predicate, phantom points-to satisfies
Ty 2 UL KTy 2 v = v1 = vy as phantom fields contain a single fixed value at
any given point in time.

Phantom fields are updated using a wview shift. The notion of a view shift
comes from the Views framework for compositional reasoning about concur-
rency [6], and generalises assertion implication. A view shift from assertion p to
assertion ¢ is written p C ¢. Views shifts can be applied to pre- and postcondi-
tions using the following generalised rule of consequence:

pCp  {p}eld} ¢ Cq

{rte{q}

Given full ownership (fractional permission 1) of a phantom field f, one can

perform a logical update of the field (z N v1 Cxy N v2). To create a phantom
field f we require that the field does not already exist, so that we can take full
ownership of the field. We thus require all phantom fields of an object o to be
created simultaneously when o is first constructed.

Figure 4 contains a selection of inference rules from our program logic, related
to view shifts and phantom state.

Nested triples. To reason about delegates we use nested triples [21]. We
write x — {P}{Q} to assert that x refers to a delegate satisfying the given
specification.

pCyq pEp  {p}eld} 4 Cgq
prrCgxr {p}e{q}

=
¢
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Fig. 4. Selected program logic inference rules

Reasoning about the implementation. Fractional permissions introduce
a more lenient ownership discipline that allows for read-only sharing. To verify
the implementation of the joins library, we need even more general forms of
sharing. To reason about general sharing patterns we base our logic on concurrent
abstract predicates [7].



Conceptually, concurrent abstract predicates (CAP) partitions the heap into
a set of regions that each come with a protocol governing how the state in
that region may evolve. This allows stable assertions — assertions that are closed
under changes permitted by the protocol — to be freely duplicated and shared.
To ensure soundness, the logic requires that all pre- and postconditions in the
specification logic are stable. We thus introduce a new type, SProp, of stable
assertions.

Concurrent abstract predicates with first-order protocols (i.e., protocols that
only refer to the state of their own region) suffice for reasoning about sharing
of primitive resources such as individual heap cells. To reason about sharing
of shared resources requires higher-order protocols that can relate the state of
multiple regions. In general, to reason about sharing of shared resources re-
quires reasoning about circular sharing patterns. HOCAP extends concurrent
abstract predicates with a limited form of higher-order protocols — called state-
independent higher-order protocols — and introduce partial orders to explicitly
rule out these circular sharing patterns.

Since we are using the same program logic to reason about join clients and
the underlying join implementation, join clients could themselves use CAP to de-
scribe shared resources when picking the channel pre- and postconditions. This
could potentially introduce circular sharing patterns. To simplify the presenta-
tion and focus on the main ideas behind our specification of the joins library
we have chosen to present a specification that does mot allow clients to use
CAP in their channel pre- and postconditions. This allows us to give a simple
specification without any proof obligations about the absence of circular shar-
ing patterns. In the accompanying technical report, we define a stronger joins
specification that does allow clients to use CAP, but requires clients to prove
the absence of circular sharing patterns. In the technical report we verify the
joins implementation against this stronger specification. See Section 6 for further
discussion.

To prevent joins clients from using CAP, we introduce a new type, LProp, of
local propositions. Every predicate expressible in the language of higher-order
separation logic extended with phantom state and nested triples is of type LProp,
provided all higher-order quantifications quantify over LProp rather than Prop.
However, LProp is not closed under region and action assertions for reasoning
about shared mutable data structures using CAP. All assertions of type LProp
are trivially stable and LProp is thus a subtype of SProp. We thus require all
channel pre- and postconditions to be of type LProp. This ensures that clients
do not introduce circular sharing patterns.’

For details about the logic see our HOCAP paper and accompanying technical
report [26, 24].

8 This circular sharing pattern has been allowed by the first two authors recent
work [22].



4 Joins specification

In this section we present our formal specification for the joins library.

The full specification of the joins library is presented in Figure 5. To sim-
plify the specification and exposition of the joins library, we require all channels
and chords be registered before clients start sending messages.” Formally, we
introduce three phases:

ch: This phase allows new channels to be registered.
pat: This phase allows new chords to be registered.
call: This phase allows messages to be sent.

A newly created join instance starts in the ch phase. Once all channels have been
registered, it transitions to the pat phase. Once all chords have been registered,
it transitions to the call phase. In the call phase, the only way to interact with
the join instance is by sending messages on its channels.

The specification is expressed in terms of a number of abstract representation
predicates. We use three join representation predicates, joing,,joiny,; and joing,
— one for each phase — which will be explained below. In addition, we use two
representation predicates for channels and patterns:

ch(e, j): This predicate asserts that ¢ refers to a channel registered with join
instance j.

pat(p, j, X): This predicate asserts that p refers to a pattern on join instance j
that matches the multi-set of channels X.

These representation predicates are all existentially quantified in the specifica-
tion; clients thus reasons abstractly in terms of these predicates.

Channel initialisation phase. In the first phase we use the join repre-
sentation predicate: joing, (A, .S, j). This predicate asserts that j refers to a join
instance with asynchronous channels A and synchronous channels S.

The join constructor (JOIN) returns a new join instance in the ch phase with
no registered channels.

The two rules for creating and registering new channels (SYNC and ASYNC)
take as argument a join instance j in the ch phase and return a reference to
a new channel. In both cases, we get back a ch assertion, ch(r,j), that asserts
that this newly created channel is registered with join instance j. In addition,
both postconditions explicitly assert that this newly created channel is distinct
from all previously registered channels, r ¢ AU S. As the channel predicate is
duplicable (ch(e, j) < ch(e, j)*ch(c, 7)), to allow multiple clients to use the same
channel, we have to state this explicitly.

Chord initialisation phase. In the second phase we use the join repre-
sentation predicate: join,, (P, @, 7). This predicate asserts that j refers to a join
instance with channel preconditions P and channel postconditions ). Here P
and () are functions that assign channel pre- and postconditions to each channel.

7 This restriction rules out reasoning about self-modifying synchronisation primitives.
We are not aware of any examples of self-modifying join clients.



To relate the pre- and postcondition of a channel (as needed, e.g., in the n-barrier
example to distinguish clients), we index each channel pre- and postcondition
with a logical argument of type Val.® Formally P and @ are thus functions of
type P, Q : Val X Tepan — LProp where Tehan is the type of channel references.”

Once sufficient channels have been registered, the join instance can transition
into the chord initialisation phase using a view shift:

Ve,a. ¢ € A= Q(a,c) = emp
jOinch (A7 Sv]) - jOinpat(P7 Qa])

This forces all channel pre- and postconditions to be fixed before any chords
can be registered. This rule explicitly requires that the channel postconditions
of asynchronous channel are empty, emp, as explained in Section 2.2.

Rules WHEN and AND create a new singleton pattern, and add new channels
to an existing pattern, respectively. Note that a pattern matches a multi-set of
channels and the set-union in AND is thus multi-set union.

The rules for Do are more interesting. Rule D0O1 deals with patterns without
a continuation. Recall from our informal proof sketches that to add a new chord
without a continuation we showed that the combined channel preconditions of
the chord pattern implied the combined channel postconditions. Our specifica-
tion generalises this to require that the combined channel preconditions can be
view shifted to the combined channel postconditions. This generalisation allows
us to perform logical updates of phantom state when the chord fires. We will see
why this is useful in Section 5.2.

Furthermore, since our channel pre- and postconditions are now indexed by
a logical argument, we have to prove that we can perform this view shift for any
logical arguments (we have a logical argument for each channel). Formally,

VY € Pm(Val X Tchan)- Wch(Y) =X = ®y€yP(y) C ®y€yQ(y)

where P, (—) denotes the finite power multi-set operator and m¢y, is the power set
lifting of 5. Y thus associates a logical argument with each channel. To register
a chord that matches channels x and y, this thus reduces to two universally
quantified logical arguments, say a and b:

Va,b € Val. P(a,z)* P(b,y) C Q(a,x) * Q(b,y)

The rule for Do with a continuation (D02) is very similar, but instead of
requiring a view-shift, it takes a delegateb that transforms the combined precon-
ditions into the combined postconditions. Crucially, the delegate is given access
to the join instance in the message phase. This enables it to send messages, as
used in the reader/writer lock example (Section 2.3).

Message phase. The final phase allows messages to be sent. We use a third
abstract predicate, joing, (P, @, ), with the same parameters as the previous
abstract predicate join,,. (P, @, j). Once all chords have been registered, the join

8 As Val is closed under pairs this allows us to encode an arbitrary number of logical
arguments of type Val.
9 Formally, Tchan is simply a synonym for Val, introduced to improve the exposition.



instance can transition into the third phase using a view shift: join,. (P, @, j)
jOincall(P’ Qa ])

The only operation in the third phase is to send messages using Call. The
rule for sending a message is very similar to the standard method call rule: we
provide the precondition P(a,c) and get back the postcondition Q(a,c). Here a
is the logical argument, which the client is free to pick.

Both the join_,, and ch(—) predicate is freely duplicable, to allow multiple
clients to send messages on the same channel:

ch(c, j) « ch(c, j) = ch(c, j)
jOincaII(P7Q7j) @jOincall(P’ Qa]) *jOincaII(Panj)

Reasoning about joins. We have verified a simple lock-based implemen-
tation of the joins library (see the accompanying technical report for details).
We have thus given concrete definitions of the abstract predicates pat, ch, joing,,
Join,,, joing, and proved that the implementation satisfies a generalisation of
the joins specification in Figure 5.

5 Reasoning with joins

In this section we revisit the lock and the n-barrier example, and sketch their
formal correctness proofs in terms of our formal specification of the joins library.
The lock example is intended to illustrate the joins specification in general, and
has thus been written out in full. The n-barrier example is intended to illustrate
the use of logical arguments and phantom state.

5.1 Lock

We begin by formalising the previous informal lock specification. As mentioned
in Section 3, to avoid reasoning about sharing of shared mutable data struc-
tures through themselves, we require all channel pre- and postconditions to be
local assertions — i.e., assertions of type LProp. Since the channel pre- and post-
conditions are defined in terms of the lock resource invariant, the lock resource
invariant must be a local assertion. The formal specification of the lock is thus:

VR : LProp. Jlock : Val — SProp.

{R} new Lock() {r.lock(r)}
{lock(1)} I.Acquire() {lock(l) * R}
{lock(l) * R} I.Release() {lock()}

A Vz : Val. lock(z) < lock(z) *lock(z)

This specification introduces an explicit lock representation predicate, lock, which
is freely duplicable.

We now formalise the proof sketch of the joins-based lock implementation
from Section 2. Hence, for any predicate R, we have to define a concrete lock
predicate and show that the above specifications for the lock operations hold for
the concrete lock predicate.



Channel initialisation phase

{emp}new Join() {r. join, (0,0, r)} JOIN

SYNC

{join,, (A, S,j) } new SyncChannel(j) {r. joing, (A, SU{r},j) xch(r,j)xr ¢ AUS}
Async

{joing, (4, S,j) } new AsyncChannel(j) {r. joing, (AU {r}, S,j) *ch(r,j) xr ¢ AU S}

Chord initialisation phase

W
{joinpat(P7 Q,]) * ch(c,j)}j.When(c) {r. joinpat(P, Q,]) * pat(r, ], {c})} HEN

- P ) . P - AND
.]Olr']pat( an]) * pAnd(c) JOInpat':( 7Q7])*
pat(p, j, X) * ch(c, j) pat(p, j, X U {c})

VY € P (E). men(Y) = X = ®yey P(y) E ®@yevQ(y)
{ioin,..(P, Q, j) * pat(p, j, X) } p.Do() {join,,. (P, Q, )}

Dol

jOInpat(P7 Q7J) * pat(p7j7 X) * ®26Zch(z7j) *
VY € P (€). man(Y) = X =

R G AT S G

Message phase

p.Do(b) {join,,. (P, Q,7)}

CALL

{jOincaII(P’ Q,]) * Ch(C,j) * P(”’? c)}cCaII() {jOincaII(P7 Q7J) * Q(a‘7 C)}
Phase transitions

Ve,a. c € A= Q(a,c) =emp
jOinch(A757j) EjOinpat(Pvaj) jOinpat(P7Q7j) ;jOincall(P’Qaj)

Ch(cyj) g Ch(C,j) * Ch(C,j) jOincall(P>Q7j) ¢>.jOincall(]Dv Q7.7) *jOincall(P7 Q:])

Abstract predicates

pat : Tpat X Tjoin X Pm(Tchan) — SProp ch : Tchan X Tjoin — SProp
joing, : P (Tehan) X P (Tchan) — SProp
join,,, joing : (€ — LProp) x (€ — LProp) x Val — SProp

Here P, (X) denotes the set of finite multi-subsets of X and
Tjoin = Tchan = Tpat d:Cf Val & dZCf Val x Tchan

Ten(X) € {m2(z) | 2 € X} : Pin(E) = Pon(Tehan)

Fig. 5. Specification of the joins library.



The channel pre- and postconditions do not change relative to the infor-
mal proof. For any pair of channels ¢, and ¢, we define the channel pre- and
postcondition, P(cg,¢,), Q(cq, ) : € — LProp, as follows:

emp ifc=c¢, R if e=r¢c,
P(ca,cr)(a,e) =< R ife=c, Q(cascr)(a,c) =S emp ifc=c,
1 otherwise 1L otherwise

In the proof, ¢, will be instantiated with the acquire channel and ¢, with the
release channel. Note that the logical argument a is simply ignored.

The lock predicate then asserts that there exists some join instance and that
fields acq and rel refer to channels with the above channel pre- and postcondition.

lock(z) = Ja,r,j: Val. a # r Az.acq = ax x.rel = r
* Ch(a’j) * Ch(T,j) *jOincaII(P(aar)a Q(a’ T),j)

We explicitly require that a and r are distinct to ensure that the above definition
of P and ) by case analysis on the second argument is well-defined. The lock
predicate only asserts partial ownership of fields acq and rel, to allow the lock
predicate to be freely duplicated.

Below is a full proof outline for the lock constructor.

public Lock() {
Join j; Pattern p;
{this.acq +— null * this.rel — null * R}
j = new Join();
{this.acq + null « this.rel — null * R * joing, (0,0,])}
acq = new SyncChannel(j);
rel = new AsyncChannel(j);
{R * this.acq — a * this.rel — 7 x join_,({r}, {a},]j) * a # r * ch(a,]) * ch(r,])}
{R * this.acq + a * this.rel — 7 * join . (P(a,7),Q(a,r),]) * a # 7 * ch(a,]) * ch(r,j)}
p = j.-When(acq).And(rel);
{R x this.acq + a x this.rel = r * a # 7 * join . (P(a,7), Q(a,7),])
* ch(a, j) * ch(r,]) * pat(p,J; {a, 7})}
p-Do();
{R * this.acq > a * this.rel +— 7 * join . (P(a,7),Q(a,r),]) * a # 7 * ch(a,]) * ch(r,j)}
{R * this.acq — a * this.rel — r * join_,,(P(a,r),Q(a,r),]j) * a # r * ch(a,]) * ch(r,j)}
rel.Call();
{this.acq +— a * this.rel — 7 x join_,,(P(a,r),Q(a,r),]j) * a # r * ch(a,j) * ch(r,j)}
{lock(this)}
}

The call to Do further requires that we prove:
VY € P(€). men(Y) = {a,7} = ®yey Pla,7)(y) E ®yeyQ(a,r)(y)

which follows easily from the commutativity of .
The full proof outline for Acquire is given below. The proof for Release is similar.

public void Acquire() {
SyncChannel c;



{lock(this)}

{this.acq + a * this.rel = 7 x join_,,(P(a,r),Q(a,r),]j) * a # r * ch(a,j) * ch(r,j)}
¢ = this.acq;

{this.acq + c * this.rel = r * join_,,,(P(c,r), Q(c,7),]) * ¢ # r* ch(c,]j) * ch(r,j)}
c.Call();

{this.acq + c * this.rel = 7 * join_,,(P(c,r),Q(c,7),j) xc # r

% ch(c,j) * ch(r,j) = Q(c,r)(0,¢)}
{lock(this) * R}
}

When we call the acq channel we have to pick a logical argument a. Since the
channel pre- and postcondition ignores the a, we can pick anything. In the above
proof we arbitrarily picked 0, hence the Q(c,7)(0,c) in the postcondition.

5.2 n-barrier

In this section we formalise a proof of the n-barrier from Section 2.4. This exam-
ple illustrates how logical arguments combined with phantom state allows us to
logically distinguish messages on a single channel. The example also illustrates
the use of a non-trivial view-shift to update a phantom field upon firing of a
chord.

Desired specification. In Section 2.4 we gave an informal specification of
an n-barrier, under the assumption that clients transferred the same resources to
the barrier at every round of synchronisation, and that the barrier redistributed
these resources in the same way at every round of synchronisation. As these
assumptions are unrealistic, we start by generalising the specification.

The simplified n-barrier specification was expressed in terms of two asser-
tions Bi" and B that described the resources client i transferred to and from
the barrier at every round of synchronisation. Here, instead, we take B™ and
B°'t to be predicates indexed by a client identifier ¢ and the current round of
synchronisation m. The general n-barrier specification is given in Figure 6.

vn e N. VB™, B® : {1,...,n} x N = LProp.
(Vm € N. ®icq1,...ny B (m) C ®icq1, . ny B (m))) =
Ibarrier : Val — SProp. Jclient : Val x {1,...,n} x N — SProp.
{n = n}new Barrier(n) {ret. barrier(ret) * ®;c1,... niclient(ret,:,0)}

AVi€e{l,..,n}. Ym € N.

{barrier(b) * client(b, i, m) x BI"(m)}
b.Arrive()

{barrier(b) *client(b, i, m + 1) * B{*(m)}

A Vz : Val. barrier(z) < barrier(z) * barrier(x)

Fig. 6. General n-barrier specification. This specification requires that the number of

clients, n, is known statically. This simplifies the exposition. We can also specify and
verify a specification without this assumption.



Herebarrier is the barrier representation predicate, which can be freely duplicated.
The client predicate plays two roles: namely, (1) to witness the identity of each
barrier client (like theid predicate from Section 2.4), and (2) to ensure that every
client of the barrier agrees on the round of synchronisation, m, whenever they
arrive at the barrier. These two properties are necessary to ensure that we can
redistribute the combined resources when every client has arrived at the barrier.
When one creates a new n-barrier, one thus receives n client predicates — one for
each client — each with 0 as the current round of synchronisation. The current
round of synchronisation is incremented by one at each arrival at the barrier.

Predicate definitions. We start by giving concrete definitions for the ab-
stract barrier and client predicate. Hence, assume n € N clients and abstract
predicates B™, B°'* : {1,...,n} x N — LProp satisfying,

Vm eN. ®;cq1,...ny Bi"(M) C ®icqr,.. 01 B (M) (2)

Since the n-barrier only has a single channel, we need to pick a single channel
pre- and postcondition that works for every client, for every round of synchro-
nisation. We thus take the logical argument for the arrival channel to be a pair
consisting of a client identifier 4 and the current synchronisation round m. From
the specification above, when client i arrives for synchronisation round m it
transfers Bi"(m) to the barrier and expects to receive back Bt (m). In addition,
the client gives up its client predicate and gets back a new one, with the same
logical client identifier ¢+ and an incremented synchronisation round, m + 1. For
any barrier b and channel ¢; we thus define the channel pre- and postcondition
P(b,c1),Q(b,c1) : £ — LProp as follows:

client(b,i,m) x B"(m) ifc=¢;

1 otherwise

P(b,c1)((i,m),c) = {

Q. e1)((i,m), ¢) = {client(b, iym+1)x BM(m) ifc= c.l

L otherwise
Here the (i,m) is the logical argument consisting of the logical client identifier
7 and synchronisation round m. In the proof, ¢; will be instantiated with the
arrival channel.

Above, we defined the channel pre- and postcondition in terms of an abstract
client predicate, which we have not defined yet. We thus need to defineclient. This
is the main technical challenge of the proof. So, to motivate its definition, we
start by considering what properties the client predicate should satisfy. Recall
that we use the client predicate to (1) witness the identity of clients, and to (2)
ensure that clients agree on the current round of synchronization when they
arrive at the barrier.

To witness the identity of clients, disjoint client predicates must refer to dis-
tinct clients, as expressed by property (3) below. To ensure that clients agree
on the current round of synchronisation, the client predicate should also satisfy
(4). Lastly, to update the current round of synchronisation when every client



has arrived at the barrier, the client predicate should satisfy (5).

Vb, i, j, m. client(b, i, m) xclient(b, j,m) =i # j (3)
Vb, i, j, m, k. client(b, i, m) xclient(b, j, k) = m =k (4)
va m. ®i6{1,...,n} Client(b: i, TTL) - ®i€{1,...,n}dient(b7 t,m+ 1) (5)

Note that (5) is consistent with (4), since we update all n client predicates simul-
taneously.

We can satisfy (4) and (5) by introducing a phantom field to keep track of
the current round of synchronisation. By giving each client 1/n-th permission of
this phantom field, we ensure that every client agrees on the current round of
synchronisation, (4). Furthermore, given all n client predicates, these fractions
combine to the full permission, allowing the phantom field to be updated arbi-
trarily, and thus in particular, to be incremented; thus satisfying (5). We can
satisfy (3) by associating each client identifier ¢ with a non-duplicable resource
e; in the logic, and requiring ownership of e; in the client predicate. We thus
b

define client as follows, client(b, i,m) = byound »ﬁ) m * o¢, where o! is defined as
follows: oi—’ = dv: Val. b; — v.

The barrier predicate is now trivial to define:
barrier(b) = 3j, ¢ : Val. barrive = ¢ * join, (P(b, c), Q(b, ), 7) * ch(c, 7)

It simply asserts that arrive refers to a channel on a join instance with the channel
pre- and postcondition we defined above.

Proof. Now that we have defined aclient predicate satisfying (3), (4), and (5),
we can proceed with the verification of the n-barrier. The main proof obligation
is proving that the barrier chord satisfies the postconditions of the channels it
matches. Since the barrier chord matches n arrival messages, by rule Dol we
thus have to prove that:

VY € Pp(E). men(Y) = {c]'} = ®yey P(b,c1)(y) T @yey Q(b, c1)(y)

To simplify the exposition, we consider the case for n = 2. The proof for n > 2
follows the same structure. For n = 2 the above proof obligation reduces to:

Viy, iz, m1, ma.
cIient(b, 11, ml) * B;T (ml) *client(b, 12, mg) * B;Z (mg) C (6)
client(b, i1, m1 + 1) * B{"(my) xclient(b, iz, o + 1) * Bt (my)

At this point we cannot directly apply the user-supplied redistribution property,

(2), as it requires that my = mq and 41 # io. First, we need to use properties

(3) and (4) to constrain what logical arguments clients could have chosen when

they send their arrival messages. By property (4) it follows that m; = ms.

Furthermore, from property (3) it follows that 4; and i5 are distinct. Since i1, 2 €
{1,2}, (6) thus reduces to:

Vm. client(b, 1, m) * BI"(m) xclient(b, 2, m) * Bi'(m) C

7
client(b, 1,m + 1) * B" (m) *client(b,2,m + 1) * B3"*(m) @)



Using the redistribution property, (2), and (5) it follows that,

VYm. BI"(m) * B (m) C B (m) * B3“t(m)
Vm. client(b, 1, m) *client(b, 2, m) Cclient(b, 1, m + 1) xclient(b,2,m + 1)

Combining these two we thus get (7). We have thus proven (6). Note that here
we implicitly used the ability to perform a view shift when a chord fires, to
increment the value of the phantom field round.

The verification of the constructor and Arrive method is now straightforward.

In summary, using logical arguments and phantom state we can thus show
that the generalised n-barrier from Section 2.4 satisfies the generalised barrier
specification. While the proof is more technically challenging than any of the
previous examples, it is still a high-level proof about barrier concepts. Informally,
we proved that clients agree on the current synchronisation round and that
clients identify themselves correctly; both natural proof obligations for a barrier.

6 Discussion

We first relate our specification of joins and the clients thereof to earlier work
and then evaluate what we have learned about HOCAP from this case study.

In terms of reasoning about external sharing, O’Hearn’s original concurrent
separation logic supports reasoning about shared variable concurrency using
critical regions [17]. This was subsequently extended to a language with locking
primitives by Hobor et al. [11] and Gotsman et al. [10], and to a language with
barrier primitives by Hobor et al. [12]. In all four cases, the underlying synchro-
nisation primitives were taken as language primitives and their soundness was
proven meta-theoretically.

Concurrent abstract predicates by Dinsdale-Young et al. [7] extends standard
separation logic with support for reasoning about shared mutable state by impos-
ing protocols on shared resources. Dinsdale-Young et al. used this logic to verify
a spin-lock implemented using compare-and-swap. The spin-lock was verified
against a non-standard lock specification without built-in support for reasoning
about external sharing. Hence, to reason about external sharing, clients would
have to define a protocol of their own, relating ownership of the shared resources
with the state of the lock. This type of reasoning is not modular, as it requires
the specification of concurrent libraries to expose internal implementation de-
tails of synchronisation primitives, to allow clients to define a protocol governing
the external sharing.

Jacobs and Piessens recently extended their VeriFast tool with support for
fine-grained concurrency [14] and verified a lock-based barrier implementation
[13] inspired by [11]. They verify the implementation against a specification
without built-in support for reasoning about external sharing. Compared to our
barrier specification, their specification is thus fairly low-level, requiring clients
of the barrier to use auxiliary variables to encode who has arrived and what
resources they have transferred to the barrier.



The goal of this case study was to test whether HOCAP supports modu-
lar reasoning about concurrent higher-order imperative libraries. To this end,
we have proposed an abstract specification of the C! joins library, expressed
in terms of high-level join primitives. We have demonstrated that this abstract
specification suffices for formal reasoning about a series of classic synchronisa-
tion primitives, which allow for external sharing. Compared to previous work on
verifying synchronisation primitives using separation logic, our specifications are
stronger and our proofs are considerably simpler. Thus, from this perspective,
our case study supports the thesis that HOCAP is useful for modular reasoning
about concurrent higher-order imperative libraries. However, as explained in Sec-
tion 3, the joins specification presented in this paper is restricted to local pre-
and postconditions for channels, which means that synchronization primitives
implemented using joins can only have local assertions as resource invariants.
Recall, e.g., the lock specification in Section 5.1, where the resource invariant
ranges over LProp, which means that clients of the lock cannot use CAP when
picking a resource invariant for the lock. In the technical report [25] we have
presented a stronger specification of joins, which does allow clients to use CAP
for such resource invariants, but that is at the expense of complicating the spec-
ification, to avoid circular sharing patterns. Thus future work includes finding
stronger models of HOCAP that support simple specifications and circular shar-
ing patterns.
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1 Introduction

In this technical report we define a formal specification for the joins library and verify
a naive lock-based implementation against this specification. We assume the reader is
familiar with the joins library and has read the accompanying article [3]. We take as our
program logic the higher-order version of concurrent abstract predicates described in [4]
and formally defined in [2]. We assume the reader is familiar with this logic.

The joins library implementation makes for an interesting verification challenge, as it
combines state, sharing, concurrency and reentrancy, in a realistic and reasonably small
library. We use our higher-order variant of Concurrent Abstract Predicates to reason
about sharing and concurrency and we use representation predicates defined by guarded
recursion and nested Hoare triples to reason about reentrancy.

2 Implementation

We start by sketching our naive lock-based implementation. Figure 1 defines the static
structure of the implementation. The implementation consists of seven main classes:

e Join: Join objects represent join instances. Each join object consists a list of reg-
istered chords and a list of registered channels. Conceptually, we think of a join
instance as having a single common message pool. However, in the implementation,
each channel maintains its own pool of messages. Each join object contains a lock
to synchronize access to its internal state. Since we have restricted attention to
non-self-modifying join clients, once all chords and channels have been registered,
all internal state is fixed, except the message pools. The lock is thus only necessary
to synchronize access to message pools.

e Pattern: Pattern objects represent conditions on the message pool. The type of
conditions supported by this version of the joins library can be represented as a
list of channels — representing the condition that matches a distinct message from
each channel in the list.

e Chord: Chord objects represent chords, which are simply implemented as a pair
consisting of a Pattern and an Action (a standard C* delegate type for delegates
without a return value).

e MessagePool, Message: The abstract MessagePool class implements a message pool.
Each message pool consists of a list of pending messages. Each message consists
of an integer status field indicating whether the message has been received. This
status field is thus 0 (not received) for all pending messages. When a message
is matched by a pattern it is removed from its message pool and once the chord
continuation has terminated its status field is set to 1 (received).

e AsyncChannel, SyncChannel: AsyncChannel and SyncChannel objects represent chan-
nels. They both inherit from the abstract MessagePool class.
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Message

~ status : int

Join

~ chords : List<Chord>

0..% ~ channels : List<Channel>
+ When(SyncChannel) : Pattern
0..* | ~ CheckChords() : void
<<abstract>> / 0.7
MessagePool 1
~ queue : List<Message> 1
~ AddMessage() : Message Chord
~ Pop() : Message ~ cont : Action
~ Push(Message) : void ~ pat : Pattern
1..%
Patt
SyncChannel AsyncChannel : abtern
~ channels : List<Channel>
~ join : Join ~ join : Join

+ AsyncChannel(Join)
+ Call() :

void

+ SyncChannel(Join)
+ Call() :

void

~ Matches() : List<Message>
+ Do(Action) : void
+ And(Channel) : Pattern

Figure 1: Class diagram
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The meat of the implementation is the Call methods for sending a message on a
channel. Both Call methods start by acquiring the join lock. Once the lock has been
acquired, in each case they add a new pending message to the message pool of the
given channel (using the AddMessage method). In the asynchronous case, this is all
that happens; Call simply releases the lock and returns. However, in the synchronous
case, the method enters a busy-loop, constantly checking whether its message has been
received and firing any chords ready to fire (using the CheckChords method). To support
reentrant callbacks, the CheckChords method releases and reacquires the join lock before
executing chord continuations.

The CheckChords method iterates through the list of chords, checking if each chord is
ready to fire (using the Matches method). Whenever it encounters a chord ready to fire,
it (1) removes the messages that matched the chord pattern from their message pools, (2)
releases the join lock (to allow continuations to send messages on the same join instance
without dead-locking), (3) calls the continuation, (4) reacquires the join lock and (5)
updates the status of all the matched messages to 1 (received).

The Matches method optimistically tries to match and remove a pending message
from each channel of the given pattern (using the Pop method). If it succeeds, it simply
returns a list of the messages it matched. If it fails, it adds back the messages already
removed to their respective message pools (using the Push method), and returns null.
This Matches implementation, which optimistically matches messages is unnecessary in
our lock-based implementation, as the thread already owns the global message pool lock
at this point. However, this implementation is easier to verify and adapt to a proof of
the non-locking implementation, for which it is required.

The implementation makes use of three auxiliary classes: Lock, List and Pair. The
Lock class implements a spin-lock. The List class implements a singly-linked list. It
supports methods Push, Pop and Count, to modify and query lists. In addition, it sup-
ports higher-order methods ForEach and Map, to iterate over lists. Lastly, the Pair class
implements a pair.

3 Specification

The abstract specification of the joins library is given below. This is a generalized
version of the specification that appears in the accompanying article [3]. In particular,
this specification supports channel pre- and post-conditions expressed using CAP. Since
the overall idea behind the specification remains unchanged, the reader is referred to the
accompanying article for an explanation of the specification. To support channel pre- and
post-conditions expressed using CAP we require that channel pre- and post-conditions
are uniformly expressible using state independent protocols, that they are independent
of the chosen region type (t) and stable.
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Jjoininirch : RType x Py, (Val) x Py, (Val) x Val — Prop.
JjOiNinit-paths JOINc) : RType x (Val x Val — Prop) x (Val x Val — Prop) x Val — Prop.
dchan : Val x Val — Prop. Jpattern : Val x Val x P,,(Val) — Prop.
vt : RType. VP, Q : Val x Val — Prop. VCy,Cg, X, Z : P,,(Val). Va,c,j : Val.
usip(P, Q) A indep,(P) A indep,(Q) A stable(P) A stable(Q) =
Join : (-). {emp} {ret. join i (t, 0,0, ret)}

SynCChannel : (J) {jOininit—ch (t, Ca, Cs, J)}
{ret. joiniyivch (t, Ca, Cs U {ret}, j) x chan(ret, j) xret ¢ C4, UCg}

AsyncChannel : (j). {joinjnir.ch (t, Ca, Cs, )}
{ret. joiniyirch (t, Ca U {ret}, Cg, j) x chan(ret, j) xret ¢ C4 UCg}

Join.When : (c). {join;pitpat (t, P, Q, this)  chan(c,]) }
{ret. joiniitpat(t, P, Q, this) * pattern(ret, j, { c})}
Pattern.And : (c). {join;nic pat (t, P, Q, J) * pattern(this, j, X) « chan(c,]) }
{ret. joiniipat(t, P, Q, J) * pattern(ret, j, X U {c}) }

JOINiie pat (t, P, Q, j)  pattern(this, j, X) * ®,czchan(z,j) *
VY : Pp(Val x Val). mchan(Y) = X =
act = {joingy(t, P, Q,J) * ®zczchan(z, j) x @yevyP(y)}
{®yevQ(y)}
{jOininit-pat(tv P, QaJ)}

Pattern.Do : (act).

AsyncChannel.Call,SyncChannel.Call : (-). {join(t, P, Q,j) * chan(this, j) « P(a, this)}
{jOincaII(ta P, QaJ) * Chan(thisaj) * Q(aa thiS)}

valid (jOincaII(t7 P> Q?J) <:>jomcall(tv P? Qv.l) *jOincaII(tv Pa Qa.]))
valid (chan(c,j) < chan(c,j) * chan(c,]))

stable(joiniir.cn) A stable(joini,ir pat) A stable(joing,) ) A stable(chan) A stable(pattern)
(Va: Val. Vc € C4. Q(a,c) = emp) = joini,iech(t, Ca, Cs,j) £ joingie pat (t, P, Q, j)
jOininit—pat(t’ P? QvJ) L jOincaII(tv P, QaJ)
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4  Proof

In the previous sections we introduced our naive lock-based implementation of the joins
library and formalized our high-level joins specification as a proposition in our specifica-
tion logic. In this section we prove that our naive lock-based implementation satisfies this
specification. As the full implementation consists of approximately 150 lines of mini C#
code, to make the proof manageable, the proof is written in the form of proof outlines
(that is, code with inline assertions about the current state at that point of execution).

We thus have to instantiate each of the existentially quantified predicates from the
specification and prove that every method satisfies its specification with these instan-
tiations. In addition, the implementation contains several internal methods that also
needs to be specified and verified. For the Message, MessagePool, and Pattern classes it
is possible to define their representation predicates independently of the rest of the joins
library. However, for the remaining classes this is not the case due to the possibility of
reentrant continuations. We will thus start by verifying the Message, MessagePool and
Pattern classes.

The proofs of the List class and Pair class are completely standard, and have thus been
omitted. Their specifications are given in Section 4.6. The Lock specification and proof
follows by a slightly generalization of the spin-lock example in [2]. The Lock specification
is also given in Section 4.6.

4.1 The Message class

Message objects are very simple; they consist of a single integer field, status, which indi-
cates whether the message has been received (status = 0) or not (status = 1). However,
conceptually, message objects are significantly more complicated: When a client sends
a synchronous message the client (1) creates a new message, (2) transfers ownership of
the channel pre-condition to the message, (3) enters a busy-loop waiting for someone to
receive the message, before (4) transferring back ownership of the channel post-condition
to the sender. During the busy-loop, (3), other threads are allowed to match the mes-
sage and receive the message, transferring ownership of the channel pre-condition from
the message to the continuation and ownership of the channel post-condition from the
continuation back to the message.

Conceptually, messages can thus be in one of four states, pending, removed, received,
and released. Each message starts out in the pending state. When a message is matched
by a pattern it transitions to the removed state. When the continuation of the chord
that matched the message terminates, it transitions to the received state. Lastly, when
the client that inserted the message in the first place notices that the message has been
received, and exits its busy-loop, the message transitions to the released state. In the
pending state the message owns its channel pre-condition and the status field is 0. In
the removed state the status field is 0, but it no longer owns its channel precondition. In
the received state the status field is 1 and it owns its channel postcondition. Lastly, in
the released state the status field is 1, but it no longer owns its channel post-condition.
Crucially, while every thread is allowed to transition messages from the pending state to
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the removed and received state, only the client that inserted the message is allowed to
transition the message to the released state.

We can thus specify the Message constructor in terms of three message representation
predicates, msgprotocol(—), pending(—) and msg(—), as follows:

new Message : (-). {P(a, c) * msgprotocol(t, P, Q)}
{ret. pending(t, P, Q, ret, c) * msg(t, P, Q, a, ret,c)}

Here msgprotocol(t, P, Q) asserts that the protocol on region type t is a message proto-
col. The pending(t, P, Q, ret,c) predicate asserts that ret refers to a message on channel
c that is currently in the pending state and asserts permission to transition the message
to the removed and received state and asserts ownership of the channel pre-condition.
Likewise, msg(t,P,Q, a,ret, c) asserts that ret refers to a message on channel c that is
currently in the pending, removed or received state and asserts permission to transi-
tion the message from the received state to the released state.

These predicates should thus satisfy,

pending(t, P, Q,x,c) C Ja: Val. P(a,c) * removed(t, P, Q, a, x, ¢)
Q(a, c) * removed(t, P, Q, a, x, c) C received(t, P, Q, x, c)
msg(t, P, Q, a, x, ) * received(t, P, Q,x,c) C Q(a,c)

Here removed(t, P, Q, a, x, c) asserts that x refers to a message on channel ¢ in the removed
state and asserts permission to transition it to the received state. Likewise, received(t, P, Q, x, c)
simply asserts that x refers to a message on channel c in the received state.

When adding a new message to the message pool, the client that created the message
thus keeps the msg(—) assertion, and transfer ownership of the pending(—) assertion to
the message pool. All the message pools are protected by a global lock, allowing the
pending(—) assertions (and thus channel pre-conditions) to be shared through the lock.

Predicate definitions

We can express this sharing and ownership pattern in CAP, using a shared region to trans-
fer the channel post-condition from the message recipient to the sender of the message.
We need two actions, INSERT, for transferring ownership of the channel post-condition to
the shared region, and REMOVE, for transferring ownership of the channel post-condition
out of the shared region. Given channel pre-conditions P and channel post-conditions Q
the protocol on message x on channel ¢ with logical argument a is:

INSERT : x.status — 0 ~~ x.status — 1 * Q(a, c)
st | REMOVE : x.status — 1 % Q(a, c) ~> x.status — 1
I(Q)(x,¢,a) =

T1 : x.status — 0 ~» x.status — 0
To @ X.status — 1 % Q(a, c) ~ x.status — 1 % Q(a, c)
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Here 1(Q) is thus a parametric protocol with parameters (x,c,a). We can now define the
message representation predicates as follows:

msgprotocol(t, P, Q) & protocol(t, I(Q))
def

pending(t,P,Q,x,c) = 3r: RId. 37 € Perm. Ja : Val.

Xiarg = a * P(a, )  [INSERT]] * [11]7 * [12]};

+ Dt 05
removed(t, P, Q, a, x, ¢) % 3r: RId. 37 € Perm.
Xiarg = @ * [INSERT]] * [11]7 * [12]};

7t7 <
* | x.status +— 0 :(Q()X )
def

received(t, P, Q,x,c) = 3Jr: RId. 37 € Perm. Ja : Val.
Xlarg V= @ * [INSERT]] * [T1]7 * [ma]7
r.t,(x,a,c)

I(Q)

* ‘x.status = 1% (Q(a, c) V emp) ‘

msg(t, P, Q,a,x, c) & 3r: RId. 37 € Perm.

Xarg = a * [REMOVE] » [ ] » [

l,t,(X,a,C)

* ‘x.status — 0V (x.status — 1 * Q(a,c)) ‘I(Q)

Stability

By assumption, all channel pre- and post-conditions are uniformly expressible using state-
independent protocols:

3R : Prop. 3Sp,Sq : Val x Val — Prop. pureg,io(R) A
(¥x : Val x Val. (P(x) < Sp(x) * R) A purey ool (SP(X))) A
(¥x : Val x Val. (Q(x) < Sq(x) * R) A purep ool (Sq()))

Assuming that channel pre- and post-conditions are independent of the message region
type t, by rule STABLEA we can thus prove stability of the message representation pred-
icates by proving that the boxed assertions are closed under actions potentially owned
by the environment. For instance, pending(—) asserts the status field is 0 which is stable
as it also asserts full ownership of the only action that allows the status field to change,
namely, the INSERT action. Formally, we prove that,

Vx,c,a : Val. Vt : RType. (Va,c: Val. indep,(P(a,c)) Aindep,(Q(a,c))) =
stable(pending(t, P, Q, x, c)) A stable(removed(t, P, Q,a,x,c)) A
stable(received(t, P, Q, x, c)) A stable(msg(t, P, Q, a, x, c))
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Proof outline

The proof of the constructor is now fairly straightforward: we allocate a new phantom
field, larg, set the status field to 0, and setup a new region with region type t and region
arguments (x, a, c).

public class Message {
public int status;

public Message() {

{this|yg — a* this.status — _ * P(a,c) * protocol(t,1(Q))}

this.status = 0;

{this|yg — a* this.status — 0 x* P(a,c) * protocol(t,1(Q))}
,t,(x,a,c)
Q)

* [INSERT]] * [REMOVE]] * [11]] * [m2]] * P(a,c)}

{pending(t, P, Q, this, c) * msg(t, P, Q, a, this,c)}

{3r € RId. thisjyg > a * ‘ this.status — 0 ‘;

4.2 The MessagePool class

The abstract MessagePool class implements a message pool. Each message pool maintains
a list of pending messages. Message pools supports three methods:

e AddMessage: The AddMessage method creates a new message, adds it to the mes-
sage pool and returns a reference to the new message.

e Pop: The Pop method optimistically tries to pop a pending message from the
message pool, returning null if there are no pending messages.

e Push: The Push method adds a given message to the message pool.
Formally, the MessagePool class satisfies the following specification.
MessagePool. AddMessage : (-). {pool(t, P, Q, this) * P(a, this)}
{ret. pool(t, P, Q, this) * msg(t, P, Q, a, ret, this)}

MessagePool.Pop : (-). {pool(t, P, Q, this)}
{ret. pool(t, P, Q, this) * (ret = null V pending(t, P, Q, ret, this)}

MessagePool.Push : (m). {pool(t, P, Q, this) * pending(t, P, Q, m, this)}
{pool(t, P, Q, this)}

Here the pool(t, P, Q, x) predicate asserts ownership of the message pool x. The AddMes-
sage method thus returns the msg(—) assertion, representing the message sender handle,
but keeps the pending(—) assertion, representing the message receiver handle.
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Predicate definitions

The pool(—) predicate simply asserts that the queue field refers a list and each element
of that list is a message in the pending state.

pool(t,P,Q,c) & 3x: Val. IM : P,,,(Val). c.queue — x * Ist(x, M)
x protocol(t, [(Q)) * ®mempending(t, P, Q, m, c)

Proof outline

public abstract class MessagePool {
public List<Message> queue;

public MessagePool() {
{this.queue — null x protocol(t, 1(Q))}
this.queue = new List<Message>();
{3x. this.queue — x * Ist(x, ()}
{pool(t,P,Q, this)}
}

public Message AddMessage() {
List<Message> q; Message m;
{pool(t, P, Q, this) % P(a, this)}
m = new Message();
{pool(t, P, Q, this) * pending(t, P, Q, m, this) x msg(t, P, Q,a, m, this)}
q = this.queue;
{this.queue — q * Ist(q, M) % protocol(t, (Q)) * ®mempending(t, P, Q, m, this)
« pending(t, P, Q, m, this) * msg(t, P,Q,a, m, this)}
q.Push(m);
{this.queue — q * Ist(q, {m} U M) % protocol(t, (Q)) * ®mempending(t, P, Q, m, this)
« pending(t, P, Q, m, this) * msg(t,P,Q,a, m, this)}
{this.queue > q * Ist(q, {m} U M) % protocol(t, I(Q)) * ®me(myumpending(t, P, Q, m, this)
* msg(t, P, Q,a, m, this)}
{pool(t, P, Q, this) * msg(t,P,Q,a, m, this)}
return m;
{ret. pool(t, P, Q, this) * msg(t, P, Q, a, ret, this)}
}

public Message Pop() {
List<Message> q; Message m;
{pool(t, P, Q, this)}
q = this.queue;
{this.queue — q * Ist(q, M) * protocol(t, (Q)) * ®necmpending(t, P, Q, m, this)}
{Ist(q, M) * ®nempending(t, P, Q, m, this)}
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if (q.Count > 0) {
{Ist(q, M) * ®nempending(t, P, Q, m, this) « M # ()}
m = q.Pop();
{Ist(q, M’) * ®mempending(t, P, Q, m, this) * M = MU {m}}
{3IM. Ist(q, M) * (®&mempending(t, P, Q, m, this)) * pending(t, P, Q, m, this)}
} else {
{Ist(q, M) * ®nempending(t, P, Q, m, this)}
m = null;
{Ist(q, M) * ®nempending(t, P, Q, m, this) * m = null}

{3IM. Ist(q, M) x (®nempending(t, P, Q, m, this)) x (m = null V pending(t, P, Q, m, this)}
{3M. this.queue — q * Ist(q, M) * protocol(t, [(Q)) * ®mempending(t, P, Q, m, this)
% (m =null V pending(t, P, Q, m, this)}
{pool(t, P, Q, this) * (m = null V pending(t, P, Q, m, this)}
return m;
{ret. pool(t, P, Q, this) * (ret = null V pending(t, P, Q, ret, this)}
}

public void Push(Message m) {
List<Message> q;
{pool(t, P, Q, this) * pending(t,P,Q, m, this)}
q = this.queue;
{this.queue — q * Ist(q, M) * protocol(t, |(Q))
x pending(t, P, Q, m, this) * ®nempending(t, P, Q, m, this)}
{this.queue — q * Ist(q, M) * protocol(t, 1(Q))
* ®mefmium pending(t, P, Q, m, this)}
q.Push(m);
{this.queue — q * Ist(q, {m} U M) x protocol(t, (Q))
* ®me(myum pending(t, P, Q, m, this)}
{pool(t,P,Q, this)}
}
}

4.3 The Pattern class

Pattern objects represent conditions on the message pool. This version of the joins library
supports conditions of the form:

match a distinct message from each channel x from the multiset of channels X

Conditions are thus implemented as a list of channels representing the multiset X.

In addition to its public methods, the Pattern class has an internal method, Matches
to determine whether the pattern matches the current message pool. If it does, Matches
returns a list of messages that matches the pattern; otherwise, it returns null. Its speci-
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fication is as follows:

Pattern.Matches : (-)
{patterninternal(thisaj7 X) * ®X€Xp00|(t7 P, Q7 X)}

ret. 3Y : P, (Val x Val). pattern; ;o;na(this, j, X) * @xexpool(t, P, Q,x)
(ret =nullV (Ist(ret, m2(Y)) * ®(c m)eypending(t,P,Q, m, c) x w1 (Y) = X))

Here pattern; iemal(PsJ, X) asserts that p refers to a condition on join instance j that
matches a distinct message from each channel of the multiset of channels X.

Predicate definitions

The pattern(p, j, X) predicate asserts full ownership of the underlying the underlying list of
channels, whereas pattern;,iemal (P, J, X) only asserts read-only ownership. Both predicates
assert that all the channels of the pattern belong to the correct join instance j using the
chan(-) predicate:

pattern(p, j, X) & 3x : Val. p.join — j x p.channels — x x Ist(x, X) * @cexchan(c, j)

pattern; ...a(pJ, X) = 3x : Val. p.join = j * p.channels = x  Ist, (x, X) * @®cexchan(c, j)

The chan(c,j) predicate asserts that c refers to a channel registered with join instance
j. For a channel to be registered with a join instance j, its join field should contain a
reference to j and the channel should be in the channel list of join instance j. Since we
require that the chan(-) predicate be duplicable, it cannot assert full ownership of the
channel list of join instance j. Furthermore, since we use the chan(-) predicate in the
join initialization phases (while the channel list is still growing), chan(-) cannot assert
read-only ownership of the underlying channel list either. Instead, we extend the join
instance j with a phantom field chans containing a finite multiset of channels, with a
protocol that restricts modifications to addition of new channels:

chan(c,j) € 3t € RType. Jrege P>tk cjoin = jx ¢ € jehans

Here ¢ €' jchans asserts that the channel c is a member of the finite multiset that chans

contains:
e : i
¢ et jchans d:f Jr: RId. 3X: Pm(val) Jchans — X : J xceX

where | is the parametric protocol:
[(j) = (ADD : (Y : Py (Val),x : Val) : jchans = Y ~ jehans — Y U {x})

Clearly c €' jehans is stable as the protocol only allows new channels to be added. Fur-
thermore, the chan(—) predicate is freely duplicable:

chan(c,j) < chan(c,j) * chan(c,))
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Proof outline

Morally, Matches is implemented as follows,

internal List<Message> Matches() {
List<Pair<Message, Channel>> consumed = new List<Pair<Message, Channel>>();
bool rollback;

channels.ForEach(ch => {
if(!rollback) {
Message msg = ch.Pop();

if (msg != null)
consumed.Push(new Pair<Message, Channel>(msg, ch));
else

rollback = true;

}
;i

if(rollback) {
consumed.ForEach(p => {

p.snd.Push(p.fst);

3

return null;

} else {
return consumed.Map(List.pi2<Message, Channel>);
}
¥

using the higher-order List.ForEach method to optimistically try to Pop a message from
each channel of the pattern. However, as mini C# lacks anonymous delegates (to avoid
the difficulties of reasoning about variable capture [1]) we introduce an explicit inner
class, Inner, with fields to replace the captured variables consumed and rollback.

Define inner(—) as the following representation predicate. inner(—) describes the loop
invariant of the first ForEach call. Informally, inner(t, P, Q, x, X,Y) asserts that either the
consumed field refers to a list of messages, with one message from each channel in the
multiset Y, or rollback is true.

inner(t, P, Q,x,X,Y) =
3Z : P (Val x Val). Jr,y : Val.
x.consumed >y * Ist,qr (Y, Z) * @xexpool(t, P, Q,x)
®(c,m)ez Pending(t, P, Q, m, c) x x.rollback — r x (r = true vV m(Z) =)

public class Inner {

public List<Pair<Channel, Message>> consumed;
public bool rollback;
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public Inner() {
{this.consumed — null x this.rollback — % ®ycxpool(t,P, Q,x)}
consumed = new List<Pair<Channel, Message>>();
rollback = false;
{this.consumed > x * Istyqr(x, #) * this.rollback — false * @yexpool(t, P,Q,x)}
{inner(t, P, Q, this, X, 0)}
}

public void Pop(Channel ch) {
List<Pair<Channel, Message>> con;
Pair<Channel, Message> p;
Message msg;
{inner(t, P, Q, this, X, Y) x ch € X}
con = this.consumed,;
{this.consumed > con * Istyr-(con, Z) * @xexpool(t, P, Q,x) * & m)ezpending(t, P, Q, m, c)
« this.rollback — r* (r = true V m(Z) = Y) xch € X}
{Istpair (con, Z) x pool(t, P, Q, ch) * & c m)ezpending(t, P, Q, m, c)
« this.rollback — r* (r = true Vi (Z) =VY)}
if ('rollback) {
{Istpair(con, Z) x pool(t, P, Q, ch) * ®(c m)ezpending(t,P, Q, m, c)
* this.rollback — false x m1(Z) =Y}
msg = ch.Pop();
{Istpair(con, Z) x pool(t, P, Q, ch) * ® m)czpending(t, P, Q, m, c)
« this.rollback — false x m(Z) =Y
* (msg = null V pending(t, P, Q, msg,ch))}
if (msg !=null) {
{Istpair(con, Z) x pool(t, P, Q, ch) * ® . m)ezpending(t, P, Q, m, c)
* this.rollback — false * 71(Z) =Y * pending(t, P, Q, msg, ch))}
con.Push(new Pair<Channel, Message>(ch, msg));
{Istpair (con, {(ch, msg)} U Z) x pool(t, P, Q, ch) * & c m)e{(chmsg)uzPending(t, P, Q, m, c)
* this.rollback — false x m(Z) =VY)}
} else {
{Istpair(con, Z) x pool(t, P, Q, ch) * ®(c m)ezpending(t, P, Q, m, c)
* this.rollback — false * m1(Z) =Y * msg = null)}
rollback = true;
{Istpair(con, Z) x pool(t, P, Q, ch) * ®(c m)czpending(t, P, Q, m, c)
* this.rollback — true * m(Z) =Y)}

{3Z. Istpair(con, Z) * pool(t, P, Q, ch) * & m)czpending(t, P, Q, m, c)
* this.rollback — rx (r = true V m(Z) = {ch} UY)}
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{3Z. this.consumed > con  Istir(con, Z) * @xexpool(t, P, Q,x) * ®c m)ezpending(t, P, Q, m, c)
« this.rollback — r* (r = true V7 (Z) = {ch} UY)}
{inner(t, P, Q, this, X, {ch} UY)}
}
}

public class Pattern {
internal List<Channel> channels = new List<Channel>();

internal Join join;

internal Pattern(Channel ch, Join join) {
{this.channels — null * this.join — null}
Channels channels = new List<Channel>();
{this.channels — null * this.join — null x Ist(channels, )}
channels.Push(ch);
{this.channels — null * this.join — null * Ist(channels, {ch})}
this.channels = channels;
this.join = join;
{this.channels — channels * this.join — join x Ist(channels, {ch})}
}

internal List<Message> Matches() {
Inner inner; Message msg; List<Message> msgs; List<Channel> chs;
{patterninternal(thisaj> X) * ®XEXPOO|(t7 P, Q, X)}
msgs = null;
chs = this.channel;
{this.join = j * this.channels = chs x Ist,(chs, X)
% msgs = null * (®ycxchan(x,]j) * pool(t,P,Q,x))}
{Ist,(chs, X) * msgs = null x ®ycxpool(t, P, Q,x)}
inner = new Inner();
{lst,(chs, X) * msgs = null * inner(t, P, Q, inner, X, ()
« VY. inner.Pop (ch). {!nner(t, P, Q, !nner, X,Y) xch e X}
{inner(t, P, Q,inner, X, {ch} UY)}
chs.ForEach(inner.Pop);
{Ist,(chs, X) * msgs = null « inner(t, P, Q, inner, X, X)}
{lIst,(chs, X) * msgs = null % ®cxpool(t, P, Q, x)
* inner.consumed >y x Istpir (Y, Y) * ®(c myeypending(t, P, Q, m, c)
« inner.rollback — r x (r = true V m(Y) = X)}
if(inner.rollback) {
{Ist,(chs, X) * msgs = null * ®yexpool(t, P, Q, x)
* inner.consumed >y x Istpqir (Y, Y) * ®(c m)eypending(t, P, Q, m, c)
 inner.rollback — true}
inner.consumed.ForEach(Push);
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{Ist,(chs, X) * msgs = null % @yexpool(t, P, Q, x)
* inner.consumed — y * Ity (y, Y) * inner.rollback — true}

{lIst; (chs, X) * ®yexpool(t, P, Q,x) * msgs = null}

} else {

{Ist,(chs, X) * msgs = null % ®cxpool(t, P, Q, x)
* inner.consumed >y * Istir (Y, Y) * ®(c myeypending(t, P, Q, m, c)
 inner.rollback — false x m;(Y) = X}

msgs = inner.consumed.Map(pi2<Channel, Message>);

{Ist,(chs, X) * Ist(msgs, m2(Y)) * ®xexpool(t, P, Q, x)
* inner.consumed > y * Istyir (Y, Y) * ®(c m)eypending(t, P, Q, m, c)
* inner.rollback — false x m;(Y) = X}

{Ist,(chs, X) * ®yexpool(t, P, Q,x)
* (msgs = null V (Ist(msgs, m2(Y)) * ®(c m)cypending(t,P,Q, m,c) * w1 (Y) = X))}
{this.join = j % this.channels = chs % Ist,(chs, X) * (®xexchan(x, ) * pool(t, P, Q,x))
* (msgs = null V (Ist(msgs, m2(Y)) * ®(c m)cypending(t, P, Q,m,c) x w1 (Y) = X))}
{patterninternal(thisaj> X) * ®XEXPOO|(t7 P’ Q? X)
* (msgs = null V (Ist(msgs, m2(Y)) * ® m)eypending(t,P,Q,m,c) * w1 (Y) = X))}
return msgs;

}

internal void Push(Pair<Channel, Message> p) {
Channel ch; Message msg;
{3c, m. pair(p,c,m) x pending(t, P, Q, m, c) x pool(t, P, Q, )}
ch = p.Fst();
msg = p.Snd();
{pair(p, ch, msg) x pending(t, P, Q, msg, ch) x pool(t, P, Q, ch)}
ch.Push(msg);
{pair(p, ch, msg) * pool(t, P, Q, ch)}
{pool(t,P,Q,ch)}
}

internal B pi2<A,B>(Pair<A,B> p) {
return p.snd;

}

public Pattern And(Channel ch) {
List<Channel> chs;
{pattern(this, j, X) x chan(ch,j)}
chs = this.channels;
{this.channels — chs x Ist(chs, X) * ®.cxchan(c,j) * chan(ch,j)}
chs.Push(ch);
{this.channels — chs x Ist(chs, {ch} U X) * ®ccchyuxchan(c,j)}
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{pattern(this, j, {ch} UX)}
return this;

}

public void Do(Action cont) {
Chord chord = new Chord(this, cont);
join.chords.Push(chord);

}
}

To verify the Do method we first need to define the last representation predicates.

4.4  The AsyncChannel, SyncChannel, Chord and Join classes

For the Message, MessagePool and Pattern classes it was possible to define each of their
representation predicates independently of the rest of the joins library. However, this
is not the case for the AsyncChannel, SyncChannel, Chord and Join classes, due to the
possibility of the reentrant continuations. In this section we will thus define the re-
maining representation predicates up front, followed by proof outlines for the rest of the
implementation.

Predicate definitions

We start by defining the internal representation predicates for joins instances in the third
phase. At this point in time all channels and chords have already been initialized and
the only way to interact with the joins instance is by sending messages. Except for the
underlying message pools, all the state maintained by the joins instance is thus fixed.
It is thus sufficient for most of these representation predicates to only assert read-only
permission, allowing them to be freely duplicated.

The chord representation predicate, chord(f, P, Q, c,j), asserts that c refers to a chord
registered with joins instance j. Chord continuations are specified in terms of the
joing,(—) predicate, which in turn is defined in terms of the chord(—) predicate. We
thus initially define the chord(—) predicate in terms of an abstract join.,(—) predicate
f, closing the loop using guarded recursion in the definition of the join.(—) predicate
below.

chord(f,P,Q,c,j) &
Ix,y : Val. IX,Z : P,,(Val).
c.pat = X * pattern;iemal (X, J, X) * c.cont = y % ®,czchan(z, j)
* (VY € Pp(Val x Val). mehan(Y) =X =
>y = {f(j) * ®;ezchan(z,j) * ®yevP(y) H{®yevQ(y)})

The internal join representation predicate, joini iemal(t, f, P, Q,]j), asserts that j refers to
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a join instance.
J0iNnermal (£ £, P, Q,J) & 3x,y : Val. 3X,Y : Py, (Val).
j.channels = x x Ist,(x, X)
% j.chords = y x Ist,(y,Y)
* ®cexchan(c, j) * pool(t, P, Q, c)
* ®ccychord(f, P, Q,c,))
% (Va: Val. ¥x € X. x : AsyncChannel = Q(a,x) = emp)

We can now define the join_,(—) predicate by guarded recursion:

joing(t, P, Q) & fiw(Af : Val — Prop. Aj: Val. 31: Val. 3ty to, t3 € RType.
tStixt<Stext <ty *jregl =t *jregm = 12 *j’/‘egc =t3
 j.lock = | % isLock(ty, I, joinipternal (t2, T, P, Q,J)))

This is well-defined as the occurrence of f in chord(—) is guarded by >. Furthermore,
the lock specification (See Section 4.6) requires that the resource invariant — in this case
JoiNinternal (t2, f, P, Q,j) — is expressible using first-order protocols. By assumption, the
channel pre- and post-conditions are uniformly expressible using first-order protocols.
Hence, for a fixed t : RType, joiniyteral (t; fs P, Q,j) is expressible using state-independent
protocols, as the parameterized message protocols used in the pool(—) predicate, the
chan(—) predicate and the protocols used by the channel pre- and post-conditions, can
all be pulled out under all the existential quantifiers. Formally, we prove that,

vt : RType. Vf : Val — Prop. Vj: Val. 34S, T : Prop.
pureprotocol(s) A purestate(T) A valid(jominternal(t? f? P7 Q?J) < Sx T)

This is provable without any assumptions about f, as f is only used in the pre-condition of
a nested triple. Stability of join., (—) thus follows from the stability of isLock(—). To sim-
plify the notation, in the following proofs we will use join,(t, P, Q,j) and join(t, P, Q)(j)
interchangeably.

In the running phase no new chords or channels can be registered with the join
instance and read-only permissions thus suffices. In the initialization phase this is not
the case and joinjyi.ch(—) and join (—) thus assert full ownership of the channel and
chord list:

init-pat

joiniecn(t, Ca, Cs,j) & 3x,y, 1 : Val. 3t;, t. € RType.
j.channels — x x Ist(x,C4 U Cg) * ®ccc,ucschan(c, j)
* j.chords — y x Ist(y, )
x jdock — | % lock(t, 1)

*

Jregr 7 Y ¥ Jregm P ¥lrege P et Stext <ty
(Vc € C4. c: AsyncChannel)

(Vc € Cg. c : SyncChannel)

Jchans '_>t:C CaUCs

*

*

*
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Here jchans —- Ca U Cg asserts that the phantom field chans contains exactly C4 U Cg
and full ownership of the [ADD| action:

. € . r7t’j
jehans —5 X < 3r : RId. | * [ADDI|

where | is the previously defined protocol from Section 4.3. The join;,icp(—) further
asserts that j.lock refers to an uninitialized lock (See Section 4.6), as the lock invariant
depends on the channel pre- and post-conditions provided by the client in the view-shift
t0 jOiNinit-pat(—)- The lock is initialized in the view shift from joini pat(—) t0 joiny(—).

Chord continuations can send messages on channels on their own join instance. In
the definition of join;y; ot (—) we thus use the previously defined join ., (—) predicate to
give meaning to chords:

joiNinitpat (t, P, Q,J) = 3x,y : Val. 3X,Y : Py, (Val). 3t;, t. € RType.
j.channels — x x Ist(x, X) * ®cexchan(c, j)
% j.chords — y x Ist(y, Y) % ®ccychord(join. (t, P, Q), P, Q, c,j)

% jdock — | % lock(t, 1)

* Jregn 7 Y ¥ Jregm 7 _ Frege e ¥t Sirt <t

* (Va: Val. Vc € X. c: AsyncChannel = Q(a,c) = emp)
% Jehans = X

Proof outlines

internal class Chord {
internal Pattern pat;
internal Action cont;

internal Chord(Pattern pat, Action cont) {
{this.pat — null x this.cont — null}
this.cont = cont;
this.pat = pat;
{this.pat — pat * this.cont — cont}
}

}

Now we can verify the Do method from the Pattern class:

class Pattern {

public void Do(Action cont) {
{Jjoininie pat (t, P, Q, j) * pattern(this, j, X) * ®,czchan(z, )
* VY : Pp(Val x Val). mepan(Y) =X =
cont — {joing(t, P, Q,j) * ®zezchan(z,)) * ®yeyP(y) {®yevQ(y)}}
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Chord chord = new Chord(this, cont);
{joininiepat (t, P, Q, ) * pattern(this, j, X) * ®,czchan(z, j)
x VY : Pp(Val x Val). mepan(Y) =X =
cont — {jOincaII(tv P7 Qv.]) * ®Z€ZChan(za.j) * ®y€YP(y)}{®y€YQ(y)}
* chord.pat — this * chord.cont — cont}
{JioiNinit-pat (t; P, Q, join) x chord(join, (t, P, Q), P, Q, chord, join) }
join.chords.Push(chord);
{jominit—pat(tv Pv Qv.jOin)}
}
}

public class AsyncChannel : MessagePool {
Join join;

public AsyncChannel(Join j) {
List<Message> chans;
{joininit-ch (t,Ca, Cg,]j) * this : AsyncChannel x this.join — null}
{ioininitch(t, Ca, Cg,j) * this : AsyncChannel % this.join — null * this ¢ C4 U Cg}
this.join = j;
{joininic-ch (t, Ca, Cg,j) * this : AsyncChannel x this.join — j* this ¢ C4 U Cg}
chans = join.channels;
{j.channels = chans x Ist(chans, C4 U Cg) * ®ccc ,ucschan(c,j) * this ¢ C4 U Cg
* j.chords — y x Ist(y, () * (Vc € C4. c : AsyncChannel) % (Vc € Cg. ¢ : SyncChannel)
* Jreg, 7 _ *regm T _ *rege T te k¥t < te
* Jehans ¢ Ca U Cg x this : AsyncChannel  this.join — j}
chans.Push(this);
{j.channels — chans x Ist(chans, {this} U C4 U Cg) * ®ccc,ucschan(c,j) * this ¢ C4 U Cy
x j.chords — y x Ist(y, () * (Vc € C4. c : AsyncChannel) x (Vc € Cg. c : SyncChannel)
* Jreg, > = text <t
* Jehans — ¢ C4 U Cg * this : AsyncChannel * this.join — j}
{j.channels — chans x Ist(chans, {this} U C4 U Cg) * ®ccc ,ucgchan(c,j) * this ¢ C4 U Cg
* j.chords — y x Ist(y, ) * (Vc € C4. ¢ : AsyncChannel) x (Vc € Cg. ¢ : SyncChannel)
* jreg; = *jregm = ’kjregc = text < te
* Jehans ¢ {this} U C4 U Cg * this : AsyncChannel * chan(this,j)}
{join;pir.ch (t, Ca U {this}, Cg,]j) * chan(this, ) * this ¢ C4 U Cg}

_* Jregm _* .]7*egC

}

public void call() {
Join j; Lock I;
{this : AsyncChannel « join(t, P, Q,j) * chan(this, j) * P(a, this)}
{joingn(t,P,Q,j) * this.join — j* P(a, this) * Q(a, this)}
j = this join;
{joine(t, P, Q,j) * this.join — j* P(a, this) % Q(a, this)}
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| = j.lock;
|. Acquire();
{reg, 7 i * Jreg,, F tm * jlock = Tk locked(ty, 1, join; iermal (tm, joingy (t, P, Q), P, Q, j))
% JOIMinternal (tms Joine (t, P, Q), P, Q,j) * this.join — j* P(a, this) % Q(a, this)}
{jOininternal(tmijincaII(ta P7 Q) P, Q>J) * P(aa this)}
{pool(t,,, P, Q, this) % P(a, this)}
AddMessage();
{3x: Val. pool(ty,, P,Q, this) * msg(t,,, P, Q,a,x, this)}
{jOininternal(tmijincall(tv P, Q) P, QvJ)}
{reg, 7 i *Jreg,, © tm * jlock = Tk locked (ty, 1, join;niermal (tm, joingy (t, P, Q), P, Q, j))
* jOininternaI(tmijincaII(tv P, Q)7 P, QvJ) * Q(a7 this)}
|.Release();
{jOincaII(tv P, QaJ) * Q(a7 thiS)}
}
}

Since the channel pre- and post-condition predicates P and Q are indexed by channel
references, when creating a new channel, the client needs to know the newly created
channel is distinct from existing channels (this ¢ C4 U Cg). Intuitively, this should
obviously hold in the channel constructor; formally, we use the fact that this.join +— null
and that all channels registered with a join instance refers back to that join instance (See
the definition of the chan(—) predicate).

public class SyncChannel : MessagePool {
Join join;

public SyncChannel(Join j) {
List<Message> chans;
{ioininircn(t, Ca, Cg,j) * this : SyncChannel * this.join — null}
{joininit.ch(t, Ca, Cg,j) * this : SyncChannel % this.join — null % this ¢ C4 U Cg}
this.join = j;
{joinjnit-ch (t, Ca, Cg,j) * this : SyncChannel x this.join — j* this ¢ C4 U Cg}
chans = join.channels;
{j.channels — chans = Ist(chans, C4 U Cg) * ®ccc ,ucschan(c,j) * this ¢ C4 U Cg
* j.chords — y x Ist(y, 0) * (Vc € C4. c : AsyncChannel) x (Vc € Cg. c : SyncChannel)
* Jreg Fr _ ¥ Jregm P _ ¥ rege P tex t <t
* Jehans —r¢ C4 U Cg * this : SyncChannel * this.join — j}
chans.Push(this);
{j.channels — chans = Ist(chans, {this} U C4 U Cg) * ®ccc ,ucschan(c,j) * this ¢ C4 U Cg
* j.chords — vy x Ist(y, () * (Vc € C4. ¢ : AsyncChannel) % (Vc € Cg. ¢ : SyncChannel)
* .j’r’egl — _ *.jr‘egm — _ *j’]’ﬁgc = tC * t S tC
* Jehans ¢ C4 U Cg * this : SyncChannel * this.join — j}
{j.channels — chans x Ist(chans, {this} U C4 U Cg) * ®ccc ,ucschan(c,j) * this ¢ C4 U Cg
* j.chords — vy x Ist(y, ) * (Vc € C4. ¢ : AsyncChannel) % (Vc € Cg. ¢ : SyncChannel)
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* -j"‘egl = — *j""eg'm = — *jregc = tC * 1 S tC
* Jenans Frr¢ {this} U C4 U Cg * this : SyncChannel * chan(this, j)}
{joininiv-ch (t, Ca, Cs U {this},]) x chan(this,j) x this ¢ C4 U Cg}

}

public void call() {
Join j; Message msg; bool done; Lock I,
{this : SyncChannel x join,(t, P, Q,j) * chan(this,j) * P(a, this)}
j = this join;
{join(t, P, Q,j) * chan(this,j) * P(a, this)}
| = j.lock;
|. Acquire();
{ireg = i * jregm ™ tm * jreg. = te ¥ jlock = Ixt <yt <ty vt <t
* IOCked(th |7j0ininterna|(tm7j0incall(t7 P, Q)’ P, QvJ))
* JOINinternal (tms Joingay (t, P, Q), P, Q,j) * chan(this, j) * P(a, this)}
{pool(t,,, P, Q,this) x P(a, this)}
Message msg = AddMessage();
{pool(ty,, P, Q, this) * msg(t,,, P, Q, a, msg, this)}
{ireg, P 1 * jregm ¥ tm * jrege = te* jlock = It <tyxt <t xt <t
* IOCked(tla IajOininternaI(tmthincaII(tv P, Q)v P, QvJ))
* jOininternal(tvaOincall(t7 P, Q)? P, QvJ) * msg(tm7 P, Q7 a, msg, this)}
done = false;
{ireg ™= ti * jregm ™ tm *jreg. = te*jlock = st <yt <t xt <t
* IOCked(tla |7j0ininterna|(tm>j0incall(t? P, Q)7 P, Q?J))
* jOininternaI(tmajOincall(t7 P, Q)’ P, QvJ)
* (done = true * Q(a, this)) V (done = false * msg(tm, P, Q, a, msg, this))}
while (!done) {
{ireg; ™= t * jregm ™ tm * jreg. = te ¥ jlock = It <yt <ty vt <t
* 10Cked<tla lajominternal(tmijincall<t7 P, Q)? P, Q?J))
* jOininternal(tmijincaII(tv P, Q)) P, QaJ) * msg(tma P, Qa a, msg, this))}
j.checkChords();
{ireg, Pt * jregm ¥ tm * jreg. ¥ texjlock = It <t st <t vt <t
* IOCked(tla lajOininternaI(tmijincall(ta P, Q)7 P, Q>J))
* jOininternal(tm7j0incall(t7 P, Q)? P, QaJ) * msg(tma P, Qa a, msg, this))}
if (msg.status == Status.Released) {
{ireg; ™= ti * jregm ™ tm *jreg. = te ¥ jlock = It <yt <t xt <t
* IOCked(tla |a.j0ininterna|(tm>.j0inca||(t7 P, Q)? P, Q?J))
* jOininternaI(tmajOincall(t> P7 Q)? P7 QvJ) * Q(a7 this)}
done = true;
{ireg; ™= ti * jregm ™ tm *jreg. = te ¥ jlock = It <yt <ty xt <t
* IOCked(tlv |aj0ininternal(tmijincaII(tv P, Q)a P, Q7J))
% JOIN;nternal (tm, joingan (t, P, Q), P, Q,)) x Q(a, this) x done = true}

1} else {
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{reg: = 0 % jregn ¥ tm * jreg. 7= te ¥ jdock = 1xt < tp st <ty #t < t,
* 1OCde(tlv lajOininternaI(tmv.jOincall(tv P, Q) P, Q/J))
* jominternal(tm;jomcall(t7 P, Q)? P, QvJ) * msg(tm, P, Qv a, msg, this))}
|.Release();
{joinean(t, P, Q,J) * jreg, = i * jregm ¥ tm * jreg. = te * msg(ty,, P, Q,a, msg, this))}
Thread.Sleep(1);
{ioing(t, P, Q,J) * jreg, = ti * jregm ™ tm * jreg. = te * msg(tm,, P, Q,a, msg, this))}
|. Acquire();
{ireg, P ti * jregy ¥ tm * jreg, = te* jlock = It <t #ty, xt < t,
* IOCked(tla |7jOininternaI(t7n7j0incall(t7 P, Q) P, QvJ))
* jOininternaI(tma.jOincall(t’ P, Q)/ P, Q*J) * msg(tm, P.Q,a, msg, thiS))}
}
}

{ireg; ™= ti * jregm ™ tm *jreg. = te*jlock = st <yt <t xt <t
* IOCde(tlv lijininternaI(tm-/jOincaII(tv P, Q)a P, QaJ))
* jOininternaI(tmijincall<t7 P, Q)7 P, QvJ) * Q(a7 this)}
|.Release();
{jOincaII(t7 P, QvJ) * Q(a7 this)}
}

}

In the proof of the SyncChannel.Call method, when the busy loop releases the lock, the
client keeps some fractional permission of the read-only phantom fields containing the
region types. This ensures that when the client re-acquires the lock and eliminates the
existentially quantified region types, they match the region types from the loop invariant.

45 The Join class

public class Join {
public LinkedList<Chord> chords;
public LinkedList<Channel> channels;
public Lock lock;

public Join() {
{thisyeg, —  #thispey +>  *thisyeg, — % thiscpens —
* this.channels — null * this.chords — null * this.lock — null}
channels = new LinkedList<Channel>();
chords = new LinkedList<Chord>();
lock = new Lock();
{this,cg, — _ *thisyeq, >  * thisyeg, —  * thiScpans — _
* this.channels — c * this.chords — ch * this.lock — |
* Lst(c, ) = Ist(ch,0) x lock(t;, ) * t < t;}
{this,eg, — t * thispeg, > te % thisyey, —  * thiscpens — 0
* this.channels — c * this.chords — ch x this.lock — |
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* [st(c, () = Ist(ch, D) * lock(t;, ) *t <ty xt < t.}
{jOininit—ch (tv @, @7 thiS)}

}

public Pattern When(SyncChannel ch) {
{joininiepat (t, P, Q, this) x chan(ch, this)}
Pattern pat = new Pattern(ch, this);
{ioiNinitpat(t; P, Q, this) * chan(ch, this)
% pat.channels — x * pat.join — this = Ist(x, {ch})}
{ioiniitpat(t; P, Q, this) * pattern(pat, this, {ch})}
return pat;
{ret. joiniyiepat(t, P, Q, this) x pattern(ret, this, {ch})}

}

internal void checkChord(Chord c) {
List<Message> consumed; Action act; Pattern pat;
{this,cg, = t % this,eg,, ™ ty * thisyey, = tex thislock = Ixt <ty st <ty xt <t
« locked(ty, I, joinipternal (tm, joingy (t, P, Q), P, Q, this))
*® jOininternaI(tmajOincaII(t> P, Q)v P.Q, thiS)
« chord(join, (t, P, Q),P,Q,c, this)}
pat = c.pat;
act = c.cont;
{3Z. this,cq, = t * this,cg,, P ty * this,,, & te
x thislock = It <t xt <t, *xt <t
« locked(ty, I, join;pternal (tm, joingy (t, P, Q), P, Q, this))
* jOininternaI(tm;jomcall<t7 P7 Q)v P7 Qv thiS)
% (®,ezchan(z,this)) * pattern; ema (Pat, this, X)
* VY € P, (Val x Val). mehan(Y) = X =
(-). {joing,y(t, P, Q)(this) * ®,czchan(z, this) * ®ycyP(y)}
{®yevQ(y)}
consumed = pat.Matches();
{3Y,Z. this,eg, = t; * this,eg,, = ty * this,eg, = t.
x thislock = It <t xt <t, *xt <t
« locked(t, I, join;pternal (tm, joingy (t, P, Q), P, Q, this))
*® jOininternaI(tmajOincaII(t> P, Q)v P.Q, thiS)
% (®,ezchan(z,this)) * pattern;,ema (Pat, this, X)
* VY € Pp(Val x Val). mepan(Y) = X =
(-). {joing,y(t, P, Q)(this) * ®,czchan(z, this) * ®ycyP(y)}
{®yeyQ(y)}
* (consumed = null V (Ist(consumed, 72(Y)) * & m)cypending(tm, P, Q, m, c) x m1(Y)
if (consumed != null) {
{3Y,Z. this,eg, = t; % this,eg,, & ty, * this,, = t.

> act —

}

> act —
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x this.lock = Ixt <t *xt <t,*t <t
* locked(ty, |, joininternal (tms Joing (t, P, Q), P, Q, this))
* jOininternaI(tmv.jomcall(t’ P? Q)? Pv Q7 ‘thiS)
% (®zczchan(z, this)) x pattern; ioma (Pat, this, X)
« VY € Pp(Val x Val). mepan(Y) = X =
(-). {joiny(t, P, Q)(this) * ®,czchan(z, this) * ®ycyP(y)}
{®yevQ(y)}
* Ist(consumed, m2(Y)) * ®(c,m)eypending(tm, P, Q, m, c) x m (Y) = X}
{3Z,W. this,cg, = t; * this;eg,, ¥ ty, * this,eq = te
x thislock = I+t <t st <t, *xt <t
« locked (ty, I, joiniprernal (tms Joingy (t, P, Q), P, Q, this))
* jOininternaI(tmijincaII(tv P? Q)7 Pv Q> this)
% (®,czchan(z, this)) x pattern;,iema (Pat, this, X)
* VY € Pp(Val x Val). wepan(Y) =X =
(=) {joinga (t, P, Q) (this) % ®,czchan(z, this) * ®yeyP(y)}
>act —
{®yevQ(y)}
* Ist(consumed, {m | (c,m,a) € W}) *{c| (c,m,a) e W} =X
* (®(c,m,a)ewP(a, ) * removed(t,,, P,Q,a, m, c))}
lock.Release();
{3Z,W. this,cg, = t; * this,eg,, = ty * this,eg, = te
* joingy(t, P, Q, this) * (®,czchan(z, this))
(). {joinay(t, P, Q)(this) * @zczchan(z, this) * ®yef(ac)l(c;ma)ewtP(y) }

{®y6{(a,c)|(c,m,a)6W}Q(Y)}
* Ist(consumed, {m | (c,m,a) € W}) *{c| (¢c,m,a) e W} =X
* (®(c;m,a)ewP(a, c) * removed(t,, P, Q,a,m,c))}
act();
{3W. this;eq, = t; * thisreg,, & tm * thise,, = te
* joingy(t, P, Q, this)
* Ist(consumed, {m | (c,m,a) € W})
* (®(c;m,a)ewQ(a, ) * removed(ty,, P, Q,a,m,c))}
lock.Acquire();
{3W. this;eq, = t; * thisreg,, & tm * thise,, = te
x thislock = I+t <t xt <t,*xt <t
* locked(ty, I, joininternal (tms Joine (t, P, Q), P, Q, this))
% JOINinternal (tmsJoingan(t, P, Q), P, Q, this) * Ist(consumed, {m | (c,m,a) € W})
* (®(c,m,a)ewQ(a; ) * removed(t;,, P, Q,a,m, c))}
consumed.ForEach(Release);
{3W. this;eq, = t; * thisreg,, ™ tm * thiseg, = te
* thislock = I+t <t st <t, *xt <t
« locked (ty, 1, join;rernal (tms Joingy (t, P, Q), P, Q, this))
% JOiNinternal (tms Joine (t, P, Q), P, Q, this) * Ist(consumed, {m | (c,m,a) € W})}

> act —

* D act —
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{this,eg, = t % this,eg,, & ty * this,ey, = t¢
x thislock = It <ty xt <t,*xt <t
« locked (ty, I, joinipternal (tm, joing (t, P, Q), P, Q, this))
* jOininternaI(tmajOincaII(t7 P, Q)v P, Q, this)}

}

internal void checkChords() {
LinkedList<Chord> chords:

{this,cg, = t % thisyeg,, ™ ty * thisyey, = tex thislock = Ixt <t st <ty xt <t

« locked (ty, |, joiniprernal (tms joingy (t, P, Q), P, Q, this))
*® jOininternaI(tm:jOincaII(t7 P, Q)a P, Q, this)}
chords = this.chords;

{this,eg, ¥ t; * this,eg,, = tp * this,eg, = te* thislock = I+t <tjxt <t xt <t

« locked (ty, |, joinipternal (tm, joingy (t, P, Q), P, Q, this))

* jOininternaI(tm:jOincaII(tv Pv Q)v Ps Qv thiS)

* Ist,(chords, Y) % ®ccychord(join(t, P, Q), P, Q,c, this)}
chords.ForEach(checkChord);

{this,cg, = t; % this,eg,, ™ ty * thisyeg, = tex thislock = Ixt <ty st <t xt <t

« locked (ty, |, join;prernal (tms joingy (t, P, Q), P, Q, this))

* jOininternaI(trmjomcall(t7 P, Q)v P-/ Q7 thiS)}

}

public void Release(Message msg) {
{Q(a, ¢) * removed(t,,, P, Q,a, msg,c)}
msg.status = Status.Released;

{emp}
}
}

4.6 Auxiliary classes

The above proof outlines assume auxiliary classes Lock, List and Pair satisfying the fol-
lowing specifications.

The Lock class

The Lock class implements a spin-lock, using a compare-and-swap to atomically acquire
the lock. The standard separation logic specification of a lock, associates a resource
invariant R with each lock, which is transferred to the client upon acquiring the lock,
and transferred back upon releasing the lock. Since the resource invariant R might itself
assert ownership of resourced shared using CAP, we require that R is stable, that it
is independent of the lock region type (picked by the client), and that it is expressible
using state-independent protocols. To support the joins’ view-shift from join;yi pat(—)
to joing (—) we further introduce a corresponding lock initialization phase, allowing the
resource invariant R to be picked using a view-shift. We thus assume the following
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specification for the Lock library.

Jdlock : RType x Val — Prop. Jislock, locked : RType x Prop x Val — Prop.
vVt € RType. VR : Prop. indep,(R) A sip(R) A stable(R) =

new Lock() : (-). {emp} {ret. Is : RType. lock(s, ret) « t < s}
Lock.Acquire : (-). {isLock(t, R, this)} {locked(t, R, this) % R}
Lock.Release : (-). {locked(t, R, this) % R} {isLock(t, R, this)}
Wx : Val. R «* lock(t,x) C isLock(t, R, x)
Vx : Val. stable(lock(t,x)) A stable(isLock(t, R, x)) A stable(locked(t, R, x))
valid (¥x : Val. isLock(t, R, x) < isLock(t, R, x) * isLock(t, R, x))

Here the lock(t,x) predicate asserts that x refers to an uninitialized and unlocked lock.
The lock is initialized by picking a resource invariant R using the view shift:

R« lock(t, x) C isLock(t, R, x)

The isLock(t, R,x) predicate asserts that x refers to an initialized lock with resource
invariant R. The isLock(—) predicate is freely duplicable, allowing multiple clients to use
the same lock. Lastly, the locked(t, R,x) predicate asserts that x refers to an initialized
and locked lock with resource invariant R.

With the exception of the delayed choice of resource invariant R, this specification
matches the Lock specification from the Example section in [2]. The proof is thus exactly
the same, except that the lock region is created in the view-shift when the resource
invariant is picked, instead of in the constructor. We will thus not repeat the proof. We
refer the interested reader to the Example section in [2].

List class

In the case of the List class, which implements a linked list library, we assume a slightly
weaker specification than usual. In particular, for our purposes, we do not care about
the ordering of elements, only how many times each element appears in a given list. We
thus represent the abstract state of a list as a multiset of elements. Since a lot of the lists
maintained by join instances are read-only once the join instance transitions to the call
phase, we index the list representation predicate with a fractional permission, to permit
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read-only sharing.

dlst : Val x Perm x P,,(Val) — Prop.
VI : Pp(Val) — Prop. VJp, J, : Val — Prop. VK : P,,(Val x Val) — Prop. Vr : Perm. VX : P,,(Val).
new List : (-). {emp} {ret. Ist(ret, 1, X)}
List.Push : (y). {Ist(this, 1, X)} {Ist(this, 1, {y} UX)}
List.Pop : (-). {Ist(this, 1,X) * X # 0}
{ret. IY : Pp,(Val). Ist(this, 1,Y) « X = {ret} UY}
List.Count : (-). {Ist(this, m, X)} {ret. Ist(this, 7, X) * ret = |X|}
Ist(this, m, X) % (0, X) % ®xexdp(x) *
List.ForEach : (f). W.Z € Py (Val). f s (x). {I(Y, {x} UZ) x Jp(x) *x € X}
10X UY, Z) £ 3,
{Ist(this, m, X) * (X, 0) * ®xexJq(x)}

List.Map : (f). {Ist(this, 7.X) 5 K(0) % ¥Y € Pon(Val x Val). £y ) (KT xxEX) }

{ret. K({(x,ret)} UY)}
{ret. Ist(this, 7, X) * Y : Pp,(Val x Val). Ist(ret, 1, ma(Y)) * K(Y) * w1 (Y) = X}
valid (Vx : Val. Vp, ¢ : Perm.
(Fr : Perm. p + g = r * Ist(x, r, X)) < Ist(x, p, X) * Ist(x, ¢, X))
stable(lIst(x, 7, X))
The list representation predicate, Ist(x, 7, X), thus asserts that x refers to a linked list
containing elements X, with fractional permission 7. Modifying a list requires full own-
ership, whereas querying (Count) and iterating (ForEach, Map) only requires read-only

permission. In the proof outlines we use Ist,(x, X) as shorthand for 37 : Perm. Ist(x, 7, X)
and Ist(x, X) as shorthand for Ist(x, 1, X). We thus have that

Ist, (x, X) < Ist,(x, X) * Ist, (x, X)

We omit the completely standard higher-order separation logic proof that a singly-
linked list implementation satisfies the above specification.

Pair class
Lastly, the Pair class implements pairing.
dpair : Val x Val x Val — Prop.
Vx,y,z : Val.
new Pair : (x, y). {emp} {ret. pair(ret,x,y)}
Pair.Fst : (-). {pair(this,x,y)} {ret. pair(this,x,y) * ret = x}
Pair.Snd : (-). {pair(this, x,y)} {ret. pair(this,x,y) *xret =y}
stable(pair(z, x,y))
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The pair representation predicate, pair(x,y,z), asserts that x refers to a pair consisting
of y and z.
We use Isty,qir (%, X) as shorthand for,

def

Istpair (X, X) = 3Y : Py, (Val x Val x Val).
Ist(x, 71(Y)) * ®(ayz)evpair(a,y, z) * {(y.2) | (a,y,2) € Y} =X

where X € P, (Val x Val), to specify lists of pairs.
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Abstract. Partial type theories allow reasoning about recursively-defined
computations using fixed-point induction. However, fixed-point induc-
tion is only sound for admissible types and not all types are admissible
in sufficiently expressive dependent type theories.

Previous solutions have either introduced explicit admissibility con-
ditions on the use of fixed points, or limited the underlying type theory.
In this paper we propose a third approach, which supports Hoare-style
partial correctness reasoning, without admissibility conditions, but at
a tradeoff that one cannot reason equationally about effectful computa-
tions. The resulting system is still quite expressive and useful in practice,
which we confirm by an implementation as an extension of Coq.

1 Introduction

Dependent type theories such as the Calculus of Inductive Constructions [2]
provide powerful languages for integrated programming, specification, and veri-
fication. However, to maintain soundness, they typically require all computations
to be pure and terminating, severely limiting their use as general purpose pro-
gramming languages.

Constable and Smith [9] proposed adding partiality by introducing a type Ot
of potentially non-terminating computations of type 7, along with the following
fixed point principle for typing recursively defined computations:

it M:Or — Or then fiz(M):Or

Unfortunately, in sufficiently expressive dependent type theories, there exists
types 7 for which the above fixed point principle is unsound [10]. For instance,
in type theories with subset-types, the fixed point principle allows reasoning by
a form of fixed point induction, which is only sound for admissible predicates
(a predicate is admissible if it holds for the limit whenever it holds for all fi-
nite approximations). Previous type theories based on the idea of partial types
which admit fixed points have approached the admissibility issue in roughly two
different ways:

1. The notion of admissibility is axiomatized in the type theory and explicit
admissibility conditions are required in order to use fiz. This approach has, e.g.,
been investigated by Crary in the context of Nuprl [10]. The resulting type theory
is expressive, but admissibility conditions lead to significant proof obligations,
in particular, when using X' types.
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2. The underlying dependent type theory is restricted in such a way that one
can only form types that are trivially admissible. This approach has, e.g., been
explored in recent work on Hoare Type Theory (HTT) [21]. The restrictions
exclude usage of subset types and X types, which are often used for expressing
properties of computations and for modularity. Another problem with this ap-
proach is that since it limits the underlying dependent type theory one cannot
easily implement it as a simple extension of existing implementations.

In this paper we explore a third approach, which ensures that all types are
admissible, not by limiting the underlying standard dependent type theory, but
by limiting only the partial types. The limitation on partial types consists of
equating all effectful computations at a given type: if M and N are both of type
(Or, then they are propositionally equal. Thus, with this approach, the only way
to reason about effectful computations is through their type, rather than via
equality or predicates. With sufficiently expressive types, the type of an effectful
computation can serve as a partial correctness specification of the computation.
Our hypothesis is that this approach allows us to restrict attention to a subset
of admissible types, which is closed under the standard dependent type formers
and which suffices for reasoning about partial correctness.

To demonstrate that this approach scales to expressive type theories and
to effects beyond partiality, we extend the Calculus of Inductive Constructions
(CIC) [2] with stateful and potentially non-terminating computations. Since rea-
soning about these effectful computations is limited to their type, our partial
types are further refined into a Hoare-style partial correctness specifications,
and have the form ST7 (P, @), standing for computations with pre-condition P,
post-condition @, that diverge or terminate with a value of type 7.

The resulting type theory is an impredicative variant of Hoare Type The-
ory [17], which differs from previous work on Hoare Type Theory in the scope of
features considered and the semantic approach. In particular, this paper is the
first to clarify semantically the issue of admissibility in Hoare Type Theory.

Impredicative Hoare Type Theory (iHTT) features the universes of proposi-
tions (prop), small types (set), and large types (type), with prop included in
set, setincluded in type, and axioms prop:type and set:type. The prop and set
universes are impredicative, while type is predicative. There are two main chal-
lenges in building a model to justify the soundness of iHTT: (1) achieving that
Hoare types are small (ST 7 s : set), which enables higher-order store; that is,
storing side-effectful computations into the heap, and (2) supporting arbitrary X'
types, and more generally, inductive types. In this respect iHTT differs from the
previous work on Hoare Type Theory, which either lacks higher-order store [19],
lacks strong X' types [21], or whose soundness has been justified using specific
syntactic methods that do not scale to fully general inductive definitions [17,18].

The model is based on a standard realizability model of partial equivalence
relations (PERs) and assemblies over a combinatory algebra A. These give rise
to a model of the Calculus of Constructions [14], with set modelled using PERs.
Restricting PERs to complete PERs (i.e., PERs closed under limits of w-chains)
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over a suitable universal domain, allows one to model recursion in a simply-typed
setting [4], or in a dependently-typed setting, but without strong X' types [21].

Our contribution is in identifying a set of complete monotone PERs that
are closed under X' types and Hoare types. Complete PERs do not model X
types because, given a chain of dependent pairs, in general, due to dependency,
the second components of the chain are elements of distinct complete PERs.
To apply completeness, we need a fixed single complete PER. Monotonicity
will equate the first components of the chain and give us the needed single
complete PER for the second components. Monotonicity further forces a trivial
equality on Hoare types, equating all effectful computations satisfying a given
specification. However, it does not influence the equality on the total, purely
functional, fragment of iHTT, ensuring that we still model CIC. This is sufficient
for very expressive Hoare-style reasoning, and avoids admissibility conditions on
the use of fiz.

As iHTT is an extension of CIC, we have implemented iHTT as an axiomatic
extension of Coq [1]. The implementation is carried out in Ssreflect [12] (a recent
extension of Coq), based on the previous implementation of predicative Hoare
Type Theory [19]. The implementation is available at:

http://www.itu.dk/people/kasv/ihtt.tgz.

2 Hoare types by example

To illustrate Hoare types, we sketch a specification of a library for arrays in
iHTT. We assume that array indexes range over a finite type t:sets;y,, that the
elements of ¢+ can be enumerated as (g, t1, . . ., L, and that equality between these
elements can be decided by a function ==: « — ¢ — bool.

Each array is implemented as a contiguous block of locations, each location
storing a value from the range type 7:set. The space occupied by the array is
uniquely determined by ¢, 7, and the pointer to the first element, justifying that
the array type be defined as this first pointer.

array: sety;, — set — set = \v. AT. ptr.

Here, ptr is the type of pointers, which we assume isomorphic to nat. Each
array is essentially a stateful implementation of some finite function f:t:—7. To
capture this, we define a predicate indexed by f, that describes the layout of an
array in the heap.

shape : (array ¢ 7) = (1 = 7) — heap — prop =
Aa. Af.Ahh=a— fi,eat+l— fi; @0 at+n— fu,.

In other words, h stores an array a, representing a finite function f, if shape a f h
holds, that is, if A consists of n+1 consecutive locations a, a+1, ..., a+n, storing
fro, fti,..., fin, respectively. The property is stated in terms of singleton heaps
a+k — f i, connected by the operator e for disjoint heap union. Later in the
text, we will also require a constant empty denoting the empty heap.
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The type of arrays comes equipped with several methods for accessing and
manipulating the array elements. For example, the method for reading the value
at index k:¢ can be given the following type.

read : Ila:array ¢ 7. ITk:..
ST 7 (Ah.3f.shape a f h,
Ar. Ah. dm.Vf.shapea f h —r = fkAm=h)

Informally, read a k is specified as a stateful computation whose precondition
permits the execution only in a heap h which stores a valid array at adress a
(3f.shape a f h). The postcondition, on the other hand, specifies the result of
executing read a k as a relation between output result r:7, input heap h and
output heap m. In particular, the result r is indeed the array value at index k
(r = fk), and the input heap is unchanged (m = h).

Unlike in ordinary Hoare logic, but similar to VDM [6], our postcondition is
parametrized wrt. both input and the output heaps in order to directly express
the relationship between the two. In particular, when this relationship depends
on some specification-level value, such as f above, the dependency can be ex-
pressed by an ordinary propositional quantification.

Hoare types employ small footprint specifications, as in separation logic [20],
whereby the specifications only describe the parts of the heap that the compu-
tation traverses. The untraversed parts are by default invariant. To illustrate,
consider the type for the method new that generates a fresh array, indexed by ¢,
and populated by the value x:7.

new : ITx:7. ST (array ¢ 7) (Ah. h = empty, Aa. Ah. Am. shape a (Az.z) m)

The type states not that new x can only run in an empty heap, but that new x
changes the empty subheap of the current heap into a heap m containing an array
rooted at a and storing all z’s. In other words, new is adding fresh pointers, and
the resulting array a itself is fresh. On the other hand, unlike in separation logic,
we allow that the specifications can directly use and quantify over variables of
type heap. For completeness, we next simply list without discussion the types
of the other methods for arrays.

new_from_fun : IT f:u—7. ST (array ¢ 7) (Ah. h = empty, Aa hm.shape a f m)
free : Ha:array ¢ 7. ST unit (Ah.3f.shape a f h, \r hm.m = empty)
write : ITa:array ¢ 7. [Tk [Tz:7.
ST unit (Ah.3f.shape a f hyArhm.Vf.shape a f h —
shape a (Az.if z ==k then x else f(z)) m)

At this point, we emphasize that various type theoretic abstractions are quite
essential for practical work with Hoare types. The usefulness of IT types and the
propositional quantifiers is apparent from the specification of the array methods.
But the ability to structure specification is important too. For example, we can
pair pre- and postconditions into a type spec 7 = (heap — prop) x (1 —
heap — heap — prop), which is then used to specify the fixpoint combinator.

fix : [Ta:set. [1B:a—set. [1s:I1x. spec (B x).
(z. ST (Bz) (sz) > Hzx. ST (B z) (sz)) » Hx. ST (B x) (s z).
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Structuring proofs and specifications with programs is also necessary, and is
achieved using dependent records (i.e., X' types), which we illustrate next.

The first example of a dependent record is the sety;, type. This is an algebraic
structure containing the carrier type o, the operation ==for deciding equality on
o, and a list enumerating o’s elements. Additionally, sets;, needs proofs that
==indeed decides equality, and that the enumeration list contains each element
exactly once. Using the record notation [x1:71,...%,:7,] instead of the more
cumbersome Xx1:7y ... Xxy,:Ty. 1, the sety;, type is defined as follows.

sety;y, = [0 : set,enum : list 0,==: 0 — 0 — bool,
eqp : Ve y:o.x =y = true < = =y,
enump : Vz:o. count & enum = 1]

The above dependent record refines a type. In practice, we will also use records
that refine values. For example, in programming, arrays are often indexed by
the type of bounded integers I,, = [x : mat, boundp : & < n]. I,, can be extended
with appropriate fields, to satisfy the specification for sety;,, but the important
point here is that the elements of I,, are dependent records containing a number
x and a proof that x < n. Of course, during actual execution, this proof can
be ignored (proofs are computationally irrelevant), but it is clearly important
statically, during verification.

Finally, the library of arrays itself can be ascribed a signature which will serve
as an interface to the client programs. This signature too is a dependent record,
providing types for all the array methods. Just as in the case of sety;, and I,
the signature may also include properties, similar to object invariants [13,15].
For example, we have found it useful in practice to hide from the clients the
definitions of the array type and the array shape predicate, but expose that two
arrays in stable states; that is, between two method calls, stored in compatible
heaps must be equal (i.e., that the shape predicate is “functional”):

functional : ITshape.Vai as f1 fo h1 ho.shape a; fi hy — shape as fo ho —
(Fj1 j2-h1ejr =hoejo) = ay =ax A fi = fa Ay = ha.

Then the signature for arrays indexed by ¢, containing values of type 7, is pro-
vided by the following dependent record parametrized by ¢ and 7.

ArraySig = Ilv:sety;y,. IIT:set.
[array : set, shape: array — (. — 7) — heap — prop,
funcp : functional shape, read : [Ta:array. [Tk:.. ...].
Therefore, X types are central for building verified libraries of programs, speci-

fications and proofs.

3 Semantics

In this section we present a model for impredicative Hoare Type Theory. We
will introduce the relevant parts of iHTT as the model is defined. The full type
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theory is defined in Appendix A. In presenting the model, we first focus on the
set-universe, and then scale up to cover all of iHTT.

Since the purely-function fragment of IHTT is terminating, we take our uni-
verse of realizers to be a universal pre-domain with a suitable sub-domain for
modelling stateful and potentially non-terminating computations.

Definition 1. LetV denote a pre-domain satisfying the following recursive pre-
domain equation:

VH1I4+N+(VxV)+ (V= V,)+T(V)+ HV)
where —. is the space of continuous functions and

T(V) 2 H(V) = (Vx H(V)) +1).
H(V) < {h:ptr =,V | supp(h) finite A h(null) = 1}

supp(h : ptr — V) = {l e ptr | h(l) # L}
The first four summands of V model the underlying dependent type theory, and
T(V) and H(V) model computations and heaps, respectively. The ordering on
T(V) is the standard pointwise order and the ordering on H(V) is as follows:

hi < hy iff supp(h1) = supp(h2) AVn € supp(h1). hi(n) < ha(n)

Let iny,iny, ing,in_,,iny, and ing denote injections into V corresponding to
each of the above summands.

V defines a partial combinatory algebra (PCA) with the following partial
application operator:

Definition 2. Let - : V xV =V denote the function,

a.b:{f(b) ifa=ino(f)Af(B)# L

undef otherwise

We recall some notation and definitions. If R C A x A is a PER then its
domain, denoted |R|, is {zx € A | (z,z) € R}. If R,S C A x A are PERs, then
R — Sisthe PER {(a,5) e AxA|Vz,y€ A (z,y) e R= (a-z,[-y) € S}. If
RCAx AisaPER and f: A— B then f(R) denotes the PER {(f(z), f(v)) |
(z,y) € R} C B x B. For a subset X C A, we use A(X) to denote the PER
{(z,y) | € X Ny € X}. Lastly, if R C A x A is a PER, we use [R] to denote
the set of R equivalence classes.

Definition 3 (Per(A)). The category of PERs, Per(A), over a partial combi-
natory algebra (A,-), has PERs over A as objects. Morphisms from R to S are
set-theoretic functions f : [R] — [S], such that there exists a realizer o € A such
that,

Ve € |R|. [a-e]s = f(le]r)
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Per(V) is cartesian closed and thus models simple type theory. To model recur-
sion, note that a realized set-theoretic function is completely determined by its
realizers (i.e., Per(V)(R,S) = [R — S]) and that we have the standard least
fixed-point operator on the sub-domain of computations of V. This lifts to a
least fixed-point operator on those PERs that are admissible on the sub-domain
of computations:

Definition 4.

1. A PER RC A x A on a pre-domain A is complete if, for all chains (¢;)ien
and (d;)ien such that (c;,d;) € R for all i, also (U;c;, U;d;) € R.
2. A PER R C AxA on a domain A is admissible if it is complete and L € |R|.

Let CPer(A) and AdmPer(A) denote the full sub-categories of Per(A) consisting
of complete PERs and admissible PERs, respectively.

Definition 5. Define u:V —. (T(V) =, T(V)) as follows,

1 otherwise

w(z)(y) {z if x -inp(y) = inr(2)
and let lfp denote the realizer in_,(Az. [ing(Up, (u(x))™)]).
Lemma 1. Let R € AdmPer(T(V)), then

Ifp € |(inT(R) — inp(R)) — inp(R)|
and for all «a € |int(R) — inp(R)|,

a-(Ifp-a) inp(R) lfp- «

Proof. See Lemma 6 in Appendix C.1, which generalizes the fixed point operator
to impredicative I types into an admissible PER.

The above development is standard and suffices to model fixed points over
partial types in a non-stateful, simply-typed setting. However, it does not extend
directly to a stateful dependently-typed setting: Assume - 7 : type and = : 7
o : type. Then 7 is interpreted as a PER R € Per(V), and o as an [R]-indexed
family of PERs S € [R] — Per(V), and - Xz : 7.0 : type as the PER X (95):

ZR(S) = {(inx(al,bl),inx(ag,bg)) | a1 R a9 /\b1 S([(ll]R) bg}

In general, this PER is not chain-complete even if R and each S, is: given a
chain (a;, b;)ien, we do not know in general that [a;]r = [a;]g and hence cannot
apply the completeness of S, to the chain (b;);en for any = € [R].

To rectify this problem we impose the following monotonicity condition on
the PERs, which ensures exactly that a; R aj, for all 7,5 € N, and hence that
Y'r(S) is chain-complete.
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Definition 6 (CMPer(A)). A PER R C Ax A on a pre-domain A is monotone
if, for all z,y € |R| such that x <y, we have (z,y) € R. Let CMPer(A) denote
the full sub-category of Per(A) on the complete monotone PERs.

Restricting to complete monotone PERs forces a trivial equality on any par-
ticular Hoare type, as all of the elements of the type have to be equal to the
diverging computation. However, it does not trivialize the totality of Hoare types,
as we can still interpret each distinct Hoare type, ST 7 s, as a distinct PER R,
containing the computations that satisfy the specification s.

Restricting to complete monotone PERs does not collapse the equality on
types in the purely functional fragment of iHTT, as these types are all interpreted
as PERs without a bottom element in their domain. In particular, IT-types,
which are modelled as elements of V — V| picks out only those elements that
map to non-bottom on their domain.

We shall see later that the monotonicity condition is also used to interpret
partial types with a post-condition, which induces a dependency similar to that
of X' types, in the semantics of partial types.

3.1 iHTT

So far, we have informally introduced a PER model of a single dependent type
universe extended with partial types. The next step is to scale the ideas to a
model of all of iHTT, and to prove that we do indeed get a model of iHTT. We
start by showing that CMPERs and assemblies form a model of the underlying
dependent type theory. Next, we sketch the interpretation of iHTT specific fea-
tures such as heaps and computations in the model. Lastly, we show that the
model features W-types at both the set and type universe.

Underlying DTT. We begin by defining a general class of models for the
dependent type theory underlying iHTT, and then present a concrete instance
based on complete monotone PERs.

To simplify the presentation and exploit existing categorical descriptions of
models of the Calculus of Constructions, the model will be presented using the
fibred approach of [14]. To simplify the definition of the interpretation function,
we consider a split presentation of the model (i.e., with canonical choice of all
fibred structure, preserved on-the-nose).

Definition 7 (Split iHTT structure). A split iHTT structure is a structure

Lyr 7.
C "D L g— P g
\ |
T\q J/
1
B B

such that
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P is a split closed comprehension category,

Zer and Lyrp are split fibred reflections

— the coproducts induced by the Z.; reflection are strong (i.e., P oL is a split
closed comprehension category), and

there exists objects (21, 2pry € E1 such that {2} is a split generic object for
the q fibration and {2y} is a split generic object for the r fibration, where
{-} =DomoP:E — B.

The idea is to model contexts in B, and the three universes, prop, set,
and type in fibres of C, D and E, respectively. The split closed comprehension
category structure models unit, II and X types in the type universe. The split
fibred reflections models the inclusion of prop into set and set into type and
induces unit, IT and weak X types in prop and set. Lastly, the split generic
objects models the axioms prop : type and set: type, respectively.

The concrete model we have in mind is mostly standard: the contexts and the
type universe will be modelled with assemblies, the set universe with complete
monotone PERs, and the prop universe with regular subobjects of assemblies.
We begin by defining a category of uniform families of complete monotone PERs.
Uniformity refers to the fact that each morphism is realized by a single o € V.

Definition 8 (UFam(CMPer(A))).

— Objects are pairs (I, (S:)ic|r)) where I € Asm(V) and each S; € CMPer(V).
— Morphisms from (I, S;) to (J,T;) are pairs (u, (fi)ic|r)) where

u:l— Je Asm(V) and Ji  [8i] = [Tu))
such that there exists an a € V satisfying
Vi € |I|. Ye; € Er(i). Ve, € |Si|. a-¢e; - ey € fi([ew]s,)

Recall [14] that the standard category UFam(Per(A)) is defined in the same
manner, using all PERs instead of only the complete monotone ones.

Let RegSub(Asm(V)) denote the standard category of regular subobjects
of assemblies and UFam(Asm(V)) the standard category of uniform families
of assemblies (see [14] for a definition). There is a standard split fibred re-
flection of UFam(Per(A)) into UFam(Asm(A)): the inclusion views a PER R
as the assembly ([R],id[gr)) [14]. This extends to a split fibred reflection of
UFam(CMPer(A)) into UFam(Asm(V)) by composing with the following re-
flection of UFam(CMPer(A)) into UFam(Per(A)).

Lemma 2. The inclusion T : UFam(CMPer(A)) — UFam(Per(A)) is a split
fibred reflection.

Proof (Sketch). We show that CMPer(A) is a reflective sub-category of Per(A);
the same construction applies to uniform families, by a point-wise lifting. The
left-ajoint, R : Per(A) — CMPer(A) is given by monotone completion:

R(S) =S R(ldlr-s) = [dzs
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where R = N{S € CMPer(V) | R C S} for a PER R € Per(V).

Let S € Per(A) and T' € CMPer(A). Since the underlying realizers are con-
tinuous functions, we have that (see Lemma 7 in Appendix C)

S—>T=8S—T
which induces the adjoint-isomorphism:
CMPer(A)(R(S),T) 2 [S — T] =[S — T] = Per(A)(S,Z(T))
Lemma 3. The coproducts induced by the
Z; : UFam(CMPer(V)) — UFam(Asm(V))
reflection are strong.

Proof. Let I € Asm(V), X € UFam(CMPer(V)); and Y € UFam(CMPer(V)) .
Then the induced coproduct, X'x (Y), is given by the family of complete mono-
tone PERs,

Jz,y € H [Yii,2)]-
Ix(Y) =1 (5)] z€[X]
a€ By (z) ABEE(y) AN~y el

where
Eq1,(a,b) = {inx(d,e) |d € aAb € e}
r—y iff By (z)NEp(y) =0

and ~; is the transitive closure of —;.

Since Zg(X) and Z.(Y) are modest sets, —; is the equality relation on
Hze[X,;] [Y(i )], and the above PER thus reduces to the monotone completion of
the standard PER interpretation of X types.

Yx(Y) = ({(inx(a1,b1),inx (a2, b2)) | a1 Xi a2 Ab1 Yii [a,]x,) b2})ien

Since each X; and each Y(; ;) is a complete monotone PER, the standard PER
interpretation of X types is already a complete monotone PER (see Lemma 8 in
Appendix C) and thus,

Yx(Y) = ({(inx(a1,b1),inx (a2, b2)) | a1 Xi a2 Ab1 Yii[a,]x,) b2})icn

The coproducts thus coincide with the coproducts induced by the UFam(Per(V)) —
UFam(Asm(V)) reflection, which are strong [14, Section 10.5.8].

Theorem 1. The diagram below forms a split iHTT structure.
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RegSub(Asm(V)()/H\UFam(CMPer(Vy:UFam(Asm(V)) Asm(V)~

T |

Asm(V) =——= Asm(V)

Interpretation. Except for impredicative X types and the axiom set : type,
the interpretation of the underlying dependent type theory in the above concrete
split iHTT structure is exactly the standard PER-assembly interpretation. The
type set is interpreted as the set of complete monotone PERs over V, instead of
the set of all PERs over V. Impredicative X types are interpreted as the mono-
tone completion of the standard PER~assembly interpretation. For completeness,
we have written out the concrete interpretation of the underlying dependent type
theory in Appendix B.

As terms generally have multiple typing derivations in dependent type the-
ories, the interpretation function is typically defined as a partial function on
pre-terms and pre-contexts, and later shown to be defined on well-typed terms
and contexts [23]. Formally, the interpretation is given by three mutually recur-
sive partial functions,

[[—ﬂCtx : Ctx — obj(Asm(V))
[[_]]Typc : Ctx X Term — obj(UFam(Asm(V)))
[-]7™ : Ctx x Term — hom(UFam(Asm(V)))

where Ctx is the set of pre-contexts and Term the set of pre-terms (defined in
Appendix A.1), such that,

[I"+ A]PP° € UFam(Asm(V)) 5
[+ M]™™ e UFam(Asm(V))[[Cﬁ]‘(l[[F}]Ctx, [+ A]™P°)

for well-typed types, I' - A : type, and well-typed terms, I" = M : A. Terms of
small types, I' = M : el(T), are thus interpreted as morphisms in UFam(CMPer(V))
fibres as follows:

[+ M el(r)] ™™ € URam(Asm(V)); (11, [I" - el(r)] ™)
= UFam(Asm(V)); (11, Zo; ([I" F 7] ™))
= UFam(CMPer(V)); (11, [T+ 7]™)

where I = [I] ©% Furthermore, global sections in UFam(CMPer(V)) fibres are
uniquely determined by their realizers:

UFam(CMPer(V)); (11, X) = | (| A(E;(i)) > X;
iell|
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for I € Asm(V) and X € UFam(CMPer(V));. We can thus define the interpre-
tation of terms of small types by giving the underlying realizer. This is the view
we will employ when defining the interpretation of the basic computations of
iHTT.

Heaps. Pre- and post-conditions in iHTT are expressed as predicates over a
type heap, of heaps. In addition to a constant denoting the empty heap, this
type features the following operations: upd, free, maz, dom, and peek. upd and
free updates and frees the value at a given location, respectively. peek returns
the value (if any) at a given location. dom decides whether a given location is
allocated and max returns the largest allocated location (and 0 for the empty
heap). The maz operation allows one to define a recursion operator on heaps.
From these low-level operations we can define the high-level operations such as
points-to (—) and disjoint union (e) used in Section 2.

heap is a large type (i.e., heap : type). The types of the built-in operations
are as follows.

empty : heap
upd : II7 : set. heap — el(nat) — el(t) — heap
free : heap — el(nat) — heap
mazx : heap — el(nat)
dom : heap — el(nat) — bool
peek : heap — el(nat) — el(1) + (X7 : set. el(T))

We use h[m —, v] as shorthand for upd 7 h m v and h \ m as shorthand for
free h m. These operations satisfy the heap axioms in Appendix A.11, which
include several axioms relating the basic operations in addition to an induction
principle and an extensionality principle for heaps.

We would like to model the values of heap as elements of H(V). How-
ever, with this interpretation of heap we cannot interpret the update operation,
hlm —, v], as the definition would not be independent of the choice of realizer
for v. Rather, we introduce a notion of a world, which gives a notion of heap
equivalence and interpret a heap as a pair consisting of a world and an equiva-
lence class of heaps in the given world. A world is a finite map from locations to
small semantic types:

W < ptr 22 CMPer(V)
and two heaps hi,ho € H(V) are considered equivalent in a world w € W iff
their support equals the domain of the world and their values are point-wise
related by the world:

hi ~y hy T supp(hy) = supp(hs) = Dom(w) A VI € Dom(w). hq(l) w(l) ha(l)

A typed heap is then a pair consisting of a world and an equivalence class of
domain-theoretic heaps,
T = H [Nw]

weW
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and heap is interpreted as the set of typed heaps with the underlying domain-
theoretic heaps as realizers:

[+ heap] ™" = (H,, (w,U) = ing (U))se)1

for I = [[F]]Ctx. That is, for each i, we have the assembly with underlying set
H; and with realizability map H;, — P(V) given by (w,U) + ing(U). The
realizers themselves do not have to contain any typing information, as we in-
terpret small types with trivial realizability information (i.e., [I" - set : type] =
V(CMPer(V))). Let I = [I7], then

[+ empty] ;™ = ([, {0})
[1" = upd] ™ (R)(w, [W]) ([n]) ([v]) = (w[n = R], [h[n = 0] g)
[ F freel;™ (w, [Blw)([7]) = (@laom(uw)\n» [Pldom(uw\n))
[+ maz]; ™ (w, [h]y) = [inn(max{n € N | h(n) # LV n =0})]

[inn(0)] if w(n) defined

[inn(1)] otherwise

inl(w(n), [M(n)]wm)) if w(n) defined
inr([]) otherwise

[T+ dom];™™ (w, [].)([n]) = {

[T+ peek] ;™™ (w, [A].,) (n]) = {

In the interpretation of update, the world is used to ensure that the interpretation
is independent of the choice of realizer v for Ns. Since the underlying domain-
theoretic heaps do not contain any typing information, the world is also used in
the interpretation of peek, to determine the type of the value stored at the given
location.

Note that iHTT has “strong” update and that the world is modified to con-
tain the new type (semantically, the per R) upon update. Thus our notion and
use of worlds is different from the use of worlds in models of “weak” ML-like
reference types, e.g. [5]; in particular, note that we do not index every type by
a world, but only use worlds to interpret the type of heaps and the operations
thereon (see also the next subsection for further discussion).

Theorem 2. The heap axioms in Appendiz A.11 hold in the model.

Hoare Types. We are now ready to sketch the interpretation of Hoare-types.
The idea is to interpret Hoare-types as PERs on elements of T'(V) that satisfy
the given specification, but with a trivial equality. Specifically, given a partial
correctness specification, we define an admissible subset X C T'(V) of computa-
tions satisfying the specification, and interpret the associated Hoare type as the
PER,

R = inp(A(X)) = {(in(f),inr(9)) | f € X Ng € X}

The trivial equality ensures that R is trivially monotone and admissibility on
the sub-domain of computations follows from admissibility of X.
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Assume a semantic pre-condition P € H; — 2, a small semantic type R €
CMPer(V), and a semantic post-condition @ € [R] x H; x H; — 2. As explained
in the previous section, the pre- and post-condition is expressed in terms of a
typed heaps, H;, instead of the underlying domain theoretic heaps. The subset of
computations satisfying the specification is thus defined using the usual “forall
initial worlds, there exists a terminal world”-formulation, known from models of
ML-like references [5]. However, as iHTT supports strong update and dealloca-
tion, the terminal world is not required to be an extension of the initial world.

Specifically, define hoare(R, P, @) as the following subset of T'(V):
hoare(R, P,Q) = {f € T(V) |
Vw € W.Vh € |~y |. P(w,[h]ly) =T =
(f(h)y =L vI, K. f(h)= ', N)AV €|R| A
W e T e HV) [ 3o € W. QU Ta) (w, ) (', (W) = TH}

where (—) denotes the chain-completion operator on T'(V). The explicit chain-
completion of the post-condition is required because of the existential quan-
tification over worlds. Furthermore, since the post-condition is indexed by the
return value [v] g, monotonicity is used to collapse a chain of domain-theoretic
values v1 < vy < --- into a single type-theoretic value [v1]g, when proving that
hoare(R, P, @) is an admissible subset of T'(V).

A Hoare-type in the is now interpreted as follows:

[+ st 7 (P,Q)]""° = ing(A(hoare([I" 7], [T+ P],, [ F Ql,)))

The previous model of iHTT [21] featured a non-trivial computational equal-
ity. However, the previous model lacked the worlds introduced in the previous
section and with it a useful notion of heap equivalence. As a result, the compu-
tational equality in the previous model was very strict, rendering the structural
rule for existentials in Hoare logic unsound. The new model validates all the
usual structural rules of Hoare-logic.

Computations. iHTT contains five basic computations for returning a value,
reading from the heap, writing to the heap, allocating a location and deallocation
a location. These basic computations are given by the following terms, where
{P}7{Q} is shorthand for st 7 (P,Q)7:
ret: II7: set. ITv : 7. {\_.T}r{\r, hi, hy. hy = hy AT =}
read : II7 : set. IIl : nat.
{Ah. dom h 1| = true}r{Ar, h;, ht. h; = hy A peek hy 1 = inr(r,7)}
write : IIT : set. IIl : nat. ITv : T.
{Ah. dom h n = true}r{\r, h;, hy. he = hi[l =, v]}
alloc: IIT : set. Ilv : 7.
{A_T}nat{\r, h;, he. he = hi[r —; v] AT # 0A dom h; r = false}
dealloc : I11 : nat. {\h. dom h | = true}l{A\_, h;, hy. hy = h; \ I}
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In addition, iHTT contains a term, bind, for combining a two computations in

a sequential composition:

bind: IlT,0 : set. IIsy : spec T. IIsy : T — spec o.
stT sy — (Hv:7. sty (s2 v)) —
{Ah;. m1(s1) hi AVzhy. wa(s1) © hy hy = m1(82 ) A}
o
{Ar, hiy he. 3, he ma(s1) © hy he Ama(s2) © h he}

and a term, do, which corresponds to the structural rule of consequence in

Hoare-logic:

do: IIT : set. IIsq, s : spec T. conseq 81 So — St T 87 — St T Sg

where conseq is specification implication:

conseq : IIT : set. spec T — spec T — prop
conseq = AT. As1. Asa. (Vi. w1(s2) i = m1(s1) i) A
(My, i, m. w1(s2) ¢ = ma(s1) y i m = ma(s2) y i m)

Lastly, for each type A iHTT contains a fixed point operator, fix,, for com-

putations with an argument of type A:

fixy : IIT : set. Ils : spec .
(Hx:A. stts)— (IIx:A stTts)) > IHe:A stTs

Below we give the interpretation of the basic computations, by giving the
underlying realizers. As a notational convenience, we write Az. f as shorthand

for in_,(Az. f). Let I = [I'], then,

[I"F ret] = Ae;. Ao Aey. inp(Mh. (ey, h))
[+ read] = Ne;. A An. inp(Ah. if h(n) # L then (h(n),h) else err)
[T+ write] = Ae;. A An. Aey,.
inp(Ah. if h(n) # L then (in1(x), h[n — ¢,]) else err)

[T+ alloc] = Ae;. A-. Aey. inp(Ah. let | = leastfree(h) in (I, h[l — e,]))

[I"+ dealloc] = Ae;. An. Ah.
inp(Ah. if h(n) = L then err else (x, h[n — 1]))

[t bind] = Xe;. A-. Ao Ao Ao dme An. ing(bind(m,n))

[I'F do] = Xe;. Ao A Al A dm. m
[TF fixy] = dei. A A dme ino, (A, ing (Up (u(m))™)(v)))

276



where

bind(m,n) = Mh. case wr(m)(h) of
(v, h') = wp(n-v)(h')
err = err
L =1

leastfree = \h. min{n € N, | h(n) = L}

o Y T o 22 [8 T ) 2 = i)
1 otherwise
oz V) & a if 2 | and & = inr(a)
e Lpey) otherwise

Theorem 3. The interpretation of computations is sound, i.e., well-typed com-
putations satisfy their specifications.

Proof. We prove three representative cases: bind, write, and fix,.

In the case of bind, the intermediate state in the execution of a sequen-
tial composition satisfies the chain-completion of the post-condition of the first
computation. To show that bind is sound, one uses that the underlying compu-
tations are continuous to reason about intermediate states added via the chain-
completion. Soundness follows from Lemma 9 in Appendix C.3.

The soundness of fix, follows from Lemma 6 in Appendix C.1, which gener-
alizes the the least fixed point operator on Per(V) to computations with a single
argument of a large type.

Lastly, the soundness of write follows from Lemma 10 in Appendix C.3.

W-types. The presentation of (co)-inductive types in CIC is based on an in-
tricate syntactic scheme of inductive families. So far, this presentation of (co)-
inductive types has eluded a categorical semantics. Martin-Lof type theory fea-
tures an alternative presentation, based on W-types (a type-theoretic formal-
ization of well-founded trees), which is strong enough to represent a wide range
of predicative inductive types in extensional models (such as ours) [11, 3]. Since
W-types in addition have a simple categorical semantics, we have chosen to show
that iHTT models inductive types by showing that it models W-types. Specifi-
cally, we show that it models W-types at both the type and set universe, and
that the W-types at the set universe supports elimination over large types.

Semantically, in the setting of locally cartesian closed categories, W-types are
modelled as initial algebras of polynomial functors [16]. In the setting of split
closed comprehension categories we define:

Definition 9. A split closed comprehension category P : B — B~ has split
W-types, if for every I € B, X € Ef and Y € Eyx, the endo-functor,

P]’X’y :EXOHYO(WXOTI')/)* :EI*)E[
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has a chosen nitial algebra ar xy : Prxy(Wrxy) = Wi xy € Er, which is
preserved on-the-nose by re-indexing functors.

As is well-known, Asm(V) is locally cartesian closed and all polynomial func-
tors on Asm(V) have initial algebras. This yields initial algebras for functors
Pxy : UFam(Asm(V)); — UFam(Asm(V)); for X € E; and Y € E;xy. This
lifts to an arbitrary context I € Asm(V) by a point-wise construction, which
yields split W-types, as re-indexing in UFam(Asm(V)) is by composition:

Lemma 4. The split ccomp P : UFam(Asm(V)) — Asm(V)™ has split W-types.

Proof. W-types in Asm(V) are constructed from the W-types in Sets, by restrict-
ing to “heriditarily realized” trees (see Appendix C.4 for the full construction):
In the case where I = 1, assume X € Asm(V) and ¥ € UFam(Asm(V))x and
let T'x y denote a solution to the set-isomorphism,

supxy : H Yol = Txy =Txy
ze|X|

and let Exy : Tx,y — P(V) denote the unique function satisfying,

Exy(sup(z, f)) = {inx(ez,e5) | €x € Ex(z) ANVy € |Yz|. Vey € By, (y). }
ef-ey € Exy(f(y))

def

Then Wxy = ({w € Tx,y | Exy(w) # 0},Exy) € Asm(V) and sup :
Px y(Wx y) — Wx,y is an initial Px y algebra, realized by the identity (Lemma
14 in Appendix C.4).

In the case of an arbitrary context I € Asm(V), assume X € UFam(Asm(V));
and Y € UFam(Asm(V));xy, then we define Wy xy and oy x y by a point-wise
lifting:

Wrxy = (Wx, ay. Y(i,y))ielll
and
arxy = (idl, (supx;, ay. m,y))iem)

ar x,y is uniformly realized, since each of the underlying sup functions is real-
ized by the identitiy.

To show that these are further preserved on the nose by reindexing, assume
JeAsm(V) and u: J — I € Asm(V). Then,

u* (aI,X,Y) = (idJ7 (aXu,(j)7>\y~ Y(u(j),y))jeljl) = Qg (X) {u(X)}(Y)
This models W-types in the type-universe. In addition, iHTT features small

W-types over small types, with elimination over large types. The idea is to model
these small W-types by forming the W-type in UFam(Asm(V)) and mapping it
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back into UFam(CMPer(V)) using the reflection. The reflection works by collaps-
ing an assembly into a PER by equating values with overlapping sets of realizers
and into a complete monotone PER by taking the monotone completion of said
PER. In the case where X and Y are in the image of Z.;, the construction of
Wi x v sketched above yields a modest set (i.e., has no overlapping sets of re-
alizers) and furthermore, the induced PER is already monotone and complete.
This induces the following isomorphism, which allows us to model small W-types
with elimination over large types:

Lemma 5. For every I € B, X € UFam(CMPer(V));, andY € UFam(CMPer(V)) x3,
there is a chosen isomorphism,

Wi z.(x)Za(v) = Let(Ret(Wi 2., (x) 2.0(1);
which is preserved on-the-nose by reindexing functors.

Proof (Sketch). There is a well-known equivalence between PERs and modest
sets. This extends to complete monotone PERs as follows: Define CMod(V) as
the full-subcategory of Mod(V), consiting of modest sets (X, E'x), satisfying the
following two conditions,

Vo,y € X. (a,b. a € Ex(x) N\b€E Ex(y)Aa<b)=z=y
Ve e X. Ve:N—, V. (Vn € N. ¢(n) € Ex(z)) = Uy,c(n) € Ex(x)

then Z.; and R.; forms an equivalence between CMPer(V) and CMod(V) and
furthermore for every X € CMod(V) there is a chosen isomorphism X &
Zei(Rei(X)). This lifts to a fibred equivalence between UFam(CMPer(V)) and
UFam(CMod(V)), with chosen isomorphisms, X = Z;(R¢; (X)) for X € UFam(CMod(V))y,
preserved on the nose by re-indexing functors.

The result thus follows by showing that Wx y € CMPer(V) for X € Asm(V)
and Y € UFam(Asm(V))x, which follows by well-founded induction on Ty
(Lemma 15 in Appendix C.4).

4 Implementation

One of the advantages of weakening Hoare types instead of the underlying depen-
dent type theory — as in the case of [21] — is that it can simplify implementation
of the resulting type theory. In our case, presenting iHTT as an extension of
CIC allows for easy implementation as an axiomatic extension of the Coq proof
assistant.

Our implementation is based on the Coq infrastructure developed by Nanevski
et. al. [19], to support efficient reasoning about stateful computations in Coq.
This infrastructure defines a new Hoare type on top of the built-in Hoare type
with support for more efficient reasoning, based on ideas from separation logic.
Specifically, as illustrated in Section 2, this new Hoare type features (1) small
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footprint specifications and (2) efficient reasoning about heaps. Efficient reason-
ing about heaps is achieved by reasoning using the partial commutative monoid
(1+heap, @) instead of the total non-commutative monoid (heap, ¢), where heap
is the actual type of heaps and e is heap union [19].

Compared to Nanevski et. al.’s implementation of predicative Hoare Type
Theory (pHTT), this new implementation features higher-order store and im-
predicative quantification, but the predicative hierarchy lacks Hoare-types. The
new implementation is almost source compatible with verifications in pHTT that
do not exploit the predicative hierarchy.

Compared to the Ynot implementation of pHTT [18], in addition to im-
predicativity the main difference lies in the treatment of ghost variables. Post
conditions in Ynot are unary and thus employ ghost-variables to relate the pre-
and post-condition. Ynot expresses ghost variables of a specification as compu-
tationally irrelevant arguments to the computation. As Coq lacks support for
computationally irrelevant variables, Ynot extends Coq with an injectivity ax-
iom, which gives an embedding of set into the computationally irrelevant prop-
universe. This axiom is inconsistent with a proof irrelevant prop-universe and
thus in particular unsound in our model. Additionally, this limits Ynot’s ghost
variables to small types, whereas iHTT supports ghost variables of large types.

5 Related work

Our approach to partiality is based on the idea of partial types, as introduced
by Constable and Smith [9]. We have already discussed its relation to the work
on admissibility by Crary [10] in the introduction. Below we first discuss related
work on partiality, followed by related work on partial correctness reasoning.

Bove and Capretta [7] proposed representing a partial function f : A — B as
a total function f : ITa : A. P(a) — B, defined by recursion over an inductively
defined predicative P : A — prop, expressing the domain of the partial function.
This allows the definition of partial computations by general recursion, but does
not model non-termination, as f can only be applied to arguments on which
it terminates. Capretta [8] proposed an alternative co-inductive representation,
which does model non-termination, representing a partial function f : A — B as
a total function f : A — B?, where BY is co-inductive type of partial elements
of type B. This representation yields a least fixed point operator on finitrary
(continuous) endo-functions on A — B". Capretta does not provide a fixed point
induction principle, but we believe such a principle would require admissibility
proofs.

Another alternative approach to partiality is to give a model of a language
featuring general recursion inside a dependent type theory. This allows one to
model and reason about partial computations inside the type theory, but does
not extend the type theory itself with partial computations. This approach has
for instance been studied and implemented by Reus et. al. [22], who formalized
Synthetic Domain Theory in the Lego proof checker. The resulting type theory
can be seen as a very expressive version of LCF. The synthetic approach allevi-
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ates the need for continuity proofs, but still requires admissibility proofs when
reasoning by fixed point induction.

Hoare-style specification logics is another line of closely related work. With
a collapsed computational equality, reasoning about a partial computation in
iHTT is limited to Hoare-style partial correctness reasoning, as in a specification
logic. With the modularity features provided by the underlying dependent type
theory (i.e., X' types), iHTT can thus be seen as a modular specification logic
for a higher-order programming language.

6 Conclusion

We have presented a new approach for extending dependent type theory with
potentially non-terminating computations, without weakening the underlying de-
pendent type theory or adding restrictions on the use of fixed points in defining
partial computations. We have shown that it scales to very expressive dependent
type theories and effects beyond partiality, by extending the Calculus of Induc-
tive Constructions with stateful and potentially non-terminating computations.
We have further demonstrated that this approach is practical, by implementing
this extension of CIC as an axiomatic extension of the Coq proof assistant.

To justify the soundness of our extension of CIC, we have presented a realiz-
ability model of the theory. For lack of space, we have limited the presentation
to a single predicative universe, but the model can be extended to the whole
predicative hierarchy type C type, C ... of CIC.
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A Impredicative Hoare Type Theory

A.1 Syntax

I'i=¢|Tz:A
M,N, A, B,7,0,P,Q ::=x | set| prop | el(r) | prf(P)

A.2 Judgments

I : A.B | Absy s g(M) | Appy. 4 (M, N)

Iz : At | AbsS, , (M) | App3 4 (M,N)

Va : AP | Abs; s p(M) | App;ia p(M,N) | ep

STa: AB | Pairg s p(M,N) | 754 (M) | 724 (M)
9% : At | PairS 4 (M,N) | unpack M as (z,y) in N
A + B | inlA,B(M) | ’I:TL'I"A}B(M)

cases p M in inl(z) = Ny | inr(z) = Na

WPz A.B | supg.4 5 (M) | foldg 4 5(M)

st : 7.0 | supf:T.U(M) | fOldfTo'(M)

110)

bool | true | false | if M then N; else Ny

nat | zero | succ M| M==N|M <N

heap | empty | upd | free | max | dom | peek

st| ret | read | write | alloc | dealloc | bind | do | fiz,

I' Ctx I' is a well-formed context

'+ A: type A is a type in context I’

I'M:A M is a term of type A in context I’
I'-A=B:type A and B are convertible in context I’
I'-M=N:A M and N are convertible in context I"

We reserve the meta-variables A and B for types, the meta-variables 7 and o
for small types (terms of type set), and the meta-variables P and Q for propo-
sitions (terms of type prop).

A.3 Contexts

e Ctx

- '+ A: type
Iz : A Ctx

A.4 Structural Rules

'+ A: type

Na:AFaz:A " I, AM/z] - 7[M/z]

I'-M:A Iax:AART

SUB
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x:Ay:AART '+ B : type Iz:Ay:B,AFT

CON X
Lz A Alz/yl - Tlz/y) ' Iy:B,x: A/ AT .
' A: type r-J I'-M:A I'A=B: type
WEAK CONV
Ix: AT I'-M:B
A.5 Types
——————— TYPE —————————— PROP
ek set: type € - prop : type
I'E71:set Ix:AF B: type I'x: AF B : type
RS - YP° - b
I'+el(t) : type I'FII"z: A B: type I'X"z: A B: type
A.6 Small types
I'HP: prop

PRrFT

1 BOOL NAT
I'+1:set I't bool : set I't+ nat: set I'+ prf(P) : set

Iez:AF7: set Ie:AF7: set
S 1Is S
I'EII”x: A 7: set I'-X"x: A 7:set

A.7 Propositions

Ix:AFP: prop
I'EVx: AP : prop

I'z: AFM: el(prf(P)) I'-M: el(prf(vz : A.P)) I'-N:A
I'EMNz: AM: el(prf(ve : AP)) ' AppL 4 p(M,N) : el(prf(P[N/x]))
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Using universal quantification, we define the usual logical connectives as fol-
lows:

P= QX vz: ellprf(P)). Q
TEVP : prop. P = Q
1 ='VYP : prop. P
PAQEVR:prop. P=Q=R)=R
PVQ=VR:prop. (P=R)= (Q=R)=R
-P=P=1
Jz: AP E VR : prop. (IT'z: A. (P=R)) = R

a=4b=VP:A— prop. P(a) = P(b)

A.8 Terms
I'-():ell)
I' + true : el(bool) I' - false : el(bool)
I'M:bool TI'FN;:A I'-Ny: A
' 4f M then Ny else Ny : A
I'M: el(nat)

I' - zero : el(nat) I't+ suce M : el(nat)

I'=M,N: el(nat) I'=M,N: el(nat)
I'-M == N: el(bool) I' =M < N : el(bool)

Ix:AFM: B I'tM:II"z:B. A I'-N:B
IF'tXz:AM:II7z: A B I'-MN: A[N/x)]
Iz:AFM: el(r) I'FM:el(llz:A. 1) T'FN:A

I'EXz: A M: el(ITz : A. 7) I'FM N : el(T[N/z])

285



I'M:A T'FN:B[M/z I'M:A  T'FN:el(r[M/z])
r'eMNT: 5Tz A B I'H(M,N)Y: el(25¢: A. 7)

Iz:ellX%z: Ar)Fo: set Lx:Avy:1mkEM: ello(z,y)%/2])
Iz:el(X°z: A7) F unpack z as (x,y) in M : el(o)

I'rM:X7Tz: AB I'-M:x%z: AB
I'fstM: A I't+ snd M : B[fst M/z]
I'EFM: A I'M:B
I'Finly gM): A+ B I'inry p(M): A+ B

I'M:A+B Iz: AFN;: C I'e:BFNy: C
I'+ casesp M in inl(z) = Ny | inr(z) = No : C

A.9 W-types

'+ A: type Iz:AF-B:type I'tb71:set INx:ellr)bFo: set
I't-WTz: AB: type 't WSz :1.0: set

F'FM:ST2: A (B—=Wz:AB) T'+M:XT2z:el(7). (ello) — el(Wz : 7.0))
I'tsupl , g(M) : WPz AB I'Fsupd. (M) : elWz : 7.0)

' A: type I''z: AF B : type '+ X : type
'FEM:(2Tz: A (B—= X)) =X
I'F fold , s(M): WPz : AB = X

I'krT1:set INx:ellt)Fo: set I' X : type
TFM: (ZTz: el(r). (el(o) — X)) — X
I'F foldS__(M):elW z:7.0) = X

XTr:T.o

'+ A: type I''z: AF B : type '+ X : type
TEN :(2T2:A (B X)X TFNy:WT2:AB) - X
C=("r: A (B—-W'z: AB))

'+ (Vy: C. No(supp. o p(y)) = N1(mi(y), foldr. o.5(N1) 0 ma(y))) = Ng = foldL. 4 p(N1)

I'7: set Ix:ellt)Fo: set I'+ X : type
T'ENy: (5T el(r). (ello) = X)) = X I'ENy: W92 :7.0) = X
C =Xz ellr). (ell0) = Wiz : 7.0))
I'F (Yy: C. No(sup?._ (y)) = Ni(mi(y), folds. (N1)om(y))) = No = fold3._ (Ny)

TiT.O T:T.o
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A.10 Heaps

For each term M : A below, iHTT contains a typing rule,

I'-M:A

emptly : heap
upd : II"7 : set. heap — el(nat) — el(T) — heap
free : heap — el(nat) — heap
mazx : heap — el(nat)
dom : heap — el(nat) — bool
peek : heap — el(nat) — el(1) + (X717 : set. el(T))

A.11 Heap axioms

For each propostion P below, iHTT contains a typing rule,

I't-ep : el(prf(P))

max emply =i(nqt) 2€T0
V7 : set. Yh: heap. Vn : el(nat). Vv : el(7).

mazx (h[n =+ v]) =cynat) if n < mazx h then maz h else n

Vn : el(nat). peek empty n = inl ()
V7 : set. Yh : heap. Vn : el(nat). Vv : el(T). Vm : el(nat).

peek (h[n —; v]) m = if n == m then inr Pair . s ) (7,v) else peek h m
Vh : heap. Vn,m : el(nat).

peek (h\ n) m = if n == m then inl () else peek h m

Vn : el(nat). dom empty n = false
V7 : set. Vh : heap. Vn : el(nat). Vv : el(T). Ym : el(nat).

dom (h[n —, v]) m = if n == m then true else dom h m
Vh : heap. Vnm : el(nat).
dom (h\ n) m = if n == m then false else dom h m
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Vh : heap. Vo, 3 : set. Vn,m : el(nat). Va : el(«). Vb : el(B).
h[n —q al[m —pg b] = if n == m then h[m —g b] else him g b][n —,, a

Vhi, ho : heap. (Vn : el(nat). peek hy n = peek ha n) = h1 =peqp ho
VP : heap — prop.
(Vh : heap. Vo : set. Vn : el(nat). Vv : el(a). P h = max h <n =P (hln —4,v])) =
P empty = Vh : heap. P h

where h[n —, v] is shorthand for upd 7 h n v and h\n is shorthand for free h n.

A.12 Computations

For each term M : 7 below, iHTT contains a typing rule,
I'M: el(r)

st: I1°7 : set. spec T — set
ret: I1°7 : set. IT°v : el(t). {\_T}r{\r,hs, hy. hy = hy Ar = v}
read: II°7 : set. II°] : el(nat).
{Ah. dom h | = true}r{Ar, h;, hy. h; = hy A\ peek hy | = inr(T,r)}
write: I1°7 : set. IT°1] : el(nat).
IT5v : el(7). {\h. dom h n = true}r{\r, hi, hy. hy = hi[l —, v]}
alloc : IT°7 : set. IT%v : el(T).
{A_T}nat{\r, h;, hy. he = hi[r —- v] Ar # 0 A dom h; r = false}
dealloc : IT°1 : el(nat). {\h. dom h | = true}1{\_ hi, hy. hy = h; \ 1}

do: IT57 : set. IT%sy, sy : spec . IT° el(prf(conseq s1,52)). el(st T s1) — el(st T s5)
bind: I1°7,0 : set. I1°s, : spec 7. [T sy : el(T) — spec o.
el(st T s1) — (II°v : 7. st, (55 v)) —
{Ah;. m1(s1) hi AVxhy. mo(s1) @ hy hy = 71(s2 @) hay}
o
{Ar, hyy hy. Az, he mo(s1) @ hy by Ama(s2) r h by}
fix, : II°7 : set. II®s : spec .
(IT%z : A. stTs) — (II°z: A stTs)) = Iz : A stTs
where
spec = A1 : set. (heap — prop) x (1 — heap — heap — prop)

and {P}7{Q} is shorthand for st 7 (P,Q)7.
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A.13 Term definitional equality I'-M=N:A

I'-M:A I'-rM=N:A T'FMj=My:A I'-My=DMs:A
I'-M=M:A I''N=M:A I'EM;=Ms: A

I'z:A-M:B I'FN:A Ue{ST,P}
't (\Yaz: A M)N=M|[N/z|: B]M/z]

I'M:A TI'FN:BM/z I'CM:A T'FN:B[M/x
I'fst M,N)T =M: A '+ snd (M,N)T =N : BM/z]

I'M:A I'=N: el(r[M/z]) Nz:Ay:7HK:ello)
I' - unpack (M,N)* as (z,y) in K = K[M/z,N/y] : el(c)

I'-M:A Ix:AFN;: C I'c: BFNy: C
I' - case inl(M) in inl(z) = Ny | inr(z) = No = N;[M/X] : C

I'M:B Ix:AFNy: C I''z:BFNy: C
I'F case inr(M) in inl(z) = Ny | inr(z) = N2 = Na[M/X]: C

F'FM:XT2:A (B-WTs:AB) TFN:(ZTz:A (B-X) =X
I't foldg, 4 5(N)(supg.4.5(M)) = N(m1 (M), foldg, o 5(N) 0 m2(M)) : X

I'EM: 5Tz el(r). (ello) — elWa : 7.0))
TEN:(2Tz: el(r). (ello) = X)) = X
T fold, ,(N)(sup, o (M) = N(mi (M), foldS., () o m(M)) : X

Xr.T.O

A.14 Type definitional equality [T+ A=B: type]
'+ A: type I'tA=B: type
I'FA=A: type I'EB=A: type

I'HA=B: type I'FB=C":type
I'A=C: type
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I'-A=A"":type I''z:AF B=DB:type
Iz AB=I"%z: A" B : type

I'-A=A":type I'z:AF B=DB:type
I'XT2:AB=X%z:A'.B : type

I'-A=A"":type I''z:AF B=DB: type
I'eWhz: AB=WTz: A'.B

I'-A=A"":type I'-B=DB":type
I'~A+B=A+B:type

I'E1T=0:set
I'tel(r) = el(o) : type
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B Interpretation

This appendix contains the concrete interpretation of the underlying dependent
type theory. The interpretation of terms of small types is defined in terms of a
realizer, which uniquely determines a morphism in the appropriate fibre category.

[[—}]CtX : Ctx — obj(Asm(V))
[[_]]Type : Ctx x Term — obj(UFam(Asm(V)))
[-]7"™ : Ctx x Term — hom(UFam(Asm(V)))

B.1 Contexts

[[6]]Ctx -1
[[2: A9 = (Zier X, (i, 2) — {(a,b) | a € E(i) Ab € Ex, (x)})

for (I, E) = [I]°™ and (X;, Ex,) = [+ A] ™.

B.2 Types '+ A: type

[+ set]YP° = V(CMPer(V))
[T+ prop] [ ** = V(2)
[ F el(7)] 7P = Zo ([T F 7]7™)

i i

Type
[PF1T:: AB];™™ = ({f e I Yoo | Er,(5) 7&@} En>
1€X,;
[+ 3Tz AB] ™ = ( 1T Y(i,@,EUi)
zeX;

for (I’ E) = HF]]Ctxv (XZaEX«L) = HF + A]]Typea and (}/Ei,w)a EY(i,w)) = [[F,x AF BHTYP‘S’
where

El_h(f) ={ino(a) | Vx € X;. Ve, € Ex,(z). a- e, € Ey(i,m)(f(x))}
EHl(x’y) = {inx(avﬁ) | ac EXi(l‘) NB € EY(i,m) (y)}
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B.3 Small types I'FT7: set

[[]—. L prf(P Terrn

VxV if [P =T
0 if [['FP)J™ = 1

Term

[T+ 1%z A = {(a,b) | Vo € X;. Ve1,e3 € Ex, (). (a-e1,b-€2) € Ri; ) }

[[F S5 Ar] ™ {ab|3xy€HR(”)]aEEH(x)/\beEH()/\xwiy}

zeX

for (I, E) = [, (Xi, Ex,) = [['+ A", and Ry = [ : AF7]™™,

where

ELI,,-, (z,y) = {inx (o, B) | a € Ex,(z) AN B €y}
v —y iff By (z)NE(y) #0

~; is the transitive closure of —;, and (—) denotes monotone completion.

B.4 Terms I'-M:A

[[F,x:A}— ol =

Term

Term
=z €X;— [Ia: AFM];7)
= [ =M™ ([ - N]™)

Term Term
= (=M [ AR NH(z‘,[[F»—M]]iTe"“‘))

)]s

[[F = Appz:AAB( )
[r+ Paz’r{.AB( N)
)

)

Term

I;
]]Term

]]Term _ 7T1([[F - M]]Z’_I‘crm)
HTerm _ 71_2([[[, - M]]Z’I‘crm)

IIFl—T(TAB(M
HFl_T‘—lAB(M

[T F AbsS , ()] ™

= in_, (Aedin_, (Ax. m(iny (e, x))))

case m(e) of

=in_ | de. in(f) = f(n(e))
otherwise = 1y

Term
[+ App3a-(M,N)]

Term

[+ Pairs , (M,N)] =in_,(Ae. iny(m(e),n(ink (e,m(e)))))

case m(e) of
[I" F unpack M as (z,y) in N|™™ =in_, [ Xe. inx(a,b) = n(iny(iny(e,a),b))
otherwise = Ly

where m = [+ M]™™ and n = [I" - N]™™.
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B.5 Base types and terms

[ 1™ = {(ina (x), ina (+))}
[T F O]™™ = in_ (Xe. ini(x))
[+ bool] ™ = {(inn(1),inx(1)), (inx(2), inx(2))}
[+ nat] ™ = {(inx(n), inx(n)) | n € N}
[N F™ if [ F M]™ = [in(1)]
[ No] o™ if [ F M]™ = [inn(2)]
[+ true] ™™ = in_, (e. inn(1))
[ F false] ™™ = in_, (e. inn(2))
[+ zero] ™™ = in_, (Xe. iny(0))

case m(e) of
[ F suce M]™™ =in_, | Xe. inn(n) = inn(n+1)
otherwise = Ly

[ if M then N, else Ny][ ™ = {

293



C Proofs

C.1 Recursion

Definition 10. Given X € Asm(V) and R € UFam(CMPer(V))x, let IIx(R)
denote the complete monotone PER,

IIx(R) ={(a,B) | Vx € | X]|. Ve, € Ex(z). (- ey, 8 €s) € Ry}

Definition 11. Let u: V — (V= T(V)) = (V= T(V)) denote

a ifx-in,(Az. inp(y(2))) -z = inr(a)
L otherwise

uw(z:V)(y:VoTV)(z: V)< {

and let Ifp denote in_,(Xe. U, in_,(Az. in7((u(e))")(Lvorw))(2)))-
Lemma 6. Let X € Asm(V) and R € UFam(AdmPer(T'(V))), then
lfp : |(IIx (inT (R)) — Ix (inr(R))) — Ix (in(R))|
Proof. Assume ayq (IIx (inp(R)) — IIx (int(R))) ag, then we need to show that

(Ufp - ar, Ufp- az) = (Un in (Az. inp(((u(e1))") (Lvo1v))(2))),
) (2

Un i (2. i ((u(02))™) (Lyr)(2))) € Hx (ing(R)

which follows by chain-completeness from,
Vn e N.in_ (Az. ing((u(a))" (Lvomw))(2))) Hx (ing(R)) in (Az. ing((u(a2))" (Lvsavy)(2)))

which we prove by induction on n. The base case follows from the admissibility
of R. For the inductive case, assume

inoy (hz. ing (u(@0)" (Lyoaren) (2)) Dx (ing (R)) inos (Az. inp (u(02))™ (Lo ) (2))

Assume z € | X| and e, e3 € Ex (), then it follows by the induction hypothesis
and definition of ITx (inr(R)) that,

(Oq : in_>(>\2- Z‘nT((U(al))n(J—VaH(V))(Z))) €1,
g - inoy (Az. ing((u(a2))" (Lvoawv))(2))) - e2) € ing(R)

and thus,
(ins(Az. inp((u(a1))" (L)(2))) - er,in (Az. inp((u(az))™(L)(2))) - e2) € inr(R)

in Az ing((u(ai)" (L(2))) - e = ing ((u(as)) (w(i)™ (Ly— ) (e:)
= q; - in (Az. inp((u(a))" (L)(2))) - e
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C.2 Underlying DTT
Lemma 7. Let S,T € Per(V). Then

S>TCS—>T=8—->T

where (—) denotes monotone completion operator:
R=(){S€CMPer(V) |[RC S}, R e Per(V)
Proof. The S -+ T CS =T and S - T C S — T inclusions are obvious.
To show S — T C S — T, assume (aj,az) € S —T.

Define,
Ui d:ef {(.’L’,y) | (a’i C T, QG Z/) € T}

U; is clearly a PER and by assumption S C U;. Furthermore, U; is monotone
and complete by continuity of c; and monotone and completeness of T'. Hence,

S CU;.

Define B B
Ud:ef{(%y) €S|(ar-z,a0-y) €T}

Since S C U;, U is indeed a PER and by assumption S C U. Again, it follows
that U is monotone and complete from the continuity of «; , monotone and
completeness of T' and that U; C T. Hence, U = S and thus (ay,a2) € S = T.

Lemma 8. Let S € CMPer(V) and T : V/S — CMPer(V), then
Ex(Y) = {(inx(al,bl),inx(ag,bg)) ‘ aj S az N\ b1 T([al]g) bg} € CMPBI‘(V)

Proof. Xs(T) is clearly a PER.

To show that X¢(T") is monotone, assume (a1, b1), (az,b2) € | Xs(T)], a1 < aq,
and b; < by. Then a1 S as and by T([al]g) by and hence ((&1,[)1),(&2762)) S
Ys(T).

To show that YXs(T) is complete, assume a1 < ay < -+-, by < by < ---, and
(a;,b;) € |¥s(T)|. Then by completeness, | |, an € |S|. Hence, by monotonicity,

a; S |, an for every i and thus b; € |T([Ll, anls)| for every ¢, from which it
follows that | |, b, € |T([L,, an])| by completeness.

C.3 Computations
Definition 12. Let R € CMPer(V), then

spec(R) 2 (H, — 2) x ([R] — H; — H, — 2)
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Lemma 9. Let R, S € CMPer(V), (p1,q1) € spec(R), sa2 € [R] — spec(S), and
m € |A(inr(hoare(R,p1,q1)))]
n € [IIzry(z € [R] = ing(A(hoare(S, 1 (s2(x)), ma(s2())))))]

then bind(m,n) € hoare(S,p,q), where

p(h; € Hy) = p1(h;) AVz € [R]. Vhy € Hy. q1(2)(hi)(he) = m1(s2(x)) (hye)
and
q(z € [S])(hi € Hy)(he € Hy) = Jy € [R]. 3h € Hy. qu(y)(hi)(h) A a(s2(y)(2)(h) (he)
Proof. Let w € W and h € | ~,, | such that p([h],).

By assumption, there exists an « € V, such that m = ingp(a) and o €
hoare(R,p1, p2). Since p1([h]w) we thus have that that a(h) # err. If a(h) = L
then bind(m,n)(h) = L € hoare(S,p, q), trivially. Hence, the only case we have
to consider is if a(h) = (v, k). In this case v € |R| and h’' € Mg, where

Mo = {1 € H(V) | 3w’ € W. q1([v]r) ([h]w) ([A']wr)}

Since v € |R| there exists a 8 such n - v = inp(5) and

B € hoare(S,m1(s2([v]r)), m2(s2([v]R)))-

Define N as the subset of intermediate states for which the terminal state of 3
satisfies the post-condition:

NE {1 e HWV) | B(H) = LV 3 0" (') = (o', 1) A
o' € S| AR € Mp(v')}
Mp(v') = {1 € H(V) | 3u" € W. m(sa (o] ) ([']s) (W) (B ) }

It is thus sufficient to show that M7Q C N. To that end, we show that N is
chain-complete and that Mg C N. Chain-completeness of N follows from the
continuity of 5 and monotonicity of S.

To show that Mg C N, assume w' € W and A’ € | ~, | such that
@1 ([v]R) ([P)w) ([R)w)- Since p([h]w), it follows that w1 (s2([v]7))([A']w) and hence
B(h') = L or B(h') = (v, ") such that v' € |S| and h" € Mg, where

Mg = {h" € H, | 3uw" € W. my(sa([v]r))([v']) ([A]uor ) ([W"]u) }

In the first case we trivially have that h' € N. For the second case we have to
prove that Mg C Mp([v']s), which follows from Mg C Mp([v']s).

Lemma 10. Let R € CMPer(V), [n] € [iny({(n,n) | n € N})], e, € [n], v €
[R], and e, € v, then

write(en, e,) = (Ah. if h(n) # L then (ini(x), hle, — €,]) else err)
€ hoare({(in (%), in1 (%))}, p, 4(v))
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where
p((w,-) € Hy) Zw(n) |
q(z € [R])((w, [hw) € Hy)(he € Hy) £ hy = (wln — R], [hln — e,]])

Proof. Let w € W and h € | ~,, | such that p(w, [h]y). Then w(n) | and thus
h(en) # L. Hence,

write(en, e,)(h) = (in1(x), hle, — ey])
Furthermore, inq (%) € [{(in1(x),in1(%))}| and

q([ina () (w, [h]w)(wln — R], [hlen = €,]])

C.4 W-types

In this appendix we construct W-types in Asm(V), from the W-types in Sets. We
take it as an axiom that Sets has W-types. From this axiom, we derive an induc-
tion principle and a dependent recursion principle for W-types in Sets (Lemmas
11 and 12). W-types in Asm(V) are then defined as a “hereditarily realized”
subset of the underlying W-type in Sets (Definition 13). From the dependent
recursion principle we derive a recursion principle on this “hereditarily realized”
subset (Lemma 13), which we use to prove that the “hereditarily realized” subset
is indeed a W-type in Asm(V) (Lemma 14).

Axiom 1 Let A € Sets and B € Fam(Sets) 4, then there exists a set W with an
isomorphism, sup : (HGGA B, — W) = W, such that for any set X € Sets and
function g : ([[,ca Ba — X) — X there exists a unique function h : W — X,
satisfying, Ya € A. Vf € B, — W. h(sup(a, f)) = g(a,ho f).

Given A € Sets and B € Fam(Sets), we use W4 p and supa p to denote a
set and isomorphism satisfying the conditions of Axiom 1. Given a morphism g
as in Axiom 1, we use fold(g) to refer to the meadiating morphism induced by

g.
Lemma 11. Let A € Sets, B € Fam(Sets)4 and V C Wy g, such that

Vae A Vfe B, —Wap. (Vo€ B,y f(b)eV)=sup(a, f)eV
then V. =W.

Proof. Define g : (JI,c4 Ba — V) — V as the function, g(a, f) = sup(a, ).
Then by the uniqueness of fold(sup) we have that,

fold(g) = fold(sup) = idw

and thus W C V.
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Lemma 12. Let A € Sets, B € Fam(Sets) 4, X € Fam(Sets)y and
g: Haeallfep, sw(ITye B, X55)) = Xsup(a,f)
there exists a unique h : Il,cw Xy, satisfying,
Va € A.Vf € B, — W. h(sup(a, f)) = g(a, f,ho f)
Proof. Define ¢’ : (XoeaBa = Zwew Xw) = Ywew Xuw as follows,

d'(a, f) = (sup(a, \b € B,. m1(f(b))),
g(a, Ab € Bq. m1(f (b)), Ab € B,. m2(£(b))))

and let b/ : W — X,cw X, denote the unique function satisfying,
Va € A.Vf € B, = W. I (sup(a, f)) = ¢'(a,h/ o f)

Define
V={weW|m(w)=uw}

then for any a € A, f € B, — w, such that Vb € B,. f(b) € V, we have that

(1)

w1 (R (sup(a, f))) = m1(g' (a, k' o f)) = sup(a, \b € B,. w1(h' o £)(b)) = sup(a, f)

and thus V = W. Define h : Il ,cw X, as,
h(w) = 2 (h' (w))
then

h(sup(a, f)) = ma(K (sup(a, f))) = m2(g'(a, 1 o f))

= g(a, Ab € Ba. w1 (1'(f(D))), Ab € Ba. ma(h'(f(0))))

:g(avahof)

To prove uniqueness, assume k : II,cw X, is another meadiating morphism.

Then k' : W — X ,ew X, defined as follows,
K (w) = (w, k(w))
satisfies (1):

k'(sup(a, f)) = (sup(a, f)vg(a’v fiko f))
= (sup(a,\b € B,. mi(K'(f(b)))),

g(a, Ab € Ba. mi (K'(f(D))), Ab € Ba. ma(K'(f(0)))))

=g'(a,k o f)

and thus, ¥ = A’ from which it follows that h =m0 h/ =m0 k' = k.
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Definition 13. Given X € Asm(V) and Y € UFam(Asm(V))x, let Wxy de-
note the assembly,

Wxy = ({w € Wix| y| | Bw(w) # 0}, Ew)
where Eyw : W x| y| — P(V) denotes the unique function satisfying,

Ew (sup(z, f)) = {inx(ez,ef) | ez € Ex(x) AVb € |Yy|. Ve, € Ey, (y).
ef ey € Ew(f(y)}

Lemma 13. Let X € Asm(V), Y € UFam(Asm(V))x, Z € Sets and g :
(ILex|(IYal = Z)) = Z, then there ezists a unique h : [Wxy| — Z € Sets
satisfying,

Vo € |X]. Vf € [Ye| = Wix|,v|- Ew(sup(z, f)) # 0 = h(sup(z, f)) = g(x,hO(f))
2

Proof. Define Z,, = {x | Ew (w) # 0} — Z and
9" Zoeix1Zserval-wix, v (Hyeva Z5 1) = Zoup(a,f)
as follows,
g'(x e |X], felYel = Wix |y, 7 € Hyepy, | Zrwy) (x) = g(z,y € |Ye| = 7(y) (%))

which is well-defined, since if Ew (sup(z, f)) # 0, then Ew (f(y)) # 0 for every
y € |Yz|. There thus exists a unique h' : IT,ew Z,, satisfying,

Vo € |X| Vf S |Yx| d VV‘X“y‘.
Ew (sup(z, f)) # 0 = h'(sup(z, f))(x) = g(z,y € [Yz| = (Ko £)(b)(x))

Lastly, define h : [Wx,y| — Z as h(v) = I’ (v)(), then
Va € |X[. Vf € [Ya| = Wix |y Ew(sup(, f)) # 0 = h(sup(z, f)) = g(x, ho [)
To show uniqueness, assume k : |[Wx y| — Z satisfying (2). Then,
K (weWixpv) £ a e {x| Bw(w) # 0} = k(w)
satisfies,
K (sup(, f))(*) = k(sup(z, f)) = g(z. ko f) = g(z,b € By = (K o f)(b)(%))

for x € |X| and f € Y| = Wx,y|, with Ew (sup(z, f)) # 0. Hence k' = h’
and thus h(v) = b/ (v)(x) = k' (v)(%) = k(v).

Definition 14. Given X € Asm(V) and Y € UFam(Asm(V))x, let Pxy :
Asm(V) — Asm(V) denote the functor,

Pxy(A) = ({(z, f) € Yoeix||Ya| = |Al | Er(f) # 0}, Ep)
Pxy(f:A— B)=(x,9) = (z,fog)
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where

Ep(x, f) = {(ex,e5) | e € Ex(x) Neg € B, (f)}
En,(f) ={a|Vy €Yzl Ve, € By, (y). a-ey € Ea(f(y))}

Lemma 14. Let X € Asm(V) and Y € UFam(Asm(V))x then
sup|x|,|y| - PX7y(WX’y) — WX,Y S Abm(V)
realized by the identity, is an initial Px y-algebra.

Proof. Given h : Pxy(A) — A € Asm(V), define v’ : [Wxy| — |A] + 1 as the
unique map satisfying,

inl(h(x,mou' of)) (Vy€ |Yz]l. (mou of)y)l)AEn, (mou of)#£0D

inr(x) otherwise

/' (sup(z, f)) = {
where m; : |A| + 1 — | A| is defined as follows,

() = {y if x = inl(y)

undef otherwise

Assume ey, is a h-realizer and define o and U as follows,

a = in_ (fiz(Aey. Niny(eq, e). e - (eas ey 0 €f)))

U= {ve|Wxyl||3acl|Al u'(a) =inl(z) AVe, € Ew(v). a-e, € Eala))}
where fiz is the least fixed point operator on V— V.

To show that U = [Wxy|, let € |X| and f : |V,| — Wix|,)v| such that
Epn(z, f) # 0 and assume that

Vy e Yzl fly) €U
then it follows by the induction hypothesis that
Yy € Yzl (mou' o f)(y)) AER, (mpou o f)#£0
and hence,
o (sup(a, f)) = inl(h(x,m 0 ' o f))

Assume (eg,ef) € Ew(sup(z, f)). Then (ez,v0er) € Ep(x,mou'o f), since by
the induction hypothesis, a realizes 7 o u' for w € Wx| |y| in the image of f.
Hence, as ey, realizes h,

a-(ez,ef) =ep-(ex,a0ey) € Eg(h(x,mo u o f))
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and thus sup(z, f) € U.
Define u : |[Wx.y| — |A| as
u=mou
then
u(sup(a, f)) = h(a,uo f)

and w is further realized by a.

To prove uniqueness, assume v : |Wy.y | — |A| satisfying vosup = hoPx y (v).
Then v' = inl o v satisfies

V. Vf. v'(sup(z, f)) = inl(h(z,m 00 o f))
and thus by uniqueness of v/, v = v’ and thus u = v.
Definition 15. Let (X, Ex) € Asm(V) then (X, Ex) is complete monotone iff
Ve,y € X. (Fa,beV.a€ Ex(z)Abe Ex(y)ha<b)=zx=y
and
Ve € X.Ve: N =, V. (Vn € N. ¢(n) € Ex(z)) = Unc(n) € Ex(x)

Lemma 15. Let X € Asm(V) and Y € UFam(Asm(V))x. If X is complete
monotone and Yy is complete monotone for each x € | X|, then Wx y is complete
monotone.

Proof. We prove
Yw € W|X|7‘y|.
(Vw' € Wix), |- 3a,b. a € Ew(w)Abe Ew(w')Aa<b)=w=uw') A
(Ve: N =, V. (Vn € N. ¢(n) € Ew(w)) = | |e(n) € Bw (w))

by induction on w € W x| |y|. Assume z1 € |X| and f1 € [Yo| = Wx|,v|-

We prove the first conjunct by induction on w’ € Wx|y|. Assume x5 € |X|
and fy € |Yz| — W|x||y|, such that there exists (e;,,er,) € Ew(x1, f1) and
(exssef,) € Ew(xa, f2) with (ez,,e5,) < (ews,€f,). By monotonicity of X we
thus have that x; = x2. Furthermore, given any y € |Y;| and ey, - e, < ey, - €y,
where e, € Ey, (y), and thus fi(y) = f2(y), by the induction hypothesis for w.

The second conjunct follows easily from continuity of f; realizers and the
induction hypothesis.
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